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FROM THE 
EDITOR 


Greetings from the home of Military Intelligence! As the Army enters the Information Age, it faces many oppor- 
tunities and many obstacles. This edition of the Military intelligence Professional Bulletin offers some 
excellent observations on information operations (IO) and how the intelligence community will face and over- 
come these challenges. Major General Thomas in Vantage Point addresses information dominance as the 
key to lO, and stresses the importance of Ml in achieving it. Our feature articles discuss battlefield visualiza- 
tion, 10 execution, information threats, and the application of power in the 21st century. A list of some books 
recommended for lieutenants’ professional development is on page 54. 

in this issue, we have added a new department: Combat Training Center Notes. Let us know what you 
think—f there is a topic that you feel needs to be discussed, write us here at MIPB, call, or E-mail us. We are 
always open to suggestion. 

Due to the overwhelming response from our readers, MIPB is publishing the revised Key Intelligence Per- 
sonnel Roster and local points of contact; it is in the center of the magazine. Our intent is to provide the field 
with a handy reference for hard-to-find numbers wiihin the MI Corps. We plan to publish this helpful document 
each January. 

We are always seeking articles. You may write about any topic that may be of interest to our readers. We al- 
ways welcome articles from our sister Services and allied nations too. Upcoming issues will cover— 

[) More articles on Bosnia and support to or lessons learned from Operation JOINT ENDEAVOR and Zaire. 

Situational awareness. 

() Tactical-level unit training, crew drills, unit standard operating procedures, “how to" tips and hints, and 

lessons learned from CTC rotations. 

LJ We always accept historical essays, lessons-learned articles (post- 

Haiti), and "think pieces." 
We would like photos too, even without articles. Be sure to include your 
name, address, telephone number, and the photographer's full riame. 
Please send caption for the photos with the names of persons, activi- 
ties, and systems depicted. (Photographers would get a copy of the 
magazine.) 


Writer of the Quarter 


MIPB is pleased to announce that Captain Harry E. Jones is our Writer of the Quarter (January-March 1997) 
for the article, “Information Dominance for Army XXI: Battlefield Visualization." Congratulations to Captain 
Jones, and many thanks to all of our authors for their great articles, book reviews, and letters to the editor. 
Contributions like yours make MIPB the professional forum for MI professionals. 


How to Submit an Article to MIPB 
1. Select a relevant topic of interest to the Mil community. 
2. Write an outline to organize your work. Put the bottom line up front and write clear, concise introduction and conclusion paragraphs. 
3. Follow proper rules of grammar. Consult DA Pamphlet 600-67 or William A. Mcintosh’s Guide to Effective Writing, if necessary. 


4. Maintain the active voice as much as possible. Write "Congress cut the dudget" rather than “the budget was cut by Congress.“ (See 
DA Pamphlet 600-67, Effective Writing for Army Leaders, paragraph 3-2,b[1].) 


5. Send the article to Commander, USAIC&FH, ATTN: ATZS-TDL-B, Fort Huachuca, AZ 85613-6000 or E-mail mirandas @ huachuca- 
emh1.army.mil. Please include with your article— 
0) Pictures, graphics, and crests with an adequate description and photographer credits. (We can return photos if so requested.) 
© Acomputer diskette with the article in Microsoft Word, Word Perfect, or ASCII. Please do not use special document templates, and 
separate any graphics files frori the text on the disk. 
© Arelease by your local security office stating that your article is unclassified, nonsensitive, and releasable to the public. 
© A short biography with the full names of all authors of the article. The biography should include each author's current duty position, 
other related assignments, civilian degrees, and advanced military education (CGSC, War College, SAMS, MSSI, SEIP, PGIP). 
(Tell us if we can print your telephone number and E-mail address with the biography.) 
(© Acover letter with work, nome, and E-mail addresses and telephone numbers, stating your wish to have the article published. 
6. Remember, content is the most important part of your article. When in doubt, send us your article—we can work out the details. 
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VANTAGE 
POINT 


by Major General Charles W. Thomas 


information Dominance 


The degree of information superiority that allows the possessor 
to use information systems and capabilities to achieve an op- 
erational advantage in a conflict or to control the situation in op- 
erations short of war, while denying those capabilities to the ad- 
versary. 

—FM 100-6, Information Operations 


This edition of the Military Intelligence Profes- 
sional Bulletin is devoted to the subject of informa- 
tion operations (IO). It is important that the Military 
Intelligence (MI) Corps begin an active dialogue on 
this rapidly maturing concept. The newly published 
FM 100-6, Information Operations, is a good start, 
but is essentially a work-in-progress. It remains for 
us to further it on its journey toward meaningful ap- 
plication. 


Information Dominance is the Key to lO 


| use "us" because the most serious application of 
IO involves the notion of information dominance— 
and the majority of that load is handled in large 
measure by MI systems, force structure, and subject 
matter experts. While IO involves integrating every- 
thing from traditional command and control warfare 
(C*W), to psychological operations (PSYOP), civil 
affairs (CA), and the global information environment 
(in addition to intelligence), the holistic reason for 
this integration is information dominance. A key goal 
of |O is to gain a knowledge advantage in terms of 
what you know about an adversary versus what he 
knows about you. This knowledge delta, effectively 
exploited, is information dominance. 


Information dominance begins with knowledge-— 
first, understanding your own strengths and weak- 
nesses, and second, weighing them against those 
of your adversary. The larger the delta between the 
two, the more dominant your capability to overmatch 
an adversary. “Overmatch" is a relative term and, in 
knowledge-based warfare, may occur only in spe- 
cific circumstances. Understanding when circum- 
stances are favorable is, again, understanding when 
you enjoy the information dominance delta. 


The most fundamental requirement for information 
dominance is knowledge about your adversaries’ 
capabilities and intentions—classic intelligence in 
every sense of the word. There is no question, 
though, that other aspects of information dominance 
are also critical to enhancing this knowledge delta. 
For example, command and control (C*) attack is 
essential to suppress an adversary’s ability to de- 
velop intelligence about us or to C* his forces. And 
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no aspect of information dominance would work 
without effective friendly information systems. 


Mi Support—Essential to Information 
Dominance 


The system of systems that MI brings to warfight- 
ing over the whole spectrum of conflict is designed 
to tilt the information dominance delta in our favor. 
We do this by collecting, producing, and presenting 
intelligence; disseminating it; and playing a key role 
in C* attack. MI owns the subject matter experts, the 
systems, and the capability to integrate it all from 
national through theater to operational and tactical 
components. The IO mission is ours to work, even 
though IO is functionally spread throughout the 
Army. That is, the proponent for IO is the Combined 
Arms Center, the Signal Center has the lead for C 
enable, and PSYOP and CA doctrine rests with the 
special operations community and..., well, you get 
the idea. 


The integral part of 1O remains knowledge-—read 
intelligence and relevant information. The harder of 
the two, by far, is intelligence because it is usually 
obtained from uncooperative sources. And our abil- 
ity to accumulate knowledge about ourselves and 
our adversaries is what, in turn, enables information 
dominance. So, while we clearly have a key role to 
play in information dominance, it is not a wholly ma- 
ture concept, but one that we must all think about in 
terms of technical and operational architectures, 
doctrine, and tactics, techniques, and procedures. 
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Information dominance is a concept for MI opera- 
tions in the 21st century---we need to work as a 


team to perfect it as an integrated part of military op- 
erations. 


ALWAYS OUT FRONT! 


CSM 
FORUM 


by Command Sergeant Major 


Master Sergeant Robert P. Lopez, from the Fort 
Huachuca Battle Command Battle Laboratory, will 
be my guest writer for this issue of the Military In- 
telligence Professional Bulletin. | ask that you 
keep this issue in a special place for future refer- 
ence as this article provides you a view of the future 
of our MI Corps. 


The Fort Huachuca Battle 
Command Battle Laboratory 


The purpose of this article is to describe the mis- 
sion of the Fort Huachuca Battle Command Battle 
Laboratory. Before getting into specifics, let us step 
back a few years and approach this topic within a 
historical context. 


In 1415, in the middie of a muddy battlefield 
known as Agincourt, Henry V led 11,000 English 
pikemen and archers to victory over 51,000 French 
soldiers. The English longbow was the decisive fac- 
tor in the decimation of the French knights and 
helped the English capture Normandy. 


In 1588, after braving bad weather along the Eng- 
lish Channel, a massive flotilla of Spanish vessels 
was destroyed by a small fleet of maneuverable 
English ships equipped with cannons. Naval artillery 
proved to be the decisive factor in the destruction of 
the Spanish Armada and marked the beginning of 
the end of Spanish dominance in Europe. 


In June 1950, North Korean troops attacked South 
Korea and rapidly advanced through the limited ma- 
neuver corridors of the Korean peninsula. The in- 
ability of the American and South Korean troops to 
stop the Soviet-made T-34 tank proved to be a deci- 
sive factor in the early stages of the Korean War. 


Accounts of technologically superior weapons and 
tactics defeating numerically superior forces using 
existing doctrine and inferior weapons are as old as 
war itself. The quest for the ’magic bullet’ that can 
defeat a larger, stronger enemy will continue as long 
as nations exist. Will the U.S. Army be leading this 
search for new weapon systems and technologies 
with military applications? That is the charter of 
Force XXI: to change the Army to fulfill the needs of 
the 21st century with the best use of our quality sol- 
diers, leaders, and new technology. As described in 
TRADOC Pamphlet 525-5, Force XXI Operations, 
this is a concept for the evolution of full-dimensional 
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operations for the strategic Army of the early 21st 
century. 


Battle Labs conduct various experiments within 
their respective areas of battle dynamics and focus 
on battlefield capabilities and priorities. The areas of 
battle dynamics are--- 


1) Battlespace (Battlespace Mounted----Fort Knox, 
Kentucky, and Battlespace Dismounted----Fort 
Benning, Georgia). 

O Battle command (Fort Leavenworth, Kansas; 
Fort Gordon, Georgia, and Fort Huachuca, Ari- 
zona). 


1) Combat service support (Fort Lee, Virginia). 


1 Depth and simultaneous attack (Fort Sill, Okla- 
homa). 


O Early entry lethality and survivability (Fort Mon- 
roe, Virginia). 

These Battle Labs conduct studies of battlefield ca- 

pabilities and priorities, leveraging horizontal tech- 

nology insertion with experimentation to prove new 

technological advances and rapidly insert them into 

the Army Force structure. 


The focus of Battle Labs is the changing nature of 
the battlefield. The use of Battle Lab Warfighting Ex- 
periments (BLWEs) and Advanced Warfighting Ex- 
periments (AWEs) provide the Battle Lab with the 
freedom to explore, be creative and innovative, and 
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take advantage of new technological advances. 
Warfighting experiments pertaining to only one bat- 
tle dynamic are called BLWEs while those larger ex- 
periments centered on several battle dynamics are 
called AWEs. Both BLWEs and AWEs may use con- 
structive, live, and virtual activity to test the technol- 
ogy or concept. 


The current focus of the Battle Command Battle 
Lab (Huachuca) is the Task Force XXI AWE to be 
conducted at the National Training Center (NTC), 
Fort Irwin, California, in March 1997. The integration 
of enhanced intelligence collection assets into an 
improved information support architecture will pro- 
vide the First Brigade, 4th Infantry Division (Mecha- 
nized) (4th ID (M)) Experimental Force (EXFOR) 
commander with a "common, relevant picture of the 
battlefield" that includes a current enemy situation 
overlaid on the Blue Force’s (friendly units) deploy- 
ment. The digitalization effort of the Task Force XXI 
tactical Internet will provide the locations of Blue 
Force units. 


The intelligence community is challenged to de- 
liver timely intelligence developed from all organic, 
theater, and national assets to the brigade com- 
mander. In order to accomplish this, experimenta- 
tion and validation of these technologies in the field 
must first occur. Then, incorporation of the validated 
technologies into the Army force structure will guar- 
antee successful mission accomplishment. 


Task Force XXI provides a major test platform for 
several Advanced Concept Technology Demonstra- 
tions (ACTDs) and the field testing of several proto- 
type systems. ACTDs are sponsored and executed 
jointly by a team comprised of an operational user 
and a technology developer, with approval and over- 
sight from the Deputy Undersecretary of Defense for 
Advanced Technology. The Advanced Concept 
Technology II (ACT Il) program enables direct indus- 
try involvement, along with Army combat and mate- 
riel developers , in helping to define technology that 
will lead the Army to its Force XXI vision. ACT Il 
supports BLWEs and AWEs through competetive 
funding of industry's most advanced technologies, 
prototypes ans non-developmental items. 


The Battlefield Awareness and Data Dissemina- 
tion (BADD) ACTD will deploy and demonstrate an 
information system to assist the dissemination of 
data and deliver a consistent picture of the battle- 
field to warfighters. This is accomplished by the inte- 
gration of tactical, operational, and national 
multimedia information, and provides warfighters the 
ability to receive, manipulate, visualize, and use in- 
formation. 


This demonstration will occur under the strenuous 
combat-like situation of an NTC rotation. The sce- 
nario will be fluid and intense, requiring the EXFOR 
to relocate ("jump") their Tactical Operation Center 
(TOC) and its supporting intelligence Analysis Con- 
trol Team (ACT) several times during the exercise. 


Another technological demonstration will be the 
Semiautomated IMINT (imagery intelligence) Proc- 
essing (SAIP) System. This technology enables 
positive identification of moving target indicators and 
stationary images acquired by reconnaissance and 
surveillance platforms through automatic target rec- 
ognition and interactive target recognition technolo- 
gies. 

The Common Ground Station--Prototype (also 
called CGS-P) will allow the deployed brigade TOC 
to receive a direct feed from such collection, recon- 
naissance, and surveillance platforms as the Joint 
Surveillance Target Attack Radar System (Joint 
STARS), the Guardrail Common Sensor (GRCS), 
the TR-1 (U-2) and other theater- and national-level 
assets. The CGS-P then provides this information to 
the ACT where a small intelligence element using 
the prototype All-Source Analysis System---Remote 
Work Station (ASAS-RWS) will respond to the bri- 
gade commander's critical intelligence require- 
ments. As the situation fluctuates, the ACT will be 
able to provide the Task Force commander with an 
unparalleled view of the enemy and his deployed 
equipment. 

The Battle Command Battle Lab (Huachuca), in 
conjunction with the U.S. Army Intelligence Center 
and Fort Huachuca, has trained 4 ID (M) intelligence 
soldiers on these prototype systems. Together, they 
developed tactics, training, and procedures for the 
employment of these systems. The lessons learned 
from Task Force XX! will be incorporated into the Di- 
vision XX! AWE currently planned for November 
1997. As commercial technology continues to intro- 
duce new software and hardware innovations, it is 
imperative that the U.S. Army assimilates the best 
of these technologies and maintains the edge over 
all potential adversaries. 


ALWAYS OUT FRONT! 


Master Sergeant Lopez is an Intelligence Analyst currently as- 
signed to the Operations Section of the Battle Command Battle 
Lab (Huachuca). His previous assignments include: Department 
of the Army, Military Intelligence Information Management; the 
Joint Readiness Training Center at Fort Polk, Louisiana; 1st Bat- 
tlefield Coordination Detachment, Fort Bragg, North Carolina; and 
many other MI brigade and battalion assignments. He has a 
bachelor’s degree in History from the University of Arizona. 
Readers can contact him at (520) 533-1888, DSN 821-1888, and 
through E-mail at lopezr(@ huachuca-emh30.army. mil. 
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LETTERS 


To the Editor: 


Lieutenant Colonel Collin A. 
Agee’s article on the Joint Surveil- 
lance Target Attack Radar System 
(Joint STARS) in Bosnia was infor- 
mative. ["Joint STARS in Bosnia: 
Too Much Data, Too Little Intel?," 
Military Intelligence Profes- 
sional Bulletin, October-Decem- 
ber 1996.] In it, he raises some 
quetions about force structure. 
This letter is the official response 
from the Directorate of Combat 
Developments at Fort Huachuca. 
LTC Agee noted that the Modi- 
fied Table of Organization and 
Equipment (MTOE) Ground Sta- 
tion Module (GSM) Company at 
XVIII Airborne Corps was to be 
deleted. There are discrepencies 
between what is doctrine and 
what units are changing as part of 
their MTOE force. The GSM Com- 
pany was an MTOE vice a propo- 
nent-approved Table of 
Organization and Equipment 
(TOE). Joint STARS supports artil- 
lery and aviation units as well. 
Ownership of this targeting re- 
source by the Battlefield Operat- 
ing Systems (BOSs) that need it 
will ensure that we do not break 
faith with the commitments we 
have made to our fellow soldiers. 
LTC Agee also addresses the 
requirements for the GSM’s follow- 
on, the Common Ground Station 
(CGS). Both of these systems are 
intended for the Now Battle-—--tak- 
ing perishable data from not only 
Joint STARS but also the com- 
mander’s tactical terminal and 
joint tactical terminal (CTT/JTT), 
and the unmanned aerial vehicle 
(UAV) and feeding a product or re- 
port to the supported unit. Those 
same units have the All-Source 
Analysis System’ s Remote Work 
Station (ASAS RWS) or a com- 
plete Analysis and Control Ele- 
ment (ACE). It is the responsibility 
of these latter elements to de- 
velop the common, relevant pic- 
ture and disseminate it to the 
warfighter. Currently, there is no 
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requirement to export that picture 
to the GSM/CGS. We are working 
on that fix. While the GSM/CGS is 
evolving, it remains to be seen 
whether its functions will be lim- 
ited or training expanded. There 
are analyst tasks in the current Im- 
agery Ground Station Operator 
(IGSO) course. 

LTC Agee cites the need for an 
information manager at corps and 
division. Personnel are not avail- 
able and any change to the force 
would have to be offset by a like 
amount. Rather than reduce intelli- 
gence slots, we need to assure 
personnel assigned to the ACE 
bring to the job the necessary 
skills. 

Lastly, LTC Agee suggests the 
Joint STARS squadron be re- 
looked. The applicable TOE 34- 
534A, Military Intelligence 
Company (Joint STARS), (297th 
MI Battalion, 513th Mi Brigade) 
calls for staff personnel as well as 
command and control. The effec- 
tive date for this TOE is October 
1998. Until then, task organization 
is the answer. 


John K. Quinn 
Fort Huachuca, Arizona 


To the Editor: 


The purpose of this letter is to cor- 
rect what | perceive to be an error 
in several recent issues including 
the April-June issue of the Mili- 
tary Intelligence Professional 
Bulletin. The error appears in the 
Editor’s Note found on page 43 in 
the article "Intelligence and the 
Peacekeeper in Haiti." 

The term “Operations Other 
Than War" used throughout this 
article is no longer doctrinally ac- 
curate. Precise terminology while 
discussing peacekeeping opera- 
tions, humanitarian assistance, 
and operations in aid of civil 
authorities should replace 
“OOTW." A message from the 
Joint Staff, DJS 311514Z Aug 
1995 released this guidance. 


The term "Military Operations 
Other Than War (MOOTW)’' first 
appeared in Joint Pub 3-0, Doc- 
trine for Joint Operations. Since 
its establishment in Joint Pub 
3-0, MOOTW has progressively 
gained wider acceptance and us- 
age; the term was not challenged 
during the preliminary or final co- 
ordination of Joint Pub 3-07, 
Joint Doctrine for Military Op- 
erations Other Than War. Fur- 
thermore, the concept of MOOTW 
is embedded in other capstone 
and keystone joint doctrine publi- 
cations including Joint Pub 1, 
Joint Warfare of the Armed 
Forces of the United States; 
Joint Pub 0-2, Unified Action 
Armed Forces; and Joint Pub 
5-0, Doctrine for Planning Joint 
Operations. 

Subsequent to the approval of 
Joint Pub 3-07, disagreement 
over the use of the MOOTW 
framework has surfaced. In spite 
of recommendations to create a 
different terminology construct, no 
adequate substitute has as yet 
been suggested which better de- 
picts what MOOTW was meant 
to, and in fact does, convey. "Sta- 
bility and support operations," 
“other military operations," and 
“peacetime operations" are less 
precise than MOOTW and do not 
supplant the existing doctrinal 
framework. Furthermore, deviat- 
ing from doctrinally approved con- 
cepts and definitions, where no 
“exceptional circumstances" exist, 
is inconsistent with the estab- 
lished policy for the use of joint 
doctrine. To do so is in conflict 
with the Chairman's Title X func- 
tion of “Developing doctrine for 
the joint employment of the armed 
forces" and the authoriiative-guid- 
ance nature of this doctrine. 

In my opinion, the intent of the 
Defense Joint Staff (DJS) mes- 
sage of 31 August 1995 sought to 
minimize the confusion about the 
term, not to discontinue the use of 
an approved and doctrinally 
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sound term. The message states 
that— 

Military Operations Other Than 
War is a category for a variety of 
operations and not an operations 
itself. There is a clear under- 
standing that some types of mili- 
tary operations other than war 
can involve combat, presenting 
commanders and forces with a set 
of uncertainties with which we pre- 
viously have not had to cope. In 
all military communications and 
correspondence, it is vital to ad- 
dress the specifics of the operation 
being discussed and not rely on 
the categorical title of military op- 
erations other than war. If peace 
operations are the topic of a mes- 
sage, use peace operations in the 
subject line and the text. Improper 
usage of the term military opera- 
tions other than war can create 
confusion and may imply there is a 
diminished need to provide for the 
security of U.S./Multinational 
forces. 


Joint Pub 3-07 establishes the 
Chairman's authoritative guidance 
for Joint Doctrine for Military 
Operations Other Than War. As 
the DJS message concludes, 

Active discussion of the principles 

of military operations other than 

war, particularly where they over- 
lap with and diverge from the prin- 
ciples of war, and the training and 
planning for them, will help in re- 
solving any confusion that has 
arisen while this publication was 
being developed. We request your 
assistance in this endeavor. 


Commander George McCaffrey, 
USN 
Washington, D. C. 


Editor’s Note: While the MIPB is 
not intended to be a doctrinal Army 
reference, it is an approved publica- 
tion with the mission of professional 
development. We strive to ensure 
use of correct doctrinal terminology 
in the articles published in MIPB. 
According to the final drafts of 
Army publications FM 100-20, Sta- 


bility and Support Operations 
(SASO), dated April 1996, and FM 
101-5-1, Operational Terms and 
Symbols, dated July 1996, SASO is 
the recognized Army term replacing 
Operations Other Than War 
(OOTW). Miltary Operations Other 
Than War (MOOTW) is a term used 
by the joint community in accord- 
ance with Joint Publication 3-07, 
Joint Doctrine for Military Opera- 
tions Other Than War. 


To the Editor: 


| appreciate the opportunity to 
comment on the article ["Victory in 
Egypt: 3d ID(M) DISE," Military 
Intelligence Professional Bulle- 
tin, October-December 1996] 
about the 3d Infantry Division 
(Mechanized) (3d ID(M)) intelli- 
gence operations and their good 
use of a Deployable Intelligence 
Support Element (DISE). The 
authors, Lieutenant Colonel Boll, 
Major Holachek, and Captain 
Ellington, obviously “have the bub- 
ble." It was refreshing to read a 
precisely correct understanding of 
current doctrine and the excellent 
implementation of it that is obvi- 
ously going on in the 3d ID(M). 
My reading of how they have 
used JDISS and INTELINK 
brought other thoughts to mind 
that might prove interesting to 
your readers. 

The combination of JDISS and 
INTELINK provides access to 
enormous amounts of data 
through a common "window." In 
most cases, data linked using hy- 
pertext to a server and homepage 
is accessible to potential users, 
be they using JDISS applications 
or a browser application. The 
power of JDISS is that these sys- 
tems are in many places where 
relevant data is analyzed. The 
standard packages enable a user 
to “open the window" to another 
user and get what they have. This 
is a simple but powerful capability. 
The JDISS established the para- 
digm. 

The same idea is behind the All- 
Source Analysis System (ASAS) 
implementation of browser tech- 
nology to ride either Analysis and 


Control Element (ACE) software 
or remote workstation (RWS) soft- 
ware to enable the surf-and-pull 
of relevant data by the ASAS intel- 
ligence operator-analyst. While re- 
cent versions of the ASAS 
software have put the browser 
into the systems, the key opera- 
tional impact will not be realized 
until the multi-level security (MLS) 
server and the ASAS Trusted 
Workstation (TWS) are accredited 
and fielded to the force. Once 
fielded, the ACE operator can 
post all available intelligence from 
his own echelon (and accessed 
from higher) to the server and al- 
low any RWS working with TWS 
to browse all the available infor- 
mation. Furthermore, the capabil- 
ity provided by the TWS to allow 
the user to establish intelligence 
requirement profiles will enable 
the user to tell ASAS and the 
TWS what areas and entities he 
is interested in and let the work- 
station do the monitoring of exist- 
ing data as it becomes available. 
This will automatically identify 
when the "good stuff" shows up. 
Such a capability at brigade and 
below can give these echelons a 
much higher probability of suc- 
cessfully weeding through the vol- 
umes of intelligence available to 
them and finding the nuggets that 
answer the priority intelligence re- 
quirements. The use of a RWS 
and TWS in the TROJAN Special 
Purpose Integrated Remote intelli- 
gence Terminal (SPIRIT), as ex- 
plained by the 3d ID(M) authors, 
might be the perfect place to incor- 
porate this capability. 

The realization of another impor- 
tant requirement-—to fully inte- 
grate all necessary JDISS 2.0 
applications into the ASAS Block 
ll software-——-will complete a 
greatly needed capability. In es- 
sence, the entire ACE will be- 
come a virtual JDISS workstation. 
Other JDISS users will look 
through their windows to data in 
an ACE in the same way that they 
open a window to another JDISS 
today. Likewise, this ACE will 
"see" and be able to work seam- 
lessly with any stand-alone JDISS. 
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These two powerful capabilities 
of the future will build upon the 
methodologies and architectures 
being used by the 3d ID(M) and 
other units. Used together, they 
can more effectively address the 
need to seamlessly supplement 
the outputs of national intelligence 
producers with the particular and 
much more focused needs of the 
tactical commander. The trick is to 
get it done now! 


Colonel Theodore G. Chopin, 
TRADOC System Manager ASAS 
Fort Huachuca, Arizona 


To The Editor: 


Dr. Robert J. Bunker's article ["In- 
ternetted Structures and C2 
Nodes," Military Intelligence Pro- 
fessional Bulletin, April-June 
1996] makes a fair theoretical ar- 
gument as to why future armies 
with nonhierarchical command 
structures will be more difficult to 
defeat simply because, if | may 
use any elementary analogy, “cut- 
ting the head off no longer kills 
the snake." But this relates to the 
center of gravity concept only if 
the center of gravity is com- 
mand and control (C?). 

For example, he states that strik- 
ing “the center of gravity of a hier- 
archical structure can paralyze its 
decisionmaking capability..." but 
would “have almost no effect on a 
nonhierarchical structure." First, 
this assumes the center of gravity 
is the command structure. Sec- 
ondly, he misses the point that in- 
formation is a tool only. Also, 
while it may fundamentally alter 
how we communicate, it will not 
replace the requirement for struc- 
tured command that is not only 
fundamental to the very nature of 
military orders execution, but re- 
quired for coordinated and syn- 
chronized military operation. 

In fact, the information age may 
have the exact reverse effect of 
the nonhierarchical trend Dr. Bun- 
ker predicts. For example, 20 
years ago it was not uncommon 
for a division G3 planner to sit 
down and write an entire division 
contingency operations plan, 
done as a project over a 6-month 
period with little or no staff interac- 
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tion. As any division planner who 
has spent weeks participating in 
Battle Management Center plan- 
ning cells will tell you, that would 
be unthinkable today. This is sim- 
ply because the overload of infor- 
mation requires much more 
detailed planning and cooperative 
mission analysis among battle- 
field operating system (BOS) staff 
elements. In this case, informa- 
tion has contributed to a more 
structured hierarchy, due to in- 
creased dependence, reliance, 
and interaction with other staff ele- 
ments. 

Dr. Bunker rightly seems to ac- 
knowledge that center of gravity 
may not just mean C*, for he 
states that-— 

... development of internetted struc- 
tures is likely within societal or- 
ganizations. Isolating national 
will, public opinion, or even key in- 
dividuals as a likely center of grav- 
ity will no longer be feasible. 


Perhaps | am missing some- 
thing, but | do not understand, nor 
does he argue how, "internetted 
structures" will bring about a 
weakened, noncohesive national 
will, or fragmented public opinion, 
against a perceived common 
threat. 

Next, if for example, we are fac- 
ing an enemy whose center of 
gravity is his artillery forces, | fail 
to see how his possible complex 
internetted structure will prohibit 
us from identifying this as a cen- 
ter of gravity or from successfully 
defeating this center of gravity. 
How does this structure eliminate 
his artillery as a center of gravity? 
| certainly agree with his assess- 
ment that an enemy’s “advanced 
battle command structure" will 
make it more difficult to defeat 
him. To jump to the conclusion 
that this somehow eliminates a 
specific center of gravity makes 
no sense to me, especially when 
dealing with “physical strength," a 
potential component of center of 
gravity per FM 100-5, Operations. 

| accept Dr. Bunker’s encourage- 
ment for junior officers such as 
myself to take a risk in writings 
and actively participate in new 


doctrinal concepts. But Captains 
Neidrauer and Bennett were not 
defending an outdated concept 
when they articulated the center 
of gravity concept at the lower 
echelon maneuver level. Down 
here in tactical units such as the 
82d Airborne where “the rubber 
meets the road" and where most 
junior officers operate, maneuver 
commanders want S2s who can 
identify enemy strengths and 
weaknesses, and the enemy’s 
center of gravity. They may then 
employ a defeat mechanism to 
achieve victory. Until the time cen- 
ters of gravity may no longer ex- 
ist, maneuver S2s such as myself 
must be proficient in their identifi- 
cation and articulation. 


Captain Paul T. Carter 
Fort Bragg, North Carolina 


To the Editor: 


Captain Jeffrey Steel made an out- 
standing point about where an 
aviation S2 belongs during the 
battle ["Apache S2: Improving In- 
telligence Support to Combat 
Aviation," Military Intelligence 
Professional Bulletin January- 
March 1996]. The only place for 
an aviation unit S2 to be during 
tactical operations is in the Air 
Tactical Command Post (ATAC). 
Having served as the 82d Avia- 
tion Brigade S2, | can tell you this 
is true for three primary reasons. 

The distances involved ina 
deep attack or air assault gener- 
ally prevent direct communica- 
tions over the operations and 
intelligence (O&!) net (FM radio). 
Sitting back at the command post 
(CP) in the rear monitoring the 
dead O&! net is not productive. If 
you want to influence the current 
battle, you must be able to talk to 
the aircraft. 

Once an aviation operation is 
underway, all communications are 
generally passed over the com- 
mand net (that is reality). Even 
the S3 shop in the rear is rela- 
tively quiet once an operation be- 
gins and the aircraft go across the 
forward line of own troops (FLOT). 

Credibility in any S2 job is criti- 
cal. Lead from the front. Pilots no- 

(Continued on page 60) 
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by Captain Harry E. Jones, Il 


| want to fight the enemy deep. We 
need to leverage our technologies to 
see, target and destroy the enemy when 
he is far from the FLOT—and when the 
remaining elements close, it should be a 
foregone conclusion we will win the 
close fight, with minimal casualities. 
Focused intelligence, precision strike, 
and dominant maneuver are keys to 
SUCcCeSS. 
—tLieutenant General John M. Keane, 
Commanding General, 
XVIill Airborne Corps 


Peg Army is in the midst 
of a remarkable change— 
change driven by information age 
technologies that will forever alter 
the way we fight. Let’s take a look 
at a future battle vignette. 


Southwest Asia, 
December 2005: ARFOR 
"Movement to Strike” 


While the U.S. Army Force 
(ARFOR) moves quickly across 
the sands, the commander stares 
at a large, flat panel display de- 
picting his area of operations. 
Two armor-heavy mobile strike 
forces are moving abreast, 30 
kilometers ahead, their combat 
vehicle positions depicted on the 
display. Windowed in a corner of 
the display is a logistics screen 
from the Combat Service Support 
Control System, showing the 
force’s status by critical classes of 
supply. Windowed in below that is 
a live video feed from an Outrider 
unmanned aerial vehicle (UAV) 
orbiting 50 km ahead. A red icon 
blinks on the flat panel display—— 
an intelligence sensor has de- 
tected an enemy force ahead. 
“Two, zoom in on that—! want to 
see what they’re up to." 


The S2 clicks on the zoom but- 
ton and the enemy element is 
quickly portrayed in a high-fidelity, 
three-dimensional (3D) virtual 
rendition of the battlespace 50 km 
ahead. The high-resolution view 
of the terrain indicates a small 
valiey through which the enemy 
will have to move-—-perfect killing 
ground. Simultaneously, — the 


Analysis and Control Team dy- 
namically retasks the UAV to ori- 
ent its sensor on the threat. An 
automatic target recognition 
(ATR) algorithm in the acquiring 
sensors preprocessor indicates 
T-90 tanks and BMP-3 infantry 
fighting vehicles. "S2—assess- 
ment?" barks the commander. 
"Sir, lead element of an advanced 
guard battalion—remainder of the 
battalion is probably 30 minutes 
behind this force, and the parent 
regiment 45 minutes to an hour 
behind them." 


"S3, net call, bring the strike 
force commanders up on video. | 
want to do a white-board drill and 
use that valley to establish an en- 
gagement area.” With the strike 
commanders up on a video tele- 
conference, the commander, S3, 
S2, and Fire Support Officer 
(FSO) quickly outline a hasty at- 
tack fragmentary order (FRAGO) 
using a John Madden-style 
"white-board" application on the 
Maneuver Control System (MCS). 
The commander outlines his plan, 
and adjusts boundaries and at- 
tack axes to fit the terrain. The S2 
quickly refines the probable en- 
emy course of action (COA) 
based on the raw intelligence 
while the S3 completes and is- 
sues the warning order digitally to 
the task force (TF). The FSO and 
Air Liaison Officer request long- 
range fires and close air support 
to attack the regimental main 
body and second echelon forces. 
Using the S2’s refined template, 
the TF staff quickly wargames the 
plan. Satisfied with the plan, the 
commander directs a TF rehears- 
al of the execution engagement 
area using the 3D view of the ter- 
rain. An artificial intelligence ap- 
plication indicates a proposed 
support-by-fire position should be 
moved to optimize the terrain ad- 
vantage; the S3 modifies the 
FRAGO accordingly and issues it 
digitally across the force. 


Realizing he has a situational 
awareness advantage over the 


Information Dominance for Army XxXI: 
Battlefield Visualization 


oncoming enemy, the commander 
requests the general support MI 
unit to degrade the enemy’s com- 
munications. At the same time, 
two Comanche helicopters en- 
gage and destroy the enemy’s re- 
connaissance elements. Minutes 
later, the mobile strike forces at- 
tack the enemy battalion from the 
flanks while Army tactical missile 
fire begins to attrit the follow-on 
regiment. In his burning com- 
mand vehicle, the enemy battal- 
ion commander is completely 
dumbfounded---he is under at- 
tack from a force he could not 
see, could not track, and could 
not engage beyond direct-fire 
range. 


Battlefield Visualization 


Far-fetched? Perhaps not. 
Many of these capabilities ad- 
dressed in the vignette are in de- 
velopment under the auspices of 
the Army’s Battlefield Visualiza- 
tion Initiative, now under way at 
Fort Bragg, North Carolina, and 
Fort Hood, Texas. Though still in 
its infancy, the development of 
battlefield visualization (BV) appli- 
cations, and their subsequent mi- 
gration to the Army Battle 
Command System (ABCS), will 
forever change the way America’s 
Army trains, plans, wargames, 
and executes missions across the 
operational continuum. 

Despite much recent attention 
on the subject of BV, it is not a 
new concept. On the contrary, the 
ability to visualize the battlefield 
has existed since huriiankind first 
engaged in conflict. The U.S. 
Army Training and Doctrine Com- 
mand’s TRADOC PAM 525-70, 
Battlefield Visualization, defines 
BV as---- 


the process whereby the com- 
mander develops a clear under- 
standing of his current state with 
relation to the enemy and the en- 
vironment, envisions a desired 
end state, and then subsequently 
visualizes the sequence of activity 
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that will move his force from its 
current state to the end state.! 

Implicit in this is an understanding 
of the terrain, the current location 
of friendly and enemy forces, the 
effects of weather, and the enemy 
commander's available COAs. 
BV, therefore, is both an art anda 
science——the art of battle com- 
mand, enabled by science and 
technology to gain and maintain 
the advantage over an opponent. 
BV is far more than intelligence 
it applies to and must integrate 
data from every battlefield operat- 
ing system. While the BV system 
cannot completely clear the fog of 
battle, it can empower command- 
ers and their staffs to operate 
consistently inside the enemy’s 
decision cycle, keeping the op- 
posing commander off balance. 


Throughout history, the very 
best commanders have been able 
to mentally visualize their battle- 
fields. Based on training, experi- 
ence, and warfighting intuition, 
they understand the terrain, how 
the weather will impact their fight, 
and how the enemy commander 
will present his force. Brigadier 
General John Buford clearly had 
the ability to visualize his battle- 
field in the opening hours at Get- 
tysburg. General of the Army 
Douglas MacArthur at Inchon had 
the same clarity of vision----again, 


in his mind’s eye. These were ex- 
ceptional commanders. As we ap- 
proach the 21st century, however, 
technology will allow us to em- 
power all commanders with the 
ability to visualize their battle- 
fields, and to see battles in areas 
not yet occupied. Coupled with 
the degradation of the enemy 
commander's ability to visualize 
his battlefield through lethal and 
non-lethal attack and deception 
operations, we can truly gain in- 
formation dominance at critical 
times and places on the battle- 
field. This dominance will enable 
a smaller force to rapidly over- 
whelm a larger foe, and allow a 
single brigade to enforce an ex- 
tended zone of separation or to 
conduct humanitarian relief op- 
erations across a_ distributed, 
compartmentalized "battlefield." 


Key Technologies 


We require the integration of 
seven key technology areas (see 
Figure 1) to refine and mature our 
BV capability: displays, both large 
flat panels to replace the wooden 
map boards in our tactical opera- 
tions centers, and private "heads- 
up" or retinal displays for 
individual fighting vehicles, air- 
craft, and soldiers. BV requires 
accurate sensors to collect en- 
emy force activity and friendly 


force locations. We need broad 


bandwidth networks to rapidly 
move data across the bat- 
tlespace. BV also requires exten- 
sive databases, including high- 
resolution digital terrain elevation 
and features data, entity level 
simulations, and 3D _ environ- 
ments. Computer hardware and 
software provide the technologi- 
cal engine for most BV applica- 
tions. Finally, BV requires an ATR 
automatic target recognition ca- 
pability to speed the analysis and 
identification of objects in the bat- 
tlespace, to speed sensor-to- 
shooter links, and to decrease the 
risk of fratricide. TRADOC’s Pro- 
gram Integration Offices for Army 
Battle Command (TPIO-ABCS) 
and terrain are central to the syn- 
chronization of activities across 
these technology areas. 


We are making great progress 
in each of these areas. Due to the 
superb efforts of the soldiers of 
the XVIII Airborne Corps, 4th In- 
fantry Division (Mechanized), and 
the Experimental Force (EXFOR), 
Communications and Electronics 
Command (CECOM), National 
Reconnaissance Office (NRO), 
Joint Precision Strike Demonstra- 
tion, Topographic Engineering 
Center, TRADOC, and many oth- 
ers, the Army is rapidly prototyp- 
ing a BV capability. 
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Figure 1. integration of Key Battlefield Visualization Technology. 
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What we're doing 
BV Milestones 


JTF 96-1 Nov 95 


-First employment of a BY capability 


101st BCTP WFX Seminar Apr 96 


-Real time planning and wargaming with 
individual entity and unit aggregate simulations 
-Integration of G2/G3 ops and plans 


82d BCTP Warfighter Feb 96 


-Portrayed enemy and friendly data in real time 
-Supported corps deep operations planning and execution 


-Portrayed enemy and friendly forces in 3D environment 


Fuertas Defensas Sep 95 


-Portrayed enemy order of battle in 3D environment 


One system to train for, plan, wargame, 
rehearse, and execute operations 


JWID 96 
-Demo to CSA, DCSOPS 


Royal Dragon May 96 


-First use of live sensor feeds 
-First use of live cdr’s SITREP data 


Figure 2. Army Battlefield Visualization Milestones. 


The Army’s BV initiative began 
in Panama in September 1995 in 
an exercise called Fuertas Defen- 
sas. The NRO provided imagery 
from national systems to produce 
high-resolution digital terrain data 
of a portion of the XVIII Airborne 
Corps’ “exercise box." The Corps 
intelligence team then overlaid 
the enemy situation data on the 
3D terrain data so the com- 
mander could see the fight in a 
high-resolution, 3D view of the 
battlespace. 


During Exercise Joint Task 
Force (JTF) 96-1 at Fort Bragg in 
November 1995, the NRO again 
provided national systems sup- 
port to produce digital terrain data 
of a larger exercise area. Based 
on feedback from Exercise Fuer- 
tas Defensas after-action reviews, 
the Corps intelligence team 
added the capability to overlay 
red and blue data as well as mis- 
sion planning and rehearsal capa- 
bilities. The wooden map boards 
and paper maps were replaced 
by two six-foot by eight-foot dis- 
plays, which provided the com- 
mander’s "window to the world." 

During the 82d Airborne Divi- 
sion’s Battle Command Training 
Program (BCTP) Warfighter exer- 
cise at Fort Bragg in February 
1996, the prototype BV system-—- 
linked with the All-Source Analy- 
sis System and the MCS-—-was 
fully integrated into the Corps 


Deep Operations Coordination 
Cell (DOCC). The BV system por- 
trayed enemy and friendly data in 
real or near-real time in a 3D, 
high-fidelity, virtual battlespace 
replication in support of corps 
deep operations planning and 
execution. Using modular semi- 
automated forces (ModSAF) soft- 
ware which moved enemy units 
independently, the Corps’ plan- 
ners wargamed against multiple 
enemy COAs to drive develop- 
ment of branches and sequels. 


In XVIII Airborne Corps JTF Ex- 
ercise Royal Dragon in May 1996, 
the Corps intelligence team incor- 
porated live sensor feeds for the 
first time. Air Force U2-R and 
Army Guardrail Common Sensor 
and OV-1D Mohawk aerial sen- 
sors down-linked through their 
preprocessors to the BV system. 
The long-range surveillance unit 
teams passed spot reports via 
satellite communications into the 
ABCS architecture which fed the 
BV system. Additionally, Grena- 
dier beyond line-of-sight reporting 
(BRAT) emitters provided real- 
time updates of friendly force lo- 
cations. The real-time overlay of 
red and blue data in a 3D view of 
the battlespace provided Royal 
Dragon warfighters with a high- 
fidelity, virtual view of their fight. 

Finally, during the Joint Warrior 
Interoperability Demonstration 
(JWID) in August 1996, the BV 


capability was demonstrated to 
Army senior leadership. In Octo- 
ber, Joint Precision Strike Dem- 
onstration’s Rapid Battlefield 
Visualization Advanced Concept 
Technology Demonstration (RBV 
ACTD) began. This is a $56 mil- 
lion dollar ACTD that wiil provide 
high-resolution digital terrain and 
features data which are the cor- 
nerstone of the BV initiative. The 
RBV ACTD will also leverage the 
efforts of CECOM’s Battlespace 
Command and Control Advanced 
Technology Demonstration (BC? 
ATD). This ACTD has produced a 
BV workstation that is interoper- 
able with existing ABCS, the 
Army Global Command and Con- 
trol System (AGCCS), that uses 
high-resolution terrain and fea- 
tures data to provide a 3D view of 
the battlespace. 


Conclusion 


Battlefield visualization shows 
great potential for the future. XVIII 
Airborne Corps’ aggressive proto- 
typing effort has enabled a run- 
ning start for the fiscal year 1997 
RBV ACTD and rapid integration 
of two BV prototypes within the 
EXFOR. The BV system will pro- 
vide commanders the ability to 
see their physical battlefield and 
the disposition of friendly and en- 
emy forces arrayed on it in a 
high-fidelity, virtual environment, 
and to plan, wargame, and re- 
hearse an operation before ever 
making contact with an adversary. 
This capability will give the Force 
XXI commander a significant ad- 
vantage over any opponent, and 
provide the critical enabling tech- 
nology to gain information domi- 
nance at critical times on the 
battlefield. 


Captain Jones is currently the Operations 
Officer in the Office of the U.S. Army Dep- 
uty Chief of Siaff for Intelligence (DCSINT) 
Initiatives Group. He has a bachelor of 
arts degree in Public Relations from the 
University of Georgia and a master of sci- 
ence degree in Personnel Management 
from Chapman College. Readers who 
wish more information may contact the 
DCSINT Initiatives Group via E-mail 
odcsint@access.digex.net and at (703) 
695-2968 or DSN 225-2968. 


Military Intelligence 


Pin 
‘eness._. : 
% 
a: 
| i 


Rethinking the 
Application of 
Power in the 
ZIist Century 


by Douglas H. Dearth 


The views expressed in this article are 
those of the author and do not reflect the 
Official policy or position of the Defense 
Intelligence Agency, Department of 
Defense, or the U.S. Government. 


mong First-World powers, 

there has emerged in recent 
years a form of "Third-Wave War" 
to match the evolution of "Third- 
Wave Societies." The hallmark of 
both is information. The Tofflers’ 
book, War and Anti-War: Sur- 
vival at the Dawn of the 21st 
Century, is a paean to the work 
of the U.S. military over the past 
twenty years to essentially "rein- 
vent" itself in these terms.’ The 
evidence and effectiveness of this 
fundamental change was evident 
to an extent during Operation DE- 
SERT STORM in 1991. 


A Conflict of Decision 
Processes 

Just as information is changing 
society, it is also changing con- 
cepts of national security, the 
definitions and parameters of bat- 
tlespace, and the measurements 
of force. "Force" is becoming less 
tangible and more dependent 
upon qualitative factors. Bat- 
tlespace is expanding greatly in 
terms of frontage, depth, and alti- 


tude. Movement rates---for 
forces, materiel, and ideas---are 
increasing; therefore, time is 


shrinking. War is becoming more 
a conflict of decision processes, 
and success will be determined 
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by the "information differential" 
between forces and between 
commanders. "Third-Wave War" 
is “Information War." These "post- 
industrial war" operations must be 
not only "joint" and “unified,” but 
"holistic" and "simultaneous." 
What Is Information Warfare? 
Tom Rona, the probable origina- 
tor of the term, essentially would 
describe information warfare (IW 
as a “battle of decision systems. ' 
While something of a ground- 
breaking concept, especially in 
the 1970s, this is essentially a 
technical approach; from some 
perspectives, warfare has always 
been a struggle between decision 
systems. Professor George Stein 
of the Air University holds that the 
concept is broader. He said “In- 
formation warfare, in its broader 
sense, is simply the use of infor- 
mation to achieve our national ob- 
jectives." Further, he says that 
“Information warfare, in its es- 
sence, is about...the way humans 
think and, more important, the 
way humans make decisions. ' 


The Tofflers would describe IW 
in broader terms: as “a new ’war- 
form.” Their concept is that IW is 
a way of thinking about war, 
warfare, and conflict. It is a dif- 


ferent way of applying military 
power. 

In fact, part of the mystique and 
promise of IW is that it may be 
broadly applied as part of a na- 
tional policy designed to obviate 
the need for traditional military in- 
volvement. In some ways, it is po- 
litical war beyond the bounds of 
diplomacy in which weapons are 
intangible in appearance and very 
tangible in result. This is a new 
breed of weapon which leaves 
neither a “smoking gun" nor plau- 
sible trace. It is a weapon-—and a 
campaign----which a head of state 
may launche with or without the 
involvement of his military force 
options. 

IW also constitutes an oper- 
ating or conflict environment. 
The attempt to "digitize the battle- 
field" currently under way in the 
U.S. Army, on its face seems to 
be a limited technical approach to 
the broader issue. It is not inap- 
propriate; in fact, it is necessary, 
and tacitly acknowledges that 
something is significantly different 
in the arena of armed conflict. 
Others would describe IW as sim- 
ply “command and control war- 
fare (C2W) by another name." It is 
not. C°W is the tactical applica- 
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tion of the much broader phe- 
nomenon of IW. 


The Department of Defense de- 
fines IW as—- 


...actions taken to achieve infor- 
mation superiority by affecting 
adversary information, Informa- 
tion-based processes, information 
systems and computer-based net- 
works, while defending one’s own 
information, information-based 
processes, information systems, 
and computer-based networks. 
The current confusion about 
these concepts is further exacer- 
bated by the introduction of other 
new terms like "cyberwar," "net- 
war," and "knowledge war."” All of 
these concepts are valid. It is in- 
escapable that there is some- 
thing qualitatively different 
about warfare in the informa- 
tion age. 


Characteristics of 
Information War 


Continuous, Simultaneous, 
Accelerated, and Non-linear. At 
the heart of the IW concept is the 
idea of achieving military objec- 
tives with an absolute minimum of 
force application and cost. Al- 
though this has always been a 
warfighting objective, in the past 
the ability to achieve this objec- 
tive depended upon a number of 
variables, many of which the po- 
tential or real enemy controlled. 


With the information revolution, 
however, the minimum force or 
cost objective becomes attainable 
by the side that has information 
dominance. If we have continu- 
ous, real-time surveillance of a 
potential adversary’s military 
forces, we can simultaneously po- 
sition our forces to achieve and 
maintain an advantage. We may 
deter or preclude adversary use 
of military force altogether by 
communicating this advantage 
and our intentions, perhaps with 
additional information like psycho- 
logical operations and deception 
routed through other channels to 
further complicate his decision 
process. Even failing that, by 
maintaining more perfect knowl- 


edge of enemy force disposition 
and positioning our forces accord- 
ingly while denying the enemy 
knowledge of our disposition, we 
can maximize the effectiveness of 
any force application, thus allow- 
ing use of only as much force as 
is necessary to achieve our ob- 
jectives. In addition to maintaining 
the element of surprise, because 
we immediately know the results 
of our application of force on the 
enemy, we can accelerate our re- 
sponse to changes in enemy ac- 
tivity and tailor our re-application 
of force to only those critical 
nodes that require it. 


By dominating the adversary’s 
information systems, along with 
the use of smart stand-off weap- 
ons, we will be able to impose our 
will on the enemy without the 
costs associated with occupying 
his territory. Rather than moving 
through a battlefield in a linear 
fashion, we will continuously be 
able to select and neutralize criti- 
cal targets in a non-linear bat- 
tlespace "just in time," thus 
obviating the need for a large in- 
ventory of backup weaponry. 

instant Feedback. The ability 
to take the right action just in time 
depends, of course, on feedback. 
Since the beginning of human or- 
ganization, decisionmakers have 
sought information about the re- 
sults of their decisions as soon as 
possible, so that if corrective or 
reinforcing actions were required, 
they could be taken while it was 
still possible to influence the 
course of events set in motion by 
the initial decision. Until relatively 
recently in our history, the ability 
to gain such information was lim- 
ited by many factors, but most es- 
pecially by distance. 

Electronic communication will 
change all this, particularly the 
advent of communications satel- 
lites and high-capacity fiber-optic 
cables. Decisionmakers can now 
remain "plugged in," not only re- 
ceiving instant feedback on the 
effects of their decisions, but also 
using these same lines of com- 
munication to transmit new deci- 
sions based on the feedback 
information. 


The concept of instant feedback 
as it relates to IW is viewed in the 
context of a closed system, 
whether the F-117 or the Army’s 
"digitized battlefield" envisioned in 
Force XXI. Instant feedback, or 
something close to it, applies at 
all levels of decisionmaking. 
While the media may not be re- 
sponsible for the United States 
"losing" the war in Vietnam, public 
reaction to the combat images 
brought into our homes most as- 
suredly influenced the decisions 
made by the Johnson and Nixon 
Administrations on prosecution of 
the war. During the Gulf War ina 
speech covered live by the Cable 
News Network (CNN), Saddam 
Hussein called for a debate with 
President Bush; within thirty min- 
utes, President Bush held a press 
conference to advise the world 
(and Saddam) that he had no in- 
tention of participating in such a 
debate. Even in non-democratic 
societies, both leadership and the 
general public are simultaneously 
aware of the results of policy de- 
cisions via television news cover- 
age. 

The point here is that, as Pro- 
fessor Stein noted---- 

the worldwide infosphere of tele- 

vision and broadcast 

news...[will] shape the political 

context of the conflict. It will de- 
fine the new "battlespace." We 

face an "integrated battlefield," 

not in the usual sense of having a 

global positioning system (GPS) 

receiver in every tank or cockpit, 
but in the Clausewitzian sense 

that war is being integrated into 

the political almost simultane- 

ously with the battle.® 
Under such conditions, the dis- 
tinctions between the tactical, op- 
erational, and strategic tend to 
blur into insignificance. Like it or 
not, the actions of a single soldier, 
caught by the international media, 
can potentially affect the outcome 
of a conflict. 

The problem with this, Stein 
points out, is that this media-cre- 
ated world is a “fictive universe," 
not because the images are un- 
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true, but because they do not 
contain sufficient information to 
capture the context and totality of 
the truth. The average "sound 
bite" (actually a "video bite") on 
the news is somewhere between 
8 and 12 seconds—very little 
time to articulate a policy position. 
In a perfect world, decisionmak- 
ers would have perfect instant 
feedback on which to base sub- 
sequent policy decisions. In the 
real world, the temptation to rely 
on timely fictive feedback, as op- 
posed to less timely but more ful- 
some feedback from intelligence 
or other official sources, may 
prove to be overwhelming. 

Blurred Levels of War. Infor- 
mation technology is increasingly 
blurring the levels of war. Efforts 
at the tactical level of war---at 
which engagements and battles 
are fought for limited objectives--- 
are aggregated at the operational 
level of war in the form of cam- 
paigns. This process musters 
broader efforts over wider terrain 
and space and time in a theater 
of operations. These in turn are 
directed toward the achievement 
of national war goals at the strate- 
gic level in theaters of war. These 
three levels of war historically 
have been distinguished by the 
size of forces and volume of re- 
sources employed, the breadth of 
terrain and space over which 
forces deploy, and the time ex- 
pended in the prosecution of op- 
erations. There has been a 
realization, too, that these levels 
overlap somewhat. 

Since at least the Napoleonic 
Era, the distinct military trends 
have been toward larger and 
more varied kinds of forces em- 
ployed over increasingly broader 
terrain, space and distance, often 
with the decision cycles of opera- 
tions consuming decreasing peri- 
ods of time. Various aspects of 
information technology and IW 
provide the prospects for signifi- 
cant change in certain of these 
trends: 

1 Mechanisms of force continue 
to proliferate, but the size of 
forces can decrease. 
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1) Breadth of terrain and space 
and distance can continue to 
grow to the physical limits of 
the planet and into space. 

O Time will continue to shrink 
with the increase in the speed 
with which and distance over 
which we can employ force. 

Hence, the discernible distinc- 
tions among the levels of war will 
be increasingly blurred; this will 
complicate the nature of political 
and military planning and deci- 
sionmaking. 

The "packaging" of IW into a di- 
vision of labor that fits convenient 
military doctrine and organization 
may be passé. The smallest team 
of specialists, operating covertly 
under direct civilian control and 
tasking, could apply strategic, op- 
erational, or tactical IW tools 
against any level of an adver- 
sary’s decision system. Military 
knowledge and supervision need 
not necessarily be a considera- 
tion in the planning, but may be 
significantly influenced by the re- 
sults. 

Blurred Civil-Military Divi- 
sions. In a similar fashion and for 
the same reasons, the Uptonian 
distinctions between the civilian 
and military realms” are being 
blurred. The Clauswitzian concept 
of the trinity of "Army" (really 
"Armed Forces"), the "State," and 
the "People" is more valid than 
ever on one level: in the informa- 
tion age, the state and armed 
forces will no longer necessarily 


Electronic combat 
will potentially enable 
a commander to 
inflict “effective 
neutralization" upon 
his opponent without 
the necessity of 
physically destroying 
infrastructure, forces, 

or people. 


possess a monopoly over the 
means of violence----especially 
“information violence." Further, 
national centers of gravity in- 
creasingly will reside in the civil 
sector. These centers of gravity 
include the national banking and 
finance industries and power gen- 
eration and distribution systems. 
The civil sector, in terms of pro- 
duction and morale, has long 
been important to warfare. How- 
ever, in an age when production 
is measured more in terms of in- 
tangible knowledge than tangible 
goods and the value of knowl- 
edge applies equally in both the 
civil and military sectors, the dis- 
tinction between the two realms 
will blur even more. Further impli- 
cations are that in the future civil- 
ian infrastructure will be an even 
more prominent target of attack 
than was the case in the industrial 
era, but it cannot be defended by 
military forces. 

War as Work: Third-Wave 
War. The basic characteristics of 
the new "war-form" essentially 
mirror those in the civilian econ- 
omy. As the Tofflers observed, 
nations make war the way they 
make wealth. The watch-words 
are information dominance and 
information assurance. 


1 Knowledge becomes the core 
of military power and the cen- 
tral resource of destructivity, 
rather that pure brute force, 
and “intangible vaiues" more 
accurately determine the mili- 
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tary balance, rather than hard- 
ware. 

Decreasing the massing of 
forces requires increased pre- 
cision and more selectivity in 
the application of military 
power. 


Military “work" is more often 
dependent upon education 
and expertise than traditional 
machismo and brute force; in- 
formation will become the na- 
ture of war. Innovation is 
increasingly prized; improvisa- 
tion replaces rote and routine. 
Organization becomes more 
fluid and less hierarchical. In- 
tegration of all assets, forces, 
and services is essential. 


"Acceleration" characterizes 
operations at all levels (not 
necessarily absolute speed, 
but speed relative to the en- 
emy’s pace of decisionmaking 
and movement---his "“OODA- 
loop").'° 
These characteristics of IW will 
affect combat arms, as well as 
combat service and combat serv- 
ice support functions, most mark- 
edly in terms of intelligence, 
signals, transportation and logis- 
tics. 


War as Improvisational Thea- 
ter.'' In the future, we will be op- 
erating in a very media-rich 
environment, where our military 
actions will be broadcast instanta- 
neously via worldwide television. 
Think of the intelligence and op- 
erational security implications of 
private-sector news media oper- 
ating their own remote-sensing 
imaging satellites, which certainly 
will happen within the decade. 
Consequently, military command- 
ers must be increasingly adept at 
operating effectively in this envi- 
ronment. If we consider a military 
operations plan (OPLAN) a script, 
the ensuing events will increas- 
ingly resemble improvisational 
theater on a global stage where 
reactions of a variety of audi- 
ences and critics can ultimately 
determine the difference between 
success and failure in a political, 
if not military, sense. 


At Mogadishu, Somalia, SEALs 
reconnoitering the beach in the 
glare of the lights of the assem- 
bled video cameras looked more 
silly than formidable. It was an in- 
auspicious beginning to what was 
to become a well-intentioned but 
ultimately frustrating and futile 
military exercise.“ Consider also 
the image of illiterate thugs on the 
docks of Port-au-Prince, Haiti, 
who greeted U.S. and Canadian 
troops aboard the USS Harlan 
County, waving their English-lan- 
guage placards and shouting (for 
CNN’s cameras) that Haiti would 
be “another Somalia for America." 
We then watched as the Harlan 
County steamed away, much to 
the consternation of the U.S. mili- 
tary advance party waiting on the 
wharf. When the U.S. advance 
elements of the North Atlantic 
Treaty Organization’s Implemen- 
tation Force (IFOR) entered 
Tuzla, Bosnia, they found them- 
selves outnumbered by the media 
at easily a ten-to-one ratio. Be- 
cause the global information infra- 
structure is nothing if not 
interactive, commanders may find 
their OPLANs or "scripts" being 
rewritten as they go along. The 
level of "script" adaptability may 
be a critical predictor of success 
for military operations in the infor- 
mation age.’ 


implications of 
Information Warfare 


The United States and other 
Third-Wave societies are under- 
going changes in both the ends 
and means (but not the purpose) 
of war. Despite these changes, it 
is highly unlikely that armed con- 
flict will totally disappear into cy- 
berspace. 

Proliferation of the Means of 
Conflict. The rigorous application 
of information technology to war- 
fare means, first of all, that there 
will be a proliferation of the 
means of conflict. To the tradi- 
tional means of firepower and 
maneuver will be added the 
means of attacking one’s enemy 
ever more powerfully electroni- 
cally. One can not only attack his 
command and control (C*) sys- 


tems with destructive firepower, 
but with other destructive techno- 
logical means. Disinformation, ru- 
mor, and propaganda have long 
been means of attack and these 
means are now enhanced. Some 
have speculated that effective de- 
ception operations are no longer 
possible in the age of satellite re- 
connaissance. The effectiveness 
of deception depends upon avail- 
able "channels" of information 
and the penchant of one’s oppo- 
nent for self-deception. Hence, 
the possibilities for successful de- 
ception operations have never 
been better. 


Lethality versus Effective- 
ness. Electronic combat will po- 
tentially enable a commander to 
inflict “effective neutralization" 
upon his opponent without the ne- 
cessity of physically destroying in- 
frastructure, forces, or people. 
Military professionals often over- 
look the fact that the purpose of 
warfare is not "killing people and 
breaking things." Those have 
been the mechanics of war, not 
its purpose. The purpose of war 
is to inflict your will upon your op- 
ponent. If one’s will can be im- 
posed-—modifying the opponent's 
behavior or intent----without wide- 
spread physical destruction, the 
post-conflict possibilities for politi- 
cal reconciliation and human pro- 
gress may actually be enhanced. 
War in the information age holds 
out at least the prospect of that 
eventuality. 


If this has validity, we now have 
the prospects of fundamentally 
changing the way we conduct war 
and the desired ends. The tradi- 
tional ends of war were to destroy 
the opponents’s forces in the 
field, in the air, and on the seas; 
to destroy his productive war ca- 
pacity; to subdue his population; 
and to occupy his capital. With 
the destruction or disabling of his 
Ce capability and the ability to 
control the perceptions of his pol- 
icy elites and population, there is 
the possibility of working one’s 
will upon the opponent without 
necessarily wreaking physical 
havoc upon the infrastructure and 
population of the enemy. The cal- 
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culation can be humanitarian or 
purely utilitarian in terms of pre- 
serving the economic wherewithal 
to sustain a viable and productive 
society with altered political aims. 


Clausewitz and Anti-Clause- 
witz. Much of this analysis flies in 
the face of traditional Industrial- 
age warfare. In the military forces, 
there is an ingrained "Clausewitz- 
ian" value system, and we have 
been raised within it. Much of the 
foregoing discussion contradicts 
the Clausewitzian approach to 
warfare as taught in our staff and 
war colleges. Clausewitz still has 
much to contribute to military 
thinking, even in democratic so- 
cieties. The trinity of state, armed 
forces, and people is crucial, and 
its continued importance cannot 
be over-emphasized, although his 
emphasis on physical destruction 
and annihilation may be outdated. 
The possibility of the decisive 
winning battle (at least in peer- 
competitor warfare) could theo- 
retically be resurrected. The 
danger for ‘Third-Wave" societies 
is that the potential for success in 
this regard may well rest with 
niche-competitors in asymmetri- 
cal conflict. 


Time, Distance, and Speed. 
Since the early days of the indus- 
trial age, time compression has 
increased, yet time has become 
more important. Clocks for centu- 
ries had only hour hands; today, 
many endeavors measure time in 
hundredths of seconds. Initially, 
transportation technology drove 
this compression. There followed 
the telephone and the facsimile 
machine, then television, which 
introduced the added dimension 
of more vivid graphical images. 
More recently, it has been the 
computer-—-particularly the micro- 
processor--—linked via local- and 
wide-area networks. Thus, speed 
has increased ever more dramati- 
cally as a function of distance. 
The result is that distance 
means less—and, hence, time 
is compressed. 

The instant feedback provided 
by modern electronic communica- 
tions affects the political, cultural 
and social spheres as readily as it 
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does the commercial and military 
arenas. Recall President Bush's 
near-real-time response to Sad- 
dam’s challenge to a debate on 
global television in 1990. By the 
same token, cultural and social 
trends proliferate very quickly 
among the Third-Wave countries 
and to the rest of the world. The 
global currency market now oper- 
ates 24 hours a day, and the 
stock and commodity positions 
are calculated instantaneously. 
The U.S. Air Force’s Air Tasking 
Order procedure now demands a 
24-hour turn-around against mili- 
tary targets. 


Expectations. The result is not 
just efficiency-—-the saving of time 
and labor. It is that, but it is far 
more. It changes peoples’ expec- 
tations. They understand that 
they can know more about more 
things with a lower expenditure of 
effort and faster; this under- 
standing turns to a want and then 
demand to know more, faster. 
People’s expectations also have 
changed by virtue of what they 
know. Reading about events is 
different from viewing vastly more 
life-like images on a screen. It is 
much more realistic, because in- 
terpretation is easier. It requires 
less imagination, and at the same 
time it fires the imagination. While 
people are drawn to the vividness 
of the images, they can be re- 
pulsed by those same images. 
The interpretation is more in- 
tense. Politically, the potent im- 
ages of starving Somali children, 
butchered Rwandans, or a bludg- 
eoned Los Angeles motorist virtu- 
ally demand a prompt political 
response. Generations of com- 
puter technology will progress in 
18 to 24 months, rendering corpo- 
rate and government manage- 
ment and procurement policies 
laughable. 


For the military, and govern- 
ment generally, the omnipresent 
and seemingly omniscient global 
media mean that every decision 
and action is immediately trans- 
parent to national and interna- 
tional scrutiny. For now, even a 
single military casualty will be the 
subject of immediate coverage 


and public scrutiny. The risks will 
be hyper-sensitive decisionmak- 
ing and timid military leadership in 
the face of fickle public emotions. 

Erosion of State Sovereignty. 
Increasingly, the traditional attrib- 
utes of the nation-state are erod- 
ing, and much of this erosion 
results from the influence of infor- 
mation technology. In the age of 


The purpose of war 
will not change from 
that of imposing 
one’s will on one’s 
opponents. The 
nature of war, 
however, will change 

considerably 


information violence, the state will 
not be able to dominate the 
means of force, nor will the state 
necessarily be able to deter or 
defend against information attack. 
States also are no longer the 
only---or necessarily the most im- 
portant—-actors in the interna- 
tional arena. Increasingly, the 
non-state actors deal across state 
boundaries with each other and 
with states on a nearly inde- 
pendent footing. There is a gen- 
eral erosion of the concept of 
sovereignty. While some of the 
nation-states are "failing" be- 
cause they cannot fulfill the basic 
traditional criteria of sovereignty, 
mature and successful states also 
are witnessing a similar erosion of 
traditional controls, largely as a 
result of the effects of information 
technology. The state will not fade 
away. States will remain as pri- 
mary and important actors in the 
international arena, but they will 
represent only one of many forms 
of political organization, power, 
and interaction. 

Global Information. National 
control of information is tenu- 
ous-—if it is possible at all. The 
same is true for |W. Moreover, the 
global information infrastructure is 
becoming more ubiquitous every 
day. With the multiplicity of media, 
access, and_ service-providers 
comes a redundancy and surviv- 
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ability that challenges the notion 
of denial and disruption of serv- 
ice. The threshold of the informa- 
tion age saw the successful 
severing of Panamanian and later 
lragi command, control and com- 
munications and telecommunica- 
tions, but the world has learned 
from these experiences. Aiding 
the learning process has been a 
steady erosion in the acquisition 
and operating costs of digital 
communications. Whether the 
threat is fire, flood, or |W, systems 
developers continually add new 
tools to their capabilities for as- 
suring service via alternate routes 
and standby systems. 

Public Diplomacy. “Public di- 
plomacy" is a term that refers 
generally to those government 
activities designed to inform and 
influence foreign publics. If tradi- 
tional diplomacy is state to state, 
public diplomacy is from state to 
the foreign populace. Although 
not a new concept, it has taken 
on new importance over the past 
decade as a result of the global 
communication explosion. Moving 
beyond the traditional, usually de- 
fensive, concept of the Public In- 
formation Office, the U.S. military 
has developed mechanisms like 
the Military Information Support 
Team in Haiti and the Combined 
Joint |IFOR Information Task 
Force in Bosnia. The intent of 
both is to aggressively pursue the 
public information quotient in sup- 
port of military operations. 


Conflict in the 
Information Age 


War, Conflict, and Force. All 
war and conflict will not change, 
but in many cases it will. The pur- 
pose of war will not change 
from that of imposing one’s will on 
one’s opponents. The nature of 
war, however, will change con- 
siderably. In forces configured 
for IW, the preference will be con- 
flict dominated by the advanced 
nature of decision systems and 
by more subtle means of waging 
war. These forces configured for 
IW will have at their disposal a 
wider array of the means of de- 
struction, but the nature of those 


mechanisms will result in prolifer- 
ating the means of conflict. The 
traditional means of firepower and 
maneuver will be augmented 
and perhaps in the long run re- 
placed---by methods of attacking 
one’s opponents with electronic 
technological methods. The ulti- 
mate outcome of applying those 
methods, however, will not neces- 
sarily be free of lethal out- 
comes. 

It is a common conceit of ad- 
vanced nations and their armed 
forces that they can impose their 
wills on the lesser powers and 
relatively primitive forces through 
application of advanced techno- 
logical means. Painful historical 
experience since the late 19th 
century indicates just the oppo- 
site. “Low-intensity" conflict (or 
the current concept of "operations 
other than war") is not a “lesser 
case" of higher-order strategy 
and doctrine and the tactics, tech- 
niques, and procedures that sup- 
port them. Relatively primitive 
forces will-—-and do--have ac- 
cess to sophisticated technology, 
and they will know how to use it. 
Advanced technology will be in- 
creasingly available. While such 
relatively sophisticated concepts 
as “air-battle management," “air- 
land operations," and "dominating 
maneuver" might be lost on them, 
there will be some opponents 


who do understand “perception 
management" and "information 
warfare" in its rudimentary sense. 

Another conundrum will face 
sophisticated military forces: the 
possible passage of what might 
be called “heroic warfare." If the 
Tofflers are approximately correct 
that a hallmark of future combat is 
“brains over brawn," a change will 
be required in the selection, re- 
tention, development, and promo- 
tion of "“cyber-warriors" who 
attack the enemy and defend the 
nation by means other than cold 
steel and hot lead. This possibility 
might appeal more to a nation 
that shies from incurring combat 
casualties; it likely will appeal less 
to their military subcultures that 
intrinsically value blood sport, dis- 
tance running, and the machismo 
self-image. 

The Social Impact of Informa- 
tion War. It is difficult for demo- 
cratic society to discern "good 
news" from the prospects of war. 
If there is any good news to infer 
from the kind of warfare likely to 
predominate in the 21st century, it 
might be the prospects for re- 
duced levels of physical and hu- 
man destruction. Among Third- 
Wave peer-competitors, at least, 
perhaps humankind will be 
spared the tens of millions of civil- 
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Combat Developments Goes On-Line 


The Directorate of Combat Developments (DCD) at the U.S. Army In- 
telligence Center and Fort Huachuca has a new home on the World 
Wide Web. The intent of the new DCD Homepage is to be a forum 
for information exchange with the field, as well as a tool for the elec- 
tronic staffing and sharing of documents and publications. The page 
currently includes information such as the mission and organization 
of DCD, POC listing and an E-mail directory capability to individual 
DCD addresses from the Web. DCD intends to include information 
about new concepts and architectures, intelligence and electronic 
warfare systems, force design issues, and links to other intelligence 


The page has been optimized to work best with Netscape Naviga- 
tor 2.0 but other graphical browsers will also work. The DCD 
Homepage URL is http://nuachuca-dcd.army.mil. Look for additional 
features, such as hyperlink capability to DCD's Battle Book to come 
on-line in the future. For more information or answers to questions 
you may have, contact Captain Brent Horrocks at (520) 533- 
1837/2010, DSN 821-1837 or via E-mail at horrocksb @huachuca- 
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by Captain James E. 
McConville, USAR 


The 2lst century is not waiting for the 
Army; it is already upon us; and we 

must meet its challenges three ways. 
First, we must understand the informa- 
tion age battlefield. Second, we must 
modernize to take full advantage of infor- 
mation age technology. Finally, we must 
continue to develop the programs that 
“enable” the power projection 

strategy. 


—General Gordon R. Sullivan, 
Former Chief of Staff, U.S. Army 
The United States Army faces the 
requirement to move into a new 
age. The coming of the informa- 
tion age has given us an unparal- 
leled opportunity to improve the 
efficiency and effectiveness of our 
ground forces. What is needed is 
the vision and the will to design, 
field, train, and use the force of 
the 21st century. 


It cannot be denied that a mas- 
sive change is under way in our 
society, a change driven by the 
advent of advanced information 
technology. New information col- 
lection, analysis, communication, 
and display capabilities have 
changed the way we think, act, 
and organize, whether in industry, 
education, or in the military. 
Driven by the irresistible force of 
the emerging capabilities, and 
steered by some visionary military 
leaders, the U.S. military has be- 
come the preeminent force in the 
world of military technology. 

The realities of the information 
age promise to alter forever the 
way the military does business. In 
addition to precision weaponry, 
the Army sees its future in the ad- 
vanced collection, processing, 


analysis, communication, and dis- 
play of massive amounts of infor- 
The 


mation. information age 
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promises to reduce Clauswitz’s 
daunted “fog of war. The em- 
ployment of precision weapons, 
precisely targeted, teamed with 
maneuver decisions incorporating 
clear battlespace visualization, 
while simultaneously defeating 
the adversary’s visualization of 
the battlefield, will ensure that our 
force remains the dominant mili- 
tary force deep into the 21st cen- 
tury. 


Definitions and Doctrine 


One of the driving technological 
changes behind the development 
of |O is the expected revolution in 
our ability to move, process, ana- 
lyze, and present vast amounts of 
information to decisionmakers 
quickly, and understandably. To 
maximize the impact of the in- 
creased information capabilities 
now available, the Army must 
learn to fight on the information 
battlefield. To this end, the Train- 
ing and Doctrine Command 
(TRADOC), the Army’s concept 
and doctrine development arm, 
has published FM 100-6, Infor- 
mation Operations, dated 17 
August 1996. This manual estab- 
lishes the guiding principles for 
the use of information on the 
Army battlefield. In order to fur- 
ther refine the concepts described 
in FM 100-6, the U.S. Army Intelli- 
gence Center and Fort Huachuca 
(USAIC&FH) created the |O Task 
Force and conducted an |O war- 
game in November 1995. The 
wargame, which included partici- 
pants from more than 27 agen- 
cies and units from all over the 
DoD, clarified and refined the ap- 
plication of 10 to the Army battle- 
field. This article presents some 
definitions and then summarizes 
the findings of that wargame in 


terms of 1O requirements and in- 
tegrating IO into the force. 


What Are Army Information 
Operations? FM 100-6 describes 
10 as— 


Continuous military operations 
within the military information 
environment that enable, en- 
hance, and protect the 
commander's decision cycle and 
mission execution to achieve an 
information advantage across the 
full range of military operations. 
Information operations include in- 
teracting with the Global 
Information Environment and ex- 
ploiting or denying an 
adversary’s information and deci- 
sion systems. 


This definition is successful at 
capturing the major elements of 
Army !O: 


O IO are continuous. They are 
conducted during peacetime 
and war. 


O Army |O involves interacting 
within the global information 
environment (GIE), while oper- 
ating within the military infor- 
mation environment (MIE). 
(See Figure 1.) This describes 
the requirement to maximize 
the use of all information avail- 
able in order to assist the mili- 
tary commander to achieve 
operational success—informa- 
tion from military systems and 
open sources like the media, 
the Internet, and other global 
access information systems. 


O Army IO focuses on the deci- 
sion cycle, supporting more in- 
formed decisionmaking by the 
friendly commander, while de- 
nying the enemy decision- 
maker full use of his decision 
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cycle through the IO attack 
element. 


O The goal of Army IO is the 
achievement of an information 
advantage (dominance) over 
the adversary. This advantage 
is for better mission execution, 
it is not the goal in itself. 

Why IO, Not Information War- 
fare? Army !O doctrine reflects, 
and goes beyond, the joint mili- 
tary strategy of gommand and 
control warfare (Cc? W), which im- 
plements DoD IW policy. Recog- 
nizing that |W as currently defined 
by DoD is more narrowly focused 
on the impact of information on 
actual conflict, the Army has cho- 
sen to take a somewhat broader 
approach to the impact of infor- 
mation on ground operations and 
adopted the term "information op- 
erations." The Army chose this 
broader approach for two primary 
reasons. First, it recognizes that 
information issues permeate the 
full range of operations from 
peace through global war. Sec- 
ond, this broader approach em- 
phasizes the operational impact 
of information on knowledge- 
based operations at each and 
every echelon. 


Editor's Note: In Fall 1996, there 
was discussion among the Services 
and the joint staff about adopting 
the term "information operations" 
but keeping the same meaning used 
for "information warfare." 


The Components of Army IO. 
Doctrine describes IO as having 
three parts: intelligence and other 
relevant information, information 
systems, and command and con- 
trol warfare (Cc? W). In general 
terms, 10 comprises the informa- 
tion required, the systems needed 
to move and use that information, 
and the ability to manipulate the 
information (attack and protect) in 
order to gain a C“ advantage. 


0 Information. Information is the 
currency of |O, the data that, 
once controlled and under- 
stood, leads to information 
dominance and the tactical ad- 
vantage on the battlefield. FM 
100-6 defines information as 
"data collected from the envi- 


ronment and processed into 
usable form." Military informa- 
tion includes intelligence (the 
processed and analyzed infor- 
mation on an _ adversary), 
friendly force information, and 
environmental information (ter- 
rain and weather). Together 
they become battlespace visu- 
alization. 


0 Information Systems. Unless 


information reaches the deci- 
sionmaker in a timely manner 
and understandable form, it 
will not contribute to success 
on the battlefield. The informa- 
tion system must be secure at 
multiple classification levels, 
provide seamless access to 
databases at national through 
tactical echelons, and versatile 
enough to adapt to the many 
force configurations found in 
today’s Army. It must also be 
simple enough to allow full in- 
tegration into the force. 


0 Cw. Army !O does not ne- 


glect the attack and protect 
aspects most commonly asso- 
ciated with IW. C°W is— 

...the integer ated use of operations 
security (OPSEC), military decep- 
tion, psychological operations 
(PSYOP), electronic warfare 
(EW), and physical destruction, 
mutually supported by intelli- 
gence, to deny information to, 


influence, degrade or destroy ad- 

versary capabilities against such 

actions. CW applies across the 
operational continuum and all 

levels of conflict. 

Military commanders use cw 
to manipulate the information en- 
vironment and achieve a tactical 
advantage. provides the 
‘sword’ against an adversary’s 
system, and the ’shield’ against 
the counter C actions of the ad- 
versary.' 

The Endstate: Information 
Dominance. As_ was stated 
above, the goal of IO is to create 
an information advantage--—infor- 
mation dominance. It is a delta: 

...the difference between the ag- 

gregate of information available 

to each of two opposing military 

commanders. But it is more than 

just information: it is the differ- 
ence in understanding of 
information in the context of 

some specific purpose that is the 

crux of the definition.' 

The delta sought is seen in terms 
of battlefield visualization. 

What is the "value added" of 
10? What does this new concept 
contribute to the mission and ob- 
jectives of the tactical com- 
mander? Based on the outcome 
of the 10 Wargame held by 
USAIC&FH in November of 1995, 
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the value added of IO and C°W is 
the massing of information ef- 
fects. C“W, when teamed with 
the other parts of 1O, can deliver 
information dominance at the 
specific place and time when the 
commander wants or needs it. 
C°W does not act alone to create 
information dominance, but it 
does provide the power to deter- 
mine when that desired state will 
be achieved. 


Requirements for 
Information Operations 


The 10 Wargame was a force- 
on-force, U.S. Army corps-level 
simulation using information ef- 
fects on the tactical battlefield. 
The wargame clarifed several 
types of requirements for tactical 
10. These include intelligence, 
battle command, CW, and infor- 
mation systems requirements 
(see figure 2). These findings 
point clearly where the Army must 
go to integrate IO into the force 
and make tactical IO a reality. 


Intelligence Requirements. 
One of the most common obser- 
vations made by wargame partici- 
pants ("players") was that the 
intelligence system and the intelli- 
gence community have a very tall 
order to fill to achieve the goal of 
tactical |O. The consensus was 
that not only would we need to 
deliver intelligence faster and far- 
ther than ever before, but that the 
nature of the intelligence will 
change, both in focus and speci- 
ficity. 

The essence of CW is its focus 
on the decisionmaking processes 
of both the friendly and enemy 
commander. Each C*_ mission, 
whether C* attack or C“ protect, 
has as its ultimate objective a de- 
cision. While this played out well 
in the wargame, it was clear to all 
players that this “decision war" re- 
quires we know much more about 
how and why adversary tactical 
military commanders make deci- 
sions. In the context of the war- 
game scenario we used it was 
clear that this data does not exist, 
especially in a form available to 
corps-level planners. Some of the 
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questions for which c*w planners 
need answers cover adversary--- 


Intelligence organization and 
capabilities. 

OO Information systems and com- 
munications equipment and 
networks. 


O Military decisionmakers, their 
decision criteria, and outside 
influences which may effect 
their responses. 


To achieve tactical |O, we need 
comprehensive information about 
adversary command, control, 
communication, computers, and 
intelligence (C41) capabilities. We 
will need to know the points of 
failure in enemy communications 
systems, how to target them, and 
where and when they are most 
vulnerable. Additionally, much in- 
formation is needed on the tech- 
nical characteristics of enemy 
intelligence collection equipment, 
including signals intercept, im- 
agery systems, visual systems, 
target acquisition systems, and 
the like. 


Delivering _ the _ intelligence 
needed for C2W and all other mili- 
tary operations and for achieving 
information dominance, presents 
a unique set of requirements to 
the intelligence system. It is here 
that the emerging tactical intelli- 
gence system shows the vision of 
intelligence planners from recent 
years. The realization of their vi- 
sion is a system of systems 
driven by commander require- 
ments, synchronized with opera- 
tions, seamless between national 
and tactical levels, and supporting 
a force projection Army, that will 
satisfy the demands of IO. 


Massing information effects 
means intelligence planners must 
have the right information, at the 
right place and time. The chal- 
lenge is to collect the intelligence 
desired by the commander, as ex- 
pressed in his intelligence re- 
quirements, with the correct lead- 
time to deliver it to him when and 
where he needs it. 

Battle Command Require- 
ments. Information operations, 
the intelligence that supports 
them, and the information sys- 


tems on which they rely, need 
commanders who are able to 
visualize the battle more accu- 
rately and, based on that visuali- 


zation, relay to planners the 
endstate of the operation that 
they desire. This visualization of 
the battlespace is in itself an in- 
formation operation. To reach it, 
several capabilities are required, 
including 

O A dynamic common picture. 
Commanders need a system 
that visually displays the situ- 
ation in an easily under- 
Standable format, based on 
the most up-to-date _intelli- 
gence, environmental, and 
friendly force information avail- 
able. (When the information 
changes, the picture must 
change as well, thus the term 
“dynamic.") 

O) Improved statement of the 
commander's critical and pri- 
ority information requirements 
(CCIR and PIR). Determina- 
tion of the CCIR and PIR is a 
key part of mission planning. 

1) Automated decision support 

and battlefield operating sys- 

tem (BOS) synchronization. 

One of the most difficult tasks 

faced by the 1O-C*w planners 

during the wargame was the 
synchronization of the 
elements, the information re- 
quirements, and the informa- 
tion system requirements with 
the overall tactical plan. With 
sO many operations being 
executed at so many levels, it 
is extremely difficult to deter- 
mine when to create the 
"massed information effects" 
the planners are after. A large 
part of that difficulty is the in- 
ability, using existing tools, for 
planners across the BOS to 
share planning data and link 
together activities and deci- 
sions that will occur in the bat- 
tle plan. Like the staffs trying 
to portray the common picture, 
these planners need an auto- 
mated, dynamic, and flexible 
tool to tie all these distinct, yet 
interoperating, activities to- 
gether. Like the automated in- 
telligence electronic 
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warfare (IEW) synchronization 

matrix, this tool must link plan- 

ners both horizontally and ver- 
tically. 

© A mission rehearsal tool. Bat- 
tlefield visualization requires 
not only a dynamic and accu- 
rate picture of the current bat- 
tlefield, but also the ability to 
assess the possible future 
situations in an accurate and 
reliable manner. Tied to the 
IEW synchronization effort, the 
common picture, and auto- 
mated BOS synchronization is 
the mission rehearsal tool. 
This will allow commanders 
and staffs to model the results 
of their plan prior to execution. 
This advanced — simulation 
must build its scenario from 
the dynamic common picture, 
and will, when complete, be 
able to adjust the model’s out- 
comes based on changing in- 
puts from the real intelligence 
and operational information re- 
ceived. 

O The ability to think in terms of 
Information dominance. All of 
the technology and staff proc- 

esses will come to nothing if 
we are not successful at 
teaching our military com- 
manders and staffs to think in 
terms of information domi- 
nance. To aid commanders in 
describing the endstate of 
their information operations, 
we must teach and train them 
and their staffs to do this. 


Requirements. is 
the IW application of IO. It deliv- 
ers information dominance to the 
commander through the manipu- 
lation of the information bat- 
tlespace, either by protecting 
one’s own information or attack- 
ing the adversary’s. CW is the 
synchronized and integrated use 
of OPSEC, EW, deception, 
PSYOP, and physical destruction 
to achieve information domi- 
nance. 

As our wargame proved, the 
most important factor in C“W is 
synchronization. It is by synchro- 
nizing all the elements with the 
overall battle plan, that CW is 


able to mass information effects 
and contribute to tactical informa- 
tion dominance. To do this, the 
CW plan must be an integral part 
of the entire mission planning cy- 
cle. 


Full staff integration allows c?w 
planners to develop their opera- 
tional objectives and goals based 
on visualization of C°W and 
capabilities and vulnerabilities. In- 
corporating the commander's in- 
tent and visualization of the 
endstate and the activities of the 
other BOSs, the C°W planner can 
develop his course of action. To 
do this efficiently, he must deter- 
mine where, when, and how to at- 
tack the adversary’s decision 
cycle, and where, when, and from 
what to protect his own. To this 
end, any battlefield visualization 
tool must include the capability to 
graphically depict the friendly o" 
architecture, and overlay it with 
the adversary C“W capability. 
Like the common picture, this 
graphic must be automatically up- 
dated, dynamic, and tied to the 
mission rehearsal toot for IEW 
and BOS synchronization. 


To conduct sophisticated cw, 
we must be able to leverage the 
capabilities of national information 
warfare against targets that sup- 
port the objectives of tactical 
commanders. Concurrently, tar- 
gets attacked at the tactical level 
can seriously impact the conduct 
of national information warfare. It 
is crucial that C°W and IW plan- 
ners have the ability to communi- 
cate and coordinate C* attack 
requirements among echelons, 
respond to those requirements in 
near-real time, and to deconflict 
missions among the various c*w 
and IW agencies. The Land Infor- 
mation Warfare Activity (LIWA) is 
preparing to take on this respon- 
sibility. 

Information Systems Re- 
quirements. The ability to realize 
the linked, timely, well-presented, 
secure, flexible, and worldwide 
accessible communication and 
data transmission systems is key 
to the achievement of the infor- 
mation operations vision of Force 


XXI. The basic requirernents for 
the system are——- 


O Global connectivity, seamless 
between echelons, that is de- 
ployable and adaptable to dif- 
ferent force packages and 
areas of the world. 


O Secure and redundant sys- 
tems that can be continuously 
checked for intrusion, re-initi- 
ated, and cleared if intrusion 
occurs. 

O Multifunction access to a com- 
mon system, scaleable and 
adaptable according to the 
user needs. The system must 
be shared by intelligence, ma- 
neuver, fire support, communi- 
cations, and other battlefield 
functions, yet be able to dis- 
play the only information re- 
quested by the user. 


O Advanced display capability 
that contributes to the com- 
mon picture. Incoming data 
must feed directly into the fu- 
sion, processing, and analysis 
tools used by the various plan- 
ners, and assist in the presen- 
tation of the common picture 
to the commander. 


O Access to GIE_ information 
systems. The system should 
allow for interconnectivity and 
access to non-military open 
source systems when that ac- 
cess is desired by the com- 
mander or user. 


Integration of Information 
Operations into the Force 


Smart commanders have al- 
ways done !Q. Our task now is to 
ensure that all commanders, 
Staffs, and soldiers think, act, and 
operate to achieve information 
dominance. The wargame partici- 
pants discovered some insights 
on how best to do this. 


Concepts. Two major concep- 
tual adjustments needed to be 
made in order to fulfill the vision 
of tactical 1O. First, while the doc- 
trine exists for the establishment 
of the CCIR and PIR, it needs 
more emphasis. Commanders 


must understand that unless they 
clearly establish their information 
requirements, based on endstate 
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of the battle as they visualize it, 
they will never be able to take full 
advantage of !O. Second, staffs 
and commanders must begin to 
view the battlefield in terms of de- 
cisions----friendly and enemy. The 
Army must plan operations to 
support the needs and require- 
ments of those decisions just as it 
plans to destroy and protect com- 
bat power. 

Doctrine. In general terms, the 
problems experienced by many 
Army professionals is under- 
standing that |O can be solved by 
bounding the problem in terms of 
information dominance. This end- 
state makes it clear to all where 
we are going with the |O concept, 
and provides focus by giving 
planners and commanders an ob- 
jective for which to strive. 


In the future, "separate" |O doc- 
trine could be unnecessary as !|O 
becomes an integral part of the 
way we all think about military op- 
erations. However, most war- 
game participants agreed that 
C“W needs a separate “how to" 
manual to show staffs how they 
should integrate the more aggres- 
sive part of IO into their battle 
plans. The manual would include 
tactics, techniques and_ proce- 
dures for accomplishing cw. 

Organization. The Army corps 
needs a full time C*W officer. This 
officer is responsible for bringing 
the perspective of information 
dominance into the established 
corps planning structure (G3 
Plans and the Deep Operations 
Coordination Cell). The CW offi- 
cer is responsible for synchroniz- 
ing the capabilities of the c*w 
elements, leveraging the capabili- 
ties of higher echelon IW agen- 
cies and units providing 
connectivity with national- and 
theater-level IW agencies, and 
monitoring the execution of the 
elements of the C°W plan, to en- 
sure the delivery of massed infor- 
mation effects when needed. 

During the 10 Wargame, the 
need to develop a CW cell in the 
corps analysis and control ele- 
ment became apparent. Due to 
the specific and unique require- 
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Figure 2. Requirements for Information Operations. 


ments of decision modeling, 
threat IEW synchronization, and 
the like, it is imperative that a 
dedicated set of specifically 
trained analysts assist the G2 in 
preparing the information needed 
by planners. 


Planning. |O planning is a mul- 
tifunction endeavor in which many 
players have a role. Each battle- 
field function will have information 
requirements, and these will be 
met by intelligence staffs and op- 
erators, and transmitted over an 
information system planned by 
communicators. For the most part 
these aspects of the IO planning 
process (information and informa- 
tion systems) are already an inte- 
gral part of the jArmy planning 
process. It is C*w that needs 
more definition. C°W planning, 
while it occurs in the context of 
the overall planning process, 
does have a process of its own. 
FM 100-6 establishes a deliberate 
methodology for planning Cw, 
and that methodology must be 
followed to assure full integration 
with the overall plan. 

Training. None of what has 
been written above can happen 
unless our soldiers and leaders 


are trained to "make it happen." 

Several recommendations for 

training the evolving Army to 

maximize the impact of |O came 
to light as a result of the war- 
game. They include---- 

O An across-the-board cultural 
change. Information opera- 
tions are not stand-alone op- 
erations. They cross all BOS 
and touch the operations of all 
soldiers. There must be a cul- 
tural change throughout the 
Army that recognizes the im- 
portance of the information en- 
vironment, and the impact of 
our ability to manage and ef- 
fect that environment. The im- 
pact of |O must be made clear 
to all soldiers, through class- 
room instruction and, more im- 
portantly, ensuring information 
plays a role in all exercises. 


O Leader training. Today's tacti- 


cal Army leaders, brigade and 
division commanders, must be 
taught how to visualize the in- 
formation battlespace, how to 
clarify information 
ments and establish C“W ob- 
jectives. In addition, they must 
have a basic understanding of 
the tools the C?W can lever- 
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age to assist them accomplish 
their mission, and the require- 
ments they can and must 
place on the information sys- 
tem that supports their units. 


© Future leaders must be trained 


as well. By establishing a 
training program that teaches 
the doctrine and concepts of 
10 to all officers and noncom- 
missioned officers, the Army 
can further the cultural 
change, and more important, 
can enable current staffs and 
future leaders to use IO to its 
fullest. 

O Specific skill training. The re- 
quirements of IO are not just a 
cultural change. There are 
some hard skills associated 
with its execution as well. The 
wargame players discussed 
these hard skills and the train- 
ing that must be established if 
the skills are to populate the 

force. Specific skill training 

was discussed in two areas: 
lO and C*w planning (staff 
process, methodologies and 
supporting technology) and 


decision modeling (including 
studying the adversary’s deci- 
sionmaking process and tech- 
nologies). 


Conclusion 


USAIC&FH has shown through 
the 1995 IO Wargame that IO has 
application on the tactical battle- 
field. The wargame was success- 
ful in clarifying the doctrine and 
concepts laid down in FM 100-6 
and other IW and IO documents. 
Key to this understanding is rec- 
ognizing that IO is more than rg 
attack, more than "cyberwar," 
and, at least for the tactical Army, 
is much different than the strate- 
gic information warfare scenarios 
that are so intriguing to this na- 
tion. Army IO is an effort to use 
the power of emerging technology 
to better collect and provide infor- 
mation to commanders, and bet- 
ter allow them to C* their units. 10 
is the progression of intelligence, 
operational staff operations, and 
information systems into the infor- 
mation age, with the added di- 


mension of CW. 
Dominance is the goal. 
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by Staff Sergeant 
Richard A. Sizer 


Operations in the 21st century will be 
heavily based on knowledge derived 
from relevant information and intelli- 
gence (Ril) collected, processed, ana- 
lyzed and disseminated over a complex 
global automated system of systems. 
The evolving military information envi- 
ronment will fundamentally change the 
way we, the Army, conduct operations 
in peace and in conflict. 1O includes all 
measures, both offensive and defen- 
sive, taken to achieve information domi- 
nance. The Army will integrate 1O into 
every aspect of Army XXI. 

—General Dennis J. Reimer 

Chief of Staff, Army 


To meet this military challenge 
and to institutionalize the integra- 
tion of information operations (IO) 
throughout the force, the Army 
established the Land Information 
Warfare Activity (LIWA) on 8 May 
1995, as part of the U.S. Army 
Modernization Plan. LIWA pro- 
vides today’s Army commanders 
an immediate operational capabil- 
ity that may be called upon to in- 
tegrate the elements of IO and 
information warfare (IW) into ex- 
ercises, operational plans, and or- 
ders. 


Training and Doctrine Com- 
mand (TRADOC) recently distrib- 
uted the new Army doctrine, FM 
100-6, Information Operations. 
It calls for continuous military op- 
erations within the military infor- 
mation infrastructure (MII) that 
enable, enhance, and protect the 
friendly force’s ability to collect, 
process, and act on information to 
achieve an advantage across the 
full range of military operations. 
IO includes interacting with the 
global information infrastructure 
by exploiting or degrading an ad- 
versary’s information and deci- 
sionmaking capabilities. It also 
includes acquiring, using, protect- 
ing, Managing, exploiting, and de- 
nying information and information 
systems. These activities take 
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Land Information Warfare Activity: 


IO and IW Support to Army XXI | 


place within a battlespace estab- 
lished by the MIl. 


IW has emerged as an essen- 
tial joint warfighting mission area. 
The explosive proliferation of in- 
formation-based technologies sig- 
nificantly impacts warfighting 
across all phases, the range of 
military operations, and all levels 
of war. 


The LIWA Mission 


The mission of the LIWA is to 
provide IO and IW support to land 
component and separate Army 
commands, both active and re- 
serve, and to facilitate planning 
and execution of 10. The LIWA is 
tasked to provide the following 
types of support to the Army com- 
mander: 


O) Operational focal point for land 
10 and IW operational support 
by deploying field support 
teams (FST) to the Land Com- 
ponent Commanders (LCCs). 

Tailored and IW intelligence 
and counterintelligence to sup- 
port LCCs. 

O Quick reaction area studies to 
support LCCs. 

1 Assistance in TRADOC devel- 

opment and integration of doc- 

trine, training, leaders, 


organizations, materiel and 
soldiers (DTLOMS) _ require- 
ments and tactics, techniques 
and procedures for |O and IW. 


O Operational insight, lessons 


learned, and recommenda- 
tions to TRADOC and HQDA 
on 1O and IW requirements in 
the Army Modernization Strat- 
egy. 

O) Assistance in developing and 
evaluating |O and IW system 
performance in exercises such 
as the Advanced Warfighter 
Experiments (AWEs). 


O Other operational matters as- 
sociated with |O and IW. 


LIWA Organization and 
Challenges 


The LIWA is specifically organ- 
ized and equipped to provide tai- 
lored 1O support to the LCCs (see 
Figure 1). The LIWA provides 
commanders with technical ex- 
pertise and equipment that are 
not resident on the command's 
general and special staff, and 
provides responsive technical in- 
terfaces with other commands, 
Service components, and IW cen- 
ters. When deployed, the LIWA 
FST becomes an integral part of 
the command's IO staff that syn- 
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chronize and execute IO as part 
of the overall operation. To facili- 
tate special technical support, the 
FST has a robust reach-back ca- 
pability that supports the war- 
fighter. Employing both military 
and commercial communication 
capabilities, the FST is electroni- 
cally tethered to the LIWA Sup- 
port Center. The Support Center 
functions as the focal point for the 
LIWA staff and coordinates intelli- 
gence, operations, administrative 
support, and command functions. 


The biggest challenge LIWA 
faces is in providing information 
assurance and it requires a most 
diverse effort. It includes ex- 
panding the recently established 
Army Computer Emergency Re- 
sponse Team (ACERT) Coordina- 
tion Center, mission support 
operations, and vulnerability anal- 
ysis of the current and future 
Army command, control, commu- 
nications, computers, intelligence 
(C“l) systems and networks. Sup- 
port to Army XXI is a significant 
part of this information assurance 
and command and control (C?) 
protect effort. In Cc support of the 
Army digitization offices and the 
HQDA Director of Operations, 
Readiness and Mobilization, the 
LIWA is tasked to coordinate and 
oversee the multidisciplined coun- 
terintelligence and operational 
security (MDCI/OPSEC) assess- 
ment and force characterization 
of the new digitized force, Army 
XXI. This MDCI/OPSEC assess- 
ment will focus on essential ele- 
ments of friendly information of 
the military automated information 
systems. The LIWA will also coor- 
dinate and oversee all-source col- 


Price Correction 


In the October-December 1996 
issue of the Military Intelli- 
gence Professional Bulletin, 
we incorrectly listed the price 
of Peacekeeping, Outspoken 
Observations by a Field Offi- 
cer by James H. Allan as 
$18.95. After further investiga- 
tion, we discovered the price to 
be $55.00. We truly regret the 
error. 


Operations Div 


* FST Branch, Plans Branch, 
Info Assurance Branch, 
Training Branch 

* LIWA planning and ops 


| ARAT-TA 
* Provides technical expertise 

in self-protection equipment 
and target-sensing weapons 

| systems programming 

| * Ensures tailored programming 

| based on area of operations 

| * Colocated with USAF Air 

| Warfare Center at Eglin AFB, F 


KEY: _ 
ACERT 


“Army Computer Emergency! 
Response Team 

ARAT-TA Army Reprogramming 
Analysis Team-Threat 
Analysis 


Advanced 

Program Div 

* Models and 
simulation 

* 10 technology 
support 


* Technology 
transfer issues 


ACERT/CC 
* Conduct C? protection of 


the Army and Army 
component commanders 


* Ensure availability, integrity, 
and confidentiality of info 
systems used in planning, 
and coordinating C? 


*x Supports system administrators 
who report suspicious activity 
on networks (14 incidents 
since early September 96) 


Resource 
Management Div 


* Adminstration and mission 
support 


* Intelligence, information, 
fiscal, administrative, supply, 
and logistics management 


Figure 1. Organization of the Land Information Warfare Center. 


lection and analysis efforts of the 
digitized force to determine the 
friendly signature profile, and as- 
sess system vulnerabilities which 
may be open to hostile exploita- 
tion and attack. Data collection for 
this overarching effort will be co- 
ordinated during both unit training 
activity at Fort Hood and during 
its AWE at the National Training 
Center in early 1997. 

Our reliance on technology cre- 
ates dependency and vulnerabil- 
ity throughout our basing and 
information support networks. 
This generates requirements for 
defensive |W capabilities. How- 
ever, the same technologies also 
create vulnerabilities for our ad- 
versaries we can exploit using of- 
fensive IW capabilities. When 
fully developed and _ integrated, 
IW offers enormous potential to 
support our warfighters. 


LIWA’s Operational 
Support Priorities 

To assist the LIWA staff in fo- 
cusing on Army priorities, the 
Vice Chief of Staff for the Army 
has provided the following guid- 
ance and operational support pri- 
orities: 
O Contingency operations. 
Army XXtI initiatives. 


O Combat training center exer- 
cises (BCTP, CMTC, JRTC, 
and NTC). 

1 Service school support. 

O Routine operational support. 

LIWA tasking for operational sup- 

port must be submitted through 

operations channels to the DA 

Staff, DAMO-ODI, (703) 697- 

1119, or DSN 227-1119. 


Conclusion 


A comprehensive IW approach 
is essential to ensure warfighters 
have the tools to exploit vulner- 
abilities while ensuring full access 
to timely, accurate, and relevant 
information wherever and when- 
ever needed. The Army Staff, in 
conjunction with HQ TRADOC, 
has developed an IO vision and 
strategy for the Army that address 
our most urgent needs. Victory 
Through Information Dominance! 


Staff Sergeant Sizer is currently NCOIC 
for the Intelligence Support Division, 
LIWA. His assignments include service 
with the 2d Combat Aviation Brigade, 2d 
Infantry Division in Korea, and with the 
Center for Army Tactics at the U.S. Army 
Command and General Staff College, Fort 
Leavenworth, Kansas. Staff Sergeant 
Sizer has an associate of arts degree in 
Supervisory Leadership from Hawaii Pa- 
cific University. Readers can reach him at 
(703) 706-2266, DSN 235-2266/96 and 
via E-mail at rasizer@vulcan.belvoir. 
army.mil 
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by Chief Warrant Officer Two 
Thomas M. Reardon 
USA, (Retired) 


In the critically acclaimed book, 
The First Information War, con- 
tributing editor Colonel Alan Cam- 
pen USAF, (Retired) emphasizes 
two key points in the book’s pref- 
ace:! 


O The outcome of the Persian 
Gulf War relied as much on 
the superior management of 
knowledge as it did upon per- 
formance of people or weap- 
ons. 


0) History would overlook, misun- 
derstand, misrepresent or per- 
haps deprecate the key role 
played by information systems 
and the people who built them. 

Colonel Campen went on to state 

in his preface that-——- 

Western society and its military 
components have come to regard 
information as a utility; ubiqui- 
tous, commonly shared, 
commonly financed, uncommonly 
reliable, and always available or 
almost always...forgotten are 
those infrequent but terrifying 
moments when global finance or 
air traffic control networks are 
halted by momentary lapses in 
computer or human behavior [em- 
phasis added by author]. 


The technical accuracy of Colo- 
nel Campen’s circa 1992 asser- 
tions may be subject to some 
debate within the profession of 
arms and the automation commu- 
nity. The spirit in which he offered 
them must be considered as the 
Army (and the world) moves for- 
ward into the age of information. 
Colonel Campen did not intend to 
downplay the vital role of the 
combat soldier----the warrior-——in 
the success of Operation DE- 
SERT STORM. To the soldier or 
Marine on the ground, "war" has 
only one meaning with very tangi- 
ble consequences. 


Predictions of warfare by exclu- 
sive use of computers to cripple 
national or global economies and 
infrastructure in lieu of the acqui- 
sition of ground by Joint Task 
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INFORMATION WARFARE: 


PROTECTING FORCE SUSTAINMENT 


Forces ("software over steel") re- 
mains futuristic. This observation 
regarding the key role of informa- 
tion systems may be subject to 
discussion since the information 
support aspect of the Gulf war 
was viewed as a success. This 
view may lead us into a false 
sense of security regarding future 
operations. 


While understanding the human 
side of closing with the enemy by 
use of fire-and-movement and 
fire-and-maneuver, we must take 
Colonel Campen’s words to heart 
as the "Third Wave"* described 
by Alvin and Heidi Toffler pro- 
ceeds globally with the force of a 
virtual tidal wave. Intellectually, 
this concept seems simple. Com- 
puters are here and now, the 
Army will depend upon them 
more and more in the future, and 
we have to account for this 
change, somehow, in our doctrine 
and policy. 


Information Operations 
Doctrine 


TRADOC has recognized that 
the experiences of the Persian 
Gulf War and the reality of the in- 
formation age requires the devel- 
opment of new doctrine. In an 
accelerated effort that has re- 
duced timelines from years to 
months, TRADOC has published 
FM 100-6, Information Opera- 
tions, dated 27 August 1996. 

In the manual’s introductory 
segment, TRADOC recognizes 
that the Army is---- 


embracing a new era (the so- 

called "Information Age") 

characterized by the accelerating 

growth of information, informa- 

tion sources, and information 

dissemination capabilities sup- 

ported by information 

technology. 

We identify this new era as “of- 
fering unique opportunities as 


well as_some formidable chal- 
lenges.” These challenges _in- 
clude the “almost always" 
availability of information services 
mentioned by Colonel Campen 
(instead of the “on demand or just 
in time" assertions made by re- 
quirements documents) and the 
"terrifying moments" described by 
Colonel Campen. 


Current and emerging 
electronic 
technologies permit 
nearly any aspect of a 
military operation to 
be made known to a 
global audience in 
near-real time 


In addition to new doctrine, we 
must foster new attitudes and be- 
liefs. We focus attention on 
prosecuting the immediate battle 
on the ground through the use of 
high-technology sensors and 
other information systems in di- 
rect support of the warfighter. 
Perhaps the most "terrifying mo- 
ments" will occur in the logistics 
trail that supports the Army's abil- 
ity to sustain, maintain, and trans- 
port the warfighters. "Steel on 
target" will remain a critical ele- 
ment of modern warfare. Supply 
and logistics will remain an 
equally critical element, as it was 
during the campaigns of Alexan- 
der the Great. A special focus on 
this logistics "tail" must occur dur- 
ing military planning in the age of 
information especially during ex- 
ercises and war games where far 
too often resupply is a "given." 


Automated Logistics and 
Supply Tracking 

Using Operation DESERT 
STORM as an example, the Tof- 
flers related in their book, War 
and Anti-War, that the U.S. Army 
was able to track via the use of 
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computers and satellites the huge 
amounts of logistics required to 
sustain the force. The numbers 
are staggering from Operations 
DESERT SHIELD through DE- 
SERT FAREWELL where the 

Mobilized 550,000 soldiers. 


Shipped 7,000,000 tons of 
supplies. 


Served 122 million meals. 


Pumped 1.3 billion gallons of 
fuel. 


Drove 52 million miles. 
Maintained 12,575 aircraft. 
Delivered 32,000 tons of mail. 


This tracking was done in a 
fashion similar to the method 
used by large commercial ship- 
ping companies such as Federal 
Express and United Parcel Serv- 
ice to keep tabs on hundreds of 
tons of freight shipped each day 
all over the world. This success 
enabled Lieutenant General Wil- 
liam Pagonis to state that "...this 
(was) the first war in modern 
times where every screwdriver, 
every nail (was) accounted for." 


Certainly one may view the ac- 
countability of individual tools and 
nails as “overkill.” The contextual 
meaning of the remarks by Gen- 
eral Schwartzkopf's logistics offi- 
cer (J4) is both clear and 
anticipated: computers make the 
monumental task of sustaining 
warfighters in a power projection 
scenario workable and realistic 
and anticipated. Without reliable 
automated information systems, 
the concept of power would no 
doubt require a relook. Without a 
doubt, our potential adversaries 
are not overlooking this depend- 
ence on the “reliability” of U.S. 
automated information systems. 
The objective of these adversar- 
ies is most certainly to turn "reli- 
able" into "not reliable," and thus 
order into chaos. 


00 O00 


Threat to Information 
Systems 


The term “reliable” goes be- 
yond the context of efficient op- 
eration according to standards, 
both mechanical and human. This 


term must also account for reli- 
able operation under the stress of 
information warfare (IW) or "a 
large structured attack with strate- 
gic intent against the United 
States could be prepared and ex- 
ercised under the quise of un- 
structured activities."~ Given that 
a significant amount of U.S. Army 
communications (voice and data) 
travel over the public switched 
network (to include commercial 
leased satellites), we cannot dis- 
count national IW issues as being 
out of the Army’s "lane." More 
than 100 nations have an IW ca- 
pability, and more than 50 are 
known. to target the United 
States.'° For example, Chinese 
military leaders have concluded 
that victory in any future war will 
ultimately depend on the capabil- 
ity of the People’s Liberation 
Army's (PLA) to effectively wage 
IW in all phases of the conflict 
(not limited to command and con- 
trol (C2)).'' This lack of limita- 
tions indicates an appreciation by 
the PLA (and certainly by others) 
of the value that information sys- 
tems add in addition to those 
used to command and control le- 
thal manuever forces are high- 
value IW targets. 


History will no doubt 
verify...that superior 
management of 
knowledge will 
dictate the winners 
of battles 


Traditional military thinking re- 
garding protection of vital assets 
focused on strong physical barri- 
ers to keep out traditional battie- 
field threats and threats to rear 
area operations. In the informa- 
tion age, "physical" (in the tradi- 
tional and doctrinal sense) alone 
is not adequate. An excellent ex- 
ample is a story cited by Leonard 
Lee in his book The Day the 
Phones Stopped—How People 
Get Hurt When Computers Go 
Wrong. | He discusses what 


happened to the operations of 
American Airlines and that com- 
pany’s Sabre reservation system 


in spite of strong physical barriers 
certainly a “terrifying moment" 
(which lasted 12 hours). Despite 
state-of-the-art physical security 
including retinal scans and a bul- 
let-proof entryway, the system 
was laid low. A software error 
caused by the installation of a 
new memory disk drive fully dis- 
abled the system for 12 hours. 
In an IW scenario, the "what if's?” 
of an occurrence like this are end- 
less. 


IW Technology 


The impact of technology has 
not been limited to military appli- 
cations. Most of the high technol- 
ogy needed to employ IW 
techniques against U.S. Army op- 
erations is also readily accessible 
to thugs, despots, and fanatics’ 
as well as foreign military and 
commercial interests. The Depart- 
ment of Defense is required by 
Congress (and common sense) to 
rely on commercial off-the-shelf 
(COTS) software for a variety of 
sound fiscal reasons. While use 
of COTS software is cheaper and 
sensible in one respect, we must 
weigh the potential |W impact as 
well. 


Speaker of the House Newt 
Gingrich posed an interesting and 
thought-provoking question dur- 
ing a presentation at the National 
Defense University in February 
1995 when he asked “...what 
does it mean that Madras, India, 
is the second largest center of 
software development the 
world?" The Speaker’s remarks, 
of course, refer to the potential 
impact foreign-origin software 
may have on U.S. computers 
supporting military operations in 
an IW situation. 

Information technology has 
made possible the compromise or 
corruption of critical information 
and the disruption of information 
services in a matter of seconds 
from the threat source on the 
other side of the continent or the 
world. This is a far cry from tradi- 
tional frames of reference such as 
boundaries, lanes, and ranges of 
weaponry, supplemented by bio- 
graphical data on opposing com- 
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manders, knowledge of enemy 
ground order of battle, and doc- 
trine to assist in battlefield suc- 
cess. 


IW and the Sustaining 
Base 


- The Army is a member of the 
global information environment 
(GIE). The Army shares this 
“space” with the national and in- 
ternational news media, acade- 
mia, commerce, drug cartels, 
industry, and more. The GIE is in- 
teractive, and pervasive in its 
presence and influence-—it has 
no real “master.” Current and 
emerging electronic technologies 
permit nearly any aspect of a mili- 
tary operation to be made known 
to a global audience in near-real 
time. This factor, coupled with the 
ready availability of IW tech- 
niques to foreign governments, 
terrorists, criminal elements, or 
anyone else willing to pay the bill, 
removes the ability to cripple ar- 
mies from the sole domain (and 
control) of the traditional warrior 
in uniform. 


Given this "global reach" and 
the concept of Force XXI (which 
envisions the use of automation 
to enable deployed forces to 
“reach back” to depots in the con- 
tinental United States), we must 
not overlook the data streams 
and networks carrying requisi- 
tions, manifests, orders and so 
forth, in the seemingly mundane 
area of combat service support. 
Protecting C? on the battlefield is 
important, but the force has to be 
on the field to maneuver and to 
face the enemy. IW can delay that 
presence if the networks and sys- 
tems supporting the critical yet 
often overlooked sustaining base 
are not incorporated into Army in- 
formation operations planning. 
Overlooking the impact of IW on 
such seemingly "automatic" 
chores as troop movement and 
sustainment can lead to enemy 
success without firing a shot. This 
planning process must include---- 
O Knowledge and appreciation 

of the threat. Fortifications, in 
the traditional sense, are no 
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real barriers to this new threat. 
Familiar terms such as “thick- 
ness," "depth," "steel," and 
"armor" must share thought- 
space with new terms such as 
“information systems security" 
and not-so-new terms like "op- 
erations security." 


O Appreciation that the Army is a 
member of the GIE with all its 
attendant risks. The informa- 
tion requirements of our war- 
fighters and sustainers are but 
a mere speck in this "new uni- 
verse" and our influence is 
limited. 

() Understanding that the auto- 
mated information systems 
supporting the processes that 
mobilize, train, deploy, main- 
tain, and sustain the force are 
choice IW targets. U.S. sol- 
diers remain the best in the 
world. However, their ever- 
growing reliance on automat- 
ion that works through the GIE 
to provide logistics and supply 
makes this automated "tail" an 
obvious choice for IW activity. 
Such activity can come from 
any spot on the globe at the 
speed of a keystroke. 

Provision for exercising IW 
plans, tactics, and techniques 
to protect vital automated sys- 
tems supporting sustaining 
base activities. The axiom that 
we will fight as we train ap- 
plies to those activities that 
will sustain our forces. That 
long line of communication 
through "cyberspace" presents 
awesome challenges and op- 
portunities for exercise plan- 
ners to test our mettle in IW. 


History will no doubt verify 
again and again Colonel Cam- 
pen’s assessment that superior 
management of knowledge will 
dictate the winners of battles. 
Transformed into capabilities, in- 
formation is the currency of vic- 
tory.'° It is debatable whether 
information systems such as the 
Sustaining Base Information 
Services and Reserve Compo- 
nent Automated System will be 
recognized with the same rever- 
ence as the names Colt, Spring- 


field, Remington, and Garand. 
What is not subject to debate is 
the fact that the Army's commit- 
ment to reliance upon automation 
technology to support successors 
of Lieutenant General Pagonis 
(and, ultimately, the warfighter) 
has gone way past the point of no 
return. How history remembers 
information systems (and the 
people who design, operate, and 
maintain them) will depend upon 
how seriously we take the con- 
temporary threats to these sys- 
tems. 
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COL John C. Hammond 
DCSINT 

DSN: 370-8854/9002 

C: 011-49-6221-57-8854 
carter @dcsint.hqusareur. 
army.mil 


U.S. Armies 


First 

LTC Roy H. Adams, Jr. 
DCSOPS, Chief, 1&S 
DSN: 797-7550 

C: (404) 362-7550 
ARCENT/Third 

COL William Moore 
G2 

DSN: 572-4803 

C: (404) 752-4803 


Roster of Key Intelligence Personnel 


Fifth 

Mr. Gonzalo Gallegos 
Chief, 1&S 

DSN: 471-1702 

C: (210) 221-1909/1702 


Corps 


| Corps 

COL Dave Oberst 

G2 

DSN: 357-0293 

C: (206) 967-0293 
oberstd @lewis-ems1 .army.mil 
lll Corps 

COL Nicholas P. Grant 
G2 

DSN: 737-2202 

C: (817) 287-2202 

grantn @hood-emh3.army.mil 
V Corps 

COL Maxie L. McFarland 
G2 

DSN: (314) 370-5200/1 

C: 011-49-6221-57-5200/1 
mcfarianm @ victory6.vcorps. 
army.mil 

XVill (ABN) Corps 
COL Richard Allenbaugh 
G2 

DSN: 236-5716 

C: (919) 396-5716/08 
allenbar@bragg-emh5. 
army.mil 

Divisions 

1AD 

LTC Harold L. Bakken 

G2 

DSN: (314) 490-6122 

C: 011-49-671-609-6122 
g2sec @iron2.1ad.army.mil 
1 CAV 

LTC Gus E. Greene 

G2 

DSN: 737-3983/6202 

C: (817) 287-3983 
greeneg @hood-emh3. 
army.mil 

11D (M) 

LTC Jeffrey N. Rapp 

G2 


DSN: (314) 350-6242 

C: 011-49-931-889-6242 
aetvbgb @ email.hq. 
army.mil 

21D 

LTC Foster Payne 

G2 


DSN: (315) 732-8851 
C: 011-82-351-870-8851 


eaid-gi-g2 @emh2.korea. 
army.mil 

3 ID (M) 

LTC Kenneth H. Boll 

G2 

DSN: 870-2202 

C: (912) 767-2202 

bollk @emh5.stewart.army.mil 
41D (M) 

LTC John R. Brooks 

G2 

DSN: 737-9218 

C: (817) 287-9218 

brooksj @ hood-emh3.army.mil 
10 MTN (L) 

LTC Charles F. Sardo 

G2 


DSN: 341-5405/7508 

C: (315) 772-5405 

sardoc @drum-emh3.army.mil 
25 ID (L) 

LTC Charles Borg 

G2 

DSN: (315) 455-4002 

C: (808) 655-4002 
acofsg2 @schofield-emh1. 
army.mil 

82 ID (ABN) 

LTC Thomas H. Tutt, | 

G2 

DSN: 239-2252/0622 

C: (910) 432-2252 
tuttt@emh5.bragg.army.mil 
101 (AASLT) 

LTC Gerald N. Vevon, Jr. 
G2 


DSN: 635-4802/3022 

C: (502) 798-4802/3022 
vevong @campbell-emh5. 
army.mil 


Separate Brigades 


1 Bde, 6 ID 

CPT Michael Chinn 
S2 

DSN: 317 353-6022 
C: (907) 353-6022 

3 Bde, 1 AD 

MAJ Steven Eldridge 
S2 


DSN: 856-9998 

3 Bde, 3 ID 

CPT Mitchell Bohnstedt 
$2 


DSN: 784-1462 

C: (404) 544-1462 

11 ADA Bde 

MAJ Sandra Gallardo 
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DSN: 978-1370/2480 
C: (915) 568-1370 
94 ADA Bde 

CPT Nichole Redington 

DSN: (314) 348-6555 

C: 011-49-6151-69-6555 


Regiments 


2 ACR 

MAJ William B. LeWallen 
S2 

DSN: 863-0572/77 

C: (318) 531-0572/77 

3 ACR 

MAJ William J. Cojocar 
$2 

DSN: 691-95$1/4368 

C: (719) 526-9591 
cojocarw @carson-cav3. 
army.mil 


Corps Spt Cmds 


13th Corps Spt 
MAJ Daniel Godfrey 
G2 

DSN: 737-5110/2596 
C: (817) 287-5110 


Special Operations 


USAFC 

MAJ Richard W. MacDougall 
G2 

DSN: 239-7853/7865 

C: (910) 432-7853/7865 

1 SFG (A) 

MAJ Roger Fortier 

$2 


DSN: 357-8622/21 
C: (206) 967-8622/1 


3 SFG (A) 
MAJ Stephen C. Kachmar 
$2 


DSN: 239-9065 

C: (910) 432-9065/5303 

5 SFG (A) 

MAJ Robert S. Henderson 
$2 

DSN: 635-2355/2899 

C: (502)798-2355 

7 SFG (A) 

MAJ Edwin W. Passmore 
$2 

DSN: 239-7629/2227 

C: (910) 432-2227 
passmore @ usasoc.soc.mil 
10 SFG (A) 

MAJ Byron Castleman 

$2 

DSN: 883-1814 


19 SFG (A) 
MAJ Tuck A. Miller 
$2 

C: (801) 576-3737 
20 SFG (A) 

MAJ John W. Grimes 
$2 

C: (205) 951-5303 
4PSYOPS GP 
MAJ James Callahan 
S2 

DSN: 239-4181/5216 
C: (910) 432-5216 


75 Ranger Regiment 
MAJ Raymond C. Maligren 
S2 

DSN: 835-5765 

C: (706) 545-5765 
rmallgren @soc.mil 

160 Special Operations 
COL Dell L. Dailey 

CDR 

DSN: 635-1749 

C: (502) 798-1749 


Other 


USASETAF 

LTC Rex E. Dudley 

G2 

DSN: 314 634-7423/7702 
C: 011-39-444-5174-23 
aesegi @ email.vicenza. 
army.mil 
USARSPACE(Fwd) 
LTC William D. Kendrick 
DCSINT 

DSN: 692-8752 

C: (719) 554-8752 


kendrickw @ spacecmd-emh2. 


army.mil 

USARJ 

COL Michael J. Diver 
DCSINT 

DSN: (315) 263-8010/8580 
C: 011-81-311-33-8010 
USARAK 

Mr. Skip Stiglich 

SIO 


DSN: (317) 384-2208 

C: (907) 384-2208 
stiglichf @ richardson-emh2. 
army.mil 

Defense Language Inst. 
COL Daniel D. Devlin 
Commandant 

DSN: 878-5312 

C: (408) 242-5312 

U.S. Army and Ft. Riley 
LTC Steven L. Lovitt 

G2 

DSN: 856-3987 

C: (913) 239-3989 

afzngs @riley.emn1. army.mil 


U.S. Army Armor Center 
and Fort Knox 

Mr. Shelby C. Roberts 

Chief, Security Division 
DSN: 464-7050 

C: (502) 624-7050 

robertss @knox-emh1. 
army.mil 


Joint Commands 
J2/Senior Army 
Element 


EUCOM 

COL Gerald Joyce 

Chief, Collection Division 
DSN: (314) 430-7314 

C: 011-49-711-680-7314 
USACOM 

COL Larry L. Miller 
Deputy Dir for Intelligence 
DSN: 564-6626 

C: (804) 444-6626 

j2a @limsmail.acoms.smil.mil 
CENTCOM 

BG Robert W. Noonan 

J2 

DSN: 968-6265 

C: (813) 828-6265 
noonanrw @ccfs.centcom.mil 
SOCOM 

COL Donald R. Faint 
SOJ2 

DSN: 968-3733 

C: (813) 828-2144 
TRANSCOM 

LTC Susan Rhein 

Chief, Plans and Systems Div 
DSN: 576-1870 

C: (618) 256-1870 
SOUTHCOM 

BG Robert A. Harding 

J2 

DSN: (313) 282-6980 

C: 011-507-82-6980/3313 
NORAD/SPACECOM 
COL Joseph M. Blanco 
CDR, J2W 

DSN: 692-3831 

C: (719) 554-5212 
STRATCOM 

COL Terrance E. Nelson 
Chief, Force Assessments 
DSN: 271-3251 

C: (402) 294-4530 
PACOM 

COL Bruce L. Meisner 
Deputy J2 

DSN: (315) 477-7324 

C: (808) 477-7324 
pdmeibl @cinc-mail.pacom. 
ic.gov 


SHAPE/NATO 

COL Thomas Roeber 

Chief, Assessment, Yugo Cell 
DSN: (314) 423-3751 

C: 011-32-6544-3751 

USFK 

COL Wayne M. Hall 

J2 


DSN: (315) 725-6312/4310 
C: 011-822-791-54-4310 


Joint Intelligence 
Centers 


JICPAC 

COL Jeffrey E. Burton 
Deputy CDR 

DSN: (315) 474-8390/9192 
C: (808) 474-8390/9192 
jburton @jic-mail.pacom. 
iC.gov 

JAC 

COL Philip Marcum 
CDR 

DSN: (314) 268-2546 
C: 011-480-84-2546 
Joint Field Support 
Center 

COL R. John Cully, Jr. 
CDR 

DSN: 923-2134 

C: (301) 677-2134 


Separate Ml 
Companies 


F Co, 110th MI Bn/ 6 ID 
CPT Christopher Tatarka 
CDR 

DSN: (317) 353-9671 

C: (907) 353-9671 

66 MI Co (CEWI)/ 3 ACR 
MAJ Patrick Ahrens 

CDR 

DSN: 691-1962 

C: (719) 524-1962 

502 MI Co/ 2 ACR 

CPT Thomas L. Evans 
CDR 

DSN: 863-0779 

511 MI Co (CEWI)/ 11ACR 
CPT Bruce Perry 

CDR 

DSN: 470-3921 

C: (619) 380-3921 


Mi Groups/ 
Brigades 


66th MI Group 

COL Barbara G. Fast 
CDR 

DSN: (305) 435-6611 

C: 011-49-821-540-7582 
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iagpa-co @ ausburg-emh1. 
army.mil 

111 Mi Bde (TNG) 
COL Rodney Medford 
CDR 

DSN: 821-1154 

C: (520) 533-1154 
medfordr@huachuca-emh1. 
army.mil 

201 Mi Bde (CEWI) 

LTC John Hali 

CDR 

DSN: 357-304 1/2440 

C: (206) 967-3041 

205 Mi Bde 

LTC Michael Fox 

CDR 

DSN: 357-6241 

C: (206) 967-6241 

foxm @lewis-emh2.army.mil 
504 Mi Bde (CEWIl) 

COL James A. Marks 

CDR 

DSN: 738-1329 

C: (817) 288-1329 
marksj2 @ hood-emh3. 
army.mil 

525 Mi Bde (CEWI) 

COL Keith B. Alexander 
CDR 

DSN: 236-3209/6084 

C: (919) 396-3209 
alexandk @ emh5.bragg. 
army.mil 

650 MI Group 

COL Donald D. Woolfolk 
CDR 

DSN: (314) 423-4598 

C: 011-32-65-44-4598 

718 Mi Group 

COL Charles H. Berlin, Ili 
DSN: (314) 441-5964/3827 
C: 011-49-8061-38-5966/5745 
902 MI Group 


COL Ben L. Elley 
CDR 


DSN: 923-6991 
C: (301) 677-6991 
elleyb @meade-emh1. 
army.mil 


Intelligence and 
Security 
Command 
Brigades 


470 Mi Bde 

COL Ronald Burgess, Jr. 
CDR 

DSN: (313) 285-4012 
C: 011-507-285-4012 
rburgess @ usarso-lan1. 
army.mil 

500 Mi Bde 

COL Jer D. Get 

CDR 

DSN:P (315)263-3986 
C: 011-81-3117-633819 
iapd-cdr @ zama-emh1. 
army.mil 

501 MI Bde (EAC) 
COL Charles W. Alsup 
CDR 

DSN: (315) 723-6069 
C: 011-822-7916-6069 
iabdk-cdr @ emh1.korea. 
army.mil 

513 Mi Bde 

COL John C. Green 
CDR 

DSN: 780-9178 

C: (706) 791-9178 

702 Mi Bde 

COL Patrick J. Gagan 
CDR 

DSN: 780-9175 

C: (706) 791-9175 


mi 
703 Mi Bde 


COL Robert R. Murfin 
CDR 


gaganp @emh1.gordon.army. 
il 


DSN: (315) 455-3301 

C: (808) 655-3301 
703cdr@schofield-emh1. 
army.mil 

704 Mi Bde 

COL Michael J. Blythe 
CDR 

DSN: 923-0364 

C: (301) 688-4708 
blythem @ meade-emh1.army. 
mil 


Divisional MI 
Battalions 


101 MI Bn 

LTC Mark Volk 

CDR 

DSN: (314) 350-7393 

C: 011-49-931-889-7393 
aetvbmi-cdr @ email.hq. 1id. 
army.mil 

102 MI Bn 

LTC Henry O'Brien 

CDR 

DSN: (315) 732-6577 

C: 011-82-351-870-6637 
eaid-mi-co@ emh2.korea. 
army.mil 

103 MI Bn 

LTC James M. McCarl 
CDR 

DSN: 870-8222 

C: (912) 767-8222 
afzp-vmi-c @ stewart-emh4. 
army.mil 

104 MI Bn 

LTC Steven L. Campbell 
CDR 

DSN: 738-3910 

C: (817) 288-3910 
campbells @hood-emh3. 
army.mil 

110 Mi Bn 

LTC Brian A. Keller 
CDR 

DSN: 341-8088/86 


C: (315) 772-8086/88 
kellerb @drum-emh1.army.mil 


125 MI Bn 


LTC Kent Thew 

CDR 

DSN: (315) 455-4916/5 
C: (808) 655-4916/5 
comi25 @ schofield-emh1. 
army.mil 


311 MI Bn 


LTC Patrick McNiece 
CDR 

DSN: 635-5554 

C: (502) 798-5554 

312 MI Bn 

LTC Patrick L. Neky 
CDR 

DSN: 738-7900 

C: (817) 288-7900 

nekyp @hood-emh3.army.mil 
313 MI Bn 

LTC Theodore C. Nichols 
CDR 

DSN: 239-1635/8500 

C: (919) 432-1635 
nicholst @ bragg-emh5. 
army.mil 

501 MI Bn 


LTC Kevin D. Johnson 
CDR 

DSN: (314) 334-5755 
C: 011-49-61-336-9867 
johnsonk @ email.badkreuznach 
army.mil 


Separate Training 
Battalion 


229 MI Bn, DLI 


LTC Jason Ploen 

CDR 

DSN: 878-5591 

C: (408)242-5591 

ploenj @pom-emh1.army.mil 


U.S. Army Intel Center and Fort Huachuca 


<USER NAME>...@hua 
chuca-emh1.army.mil 


USAIC&FH 

MG Charles W. Thomas 
CDR 

DSN: 821-1140/47 

C: (520) 533-1140/47 
thomasc @... 


BG John W. Smith 
Deputy CDR, 

DSN: 821-1141/48 
C: (520) 533-1141/48 
smithj@... 


Dir of Operations, 
Training & Doctrine 
COL Robert C. White, Jr. 
DIR 

DSN: 821-2928/3055 
C: (520) 533-2928/3055 
whiter@... 

Dir of Combat Devei 
Michael W. Powell 

Actg DIR 

DSN: 821-3841/2415 
C: (520) 533-3841/2415 
poweilm@... 


Battle Cmd Battle Lab 
(Huachuca) 


COL Reid S. Huff 
Deputy DIR 

DSN: 879-0570/4661 

C: (520) 538-0570/4661 
huffr@huachuca-emh30. 
army.mil 

TSM ASAS 

COL Lester F. McConville 
DSN: 821-3504 

C: (520) 533-3504 
mceconvillec@... 


TSM GBCS/Ground Sys 
COL Eugene J. Komo, Jr. 
DSN: 821-5579/5850 
C: (520) 533-5579/5850 
komoe@... 


TSM Joint STARS 

COL Michael H. Gourgues 
DSN: 821-5301/5201 

C: (520)533-5301/5201 
gourgues @doim6.monmouth. 
army.mil 

TSM UAV 

COL Ronald W. Wilson 

DSN: 821-2165/2971 

C: (520) 533-2165/2971 
wilsonr@... 

TSM TENCAP 

CW2 Charles S. Montgomery 
DSN 821-4610/4 

C: (520) 533-4610/4 
montgomerys @... 
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Good News and Bad 


by Major Keith D. Anthony, 
USAR 


The views expressed in this article are 
those of the author and do not reflect the 
Official policy or position of the National 
Air Intelligence Agency, Department of 
Defense, or the U.S. Government. 


The chief objective of information 
warfare is to achieve information su- 
periority over an adversary. It might 
mean more information; it definitely 
does mean better information. [W 
means making sure our information 
is reliable and accurate. At the same 
time, IW means denying informa- 
tion superiority to an adversary. 
This could mean denying informa- 
tion or manipulating the information 
available to an adversary. The play- 
ing field is "info-space"—the collec- 
tion of all things involved in 
generation, gathering, processing, 
storage, and transmission of infor- 
mation. IW holds that the informa- 
tion a nation’s military has available 
to make a decision will, to a large 
extent, determine its activities. If 
that information can be controlled, 
so can the resulting military actions. 


Always a tool of war, 
information has now 
become a target of 
war as well 


IW reflects the changing nature of 
warfare. It has evolved to the ex- 
tent that for most nations, and espe- 
cially the United States, information 
technology is inherent in their war- 
fighting capabilities. For some na- 
tions, information technology is 
used very little within their military. 
For these nations, the weapons of 
IW provide an offensive force multi- 
plier against information technol- 
ogy-dependent opponents. 

However, IW is broader than for- 
eign nations. The same tools and 
techniques are available to organized 
crime, terrorists, and other groups. 
{W applies to all phases of a con- 
flict. It affects far more targets than 
military equipment and personnel. 
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Critical infrastructure components, 
such as the power grid, telecommu- 
nications networks, and transporta- 
tion systems all rely on computer 
networks for their operation. 


The Fragile Infrastructure 


A recent government report esti- 
mates that as many as 250,000 DoD 
computer systems were attacked last 
year.. The report also concludes 
that 65 percent of these attacks were 
successful, and that the number of 
attacks doubles each year. Com- 
puter attacks are not a new phe- 
nomenon. They have been occurring 
since the beginnings of the Internet. 
However, in the context of IW, they 
are becoming increasingly signifi- 
cant. 

Why should the military care 
about these attacks? Are they any- 
thing more than just some misguided 
computer geeks with too much time 
on their hands? Military history has 
many examples of how information 
has been used in conflicts. It has al- 
ways been sought; sometimes it has 
even been used effectively, and 
sometimes it has been vital. The 
common thread, though, has been 
that physical engagements were still 
necessary to impose one’s will upon 
the enemy. IW changes the rules. 
With the appropriate information, it 
may now be possible to accomplish 
objectives without the use of mili- 
tary force.” On the other hand, de- 
nied the use of required information 
and information technology, we may 
be prevented from using military 
force to accomplish our objectives. 
Always a tool of war, information 
has now become a target of war as 
well. Information and the technol- 
ogy used to generate, transmit, 
process, store, and manipulate it, 
may very well have become the pri- 
mary means of obtaining an offen- 
sive or defensive advantage. 


The U.S. military is probably the 
world’s best-postured fighting force 
in terms of its use of information 
technology. It has a vast and com- 
plex information infrastructure with 


information Warfare: 
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more than 2.1 million computers, 
10,000 local computer networks, 
and 100 long-distance networks. 
The DoD uses information technol- 
ogy for— 

Designing weapons. 

Identifying and tracking enemy 
targets. 

Paying soldiers. 

Mobilizing reservists. 

Managing supplies. 

A myriad of other essential ac- 
tivities. 
Information systems and com- 
puter-based telecommunications net- 
works provide the very basis of our 
war-fighting capability. However, 
this is a double-edged sword be- 
cause the DoD must also protect this 
information infrastructure. Our de- 
pendence on information technolo- 
gies also makes us susceptible to its 
vulnerabilities. Computer attacks 
like those mentioned above illustrate 
the degree to which DoD computer 
systems are being targeted. The suc- 
cess rate illustrates the potential 
damage that could be done by or- 
ganized foreign nationals, terrorists, 
or “hackers". As a minimum, we 
must expend resources on repairing 
the damage done by the attacks; at 
worst, parts of our information in- 
frastructure could be disrupted or 
rendered inoperative by attacks. 


What is this "information infra- 
structure" and why should we care 
about it? The information infrastruc- 
ture is all of the systems and equip- 
ment used to transmit, store, and 
process information that DoD needs 
to accomplish its mission. Much of 
this infrastructure is the same as that 
used by the civilian world. To oper- 
ate more efficiently, DoD has been 
rapidly moving away from isolated 
and stand-alone information systems 
to a globally integrated information 
structure. In doing so, it has linked 
together thousands of computers 
with the Internet as well as other 
networks, and increased its depend- 
ence on computer and network tech- 
nology to do its basic functions. 
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This raises a number of concerns. 
What if— 


() These systems or large parts of 


them were destroyed? 

They were merely made unavail- 
able for a time period? 

The information they contained 
was compromised? 


Random parts of that informa- 
tion were corrupted or made un- 
reliable? 


0 


Malicious software was _ intro- 


duced into these systems? 


An enemy decided to exploit de- 
sign flaws in the infrastructure 
on which we depend? 


An enemy was in control of a 
computer system on which we 
used to help make critical battle- 
field computations? 


A hostile foreign nation built all 
of the microelectronic compo- 
nents we used in an important 
military system? 

Recently there has been a vivid 
example of just such exploitation. 
By exploiting a design flaw in the 
Internet protocol (IP), attackers re- 
cently "flooded" an eastern United 
States Internet service provider’s 
host computer with bogus requests 
for service. Since the computer had 
to respond to these requests, it was 
unable to service legitimate ones. 
This is known as a denial-of-service 
(DOS) attack, since it denied service 
to those dependent on that com- 
puter. The attack was based on in- 
formation widely available in some 
of the "computer-underground" pub- 
lications.” It painfully illustrated a 
vulnerability of any computer that 
uses the IP protocol, that is an 

computer connected to the Internet. 


Government agencies have ac- 
knowledged that potential adversar- 
ies have been developing bodies of 
knowledge about DoD’s and other 
U.S. systems and about methods to 
attack these systems. Many methods 
and tools to accomplish attacks are 
widely available.’ These methods 
include sophisticated computer vi- 
ruses and automated attack routines, 
and typically allow adversaries to 
launch untraceable attacks from any- 
where in the world. Official esti- 
mates show that more than 120 
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countries are developing such com- 
puter attack capabilities. 

Long the toys of computer hack- 
ers, these tools and methods are be- 
coming the weapons of IW. A more 
important point is that these tools 
are available cheaply and to the 
same degree to terrorists, organized- 
crime, and potential military ene- 
mies. In fact, for a number of years 
now, the technology has existed for 
a person of moderate intelligence to 
bring down large portions of the In- 
ternet. 


Information Warfare 
Russian and Chinese 
Style 


It is probable that foreign nations 
are developing doctrine and tactics 
for IW and assembling IW "weap- 
ons." Russia is one such nation. 
While no official statement on IW 
by the Russian Ministry of Defense 
or General Staff has been found, 
statements by a number of senior 
military officers give us some in- 
sight into Russian thinking on the 
topic. Senior Russian officers speak 
of "computer virus warfare," where 
they see several different virus types 
with which they must contend: 
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The "Trojan Horse” virus re- 
mains idle for a certain period of 
time and then causes catastrophic 
destruction of the system. 


The "force quarantine" virus 
knocks out the program of the 
unit into which it was planted. 


The "overload virus" quickly 
spreads through a system and 
gradually slows its operation. 


The "sensor virus" penetrates a 
preplanned sector of a com- 
puter’s data-storage area and de- 
stroys the data bank and its 
information at a critical moment. 
Another key Russian concept is that 
of disinformation, which follows 
closely the Soviet concept of maski- 
rovka of the Cold-War days.'! 


Chinese writers also recognize 
that this significant change has oc- 
curred in the nature of warfare, 
even calling it a military revolution. 
In the words on one Chinese 


scholar— 


Information technology is the nu- 


cleus and foundation of _ this 
revolution, for it is information 
and knowledge that bring change 
to the old practice that the mili- 
tary strength of an army was 
measured simply by the number of 
its armored divisions, air force 
wings, and aircraft carrier 
groups. Today, a number of invis- 
ible forces need to be taken into 
consideration, which include the 
calculation capacity, the telecom- 
munications volume, and _ the 
reliability and real-time recon- 
naissance ability of relevant 

systems. 

While China’s preparation for 
warfare in this new era is just get- 
ting underway, they recognize many 
of the important questions which all 
nations must consider. For exam- 
ple— 


O) Precisely how will this military 


technological revolution take 
place? 
O Will military forces maintain 


their old structures and merely 
adapt information technologies 
to those structures? Or will in- 
formation technologies become 
the structure and framework 
upon which entire military forces 
are built? 


Also, what about the underdevel- 
oped countries of the world? 
Will the armies of these coun- 
tries complete the transformation 
to mechanized warfare before 
considering a shift toward [W? 
Or will they skip a generation in 
military thought and practice? 


What primary force will drive 
the evolution and deployment of 
a nation’s military forces, tech- 
nological development, or tried 
and tested military doctrine? 


The Chinese recognize two ironies 
which surround IW. First, it seems 
that the further technology develops, 
the easier it becomes to catch up. 
Underdeveloped countries can very 
often find shortcuts for information 
technology development and attain 
similar standards within a_ far 
shorter period of time. It may be far 
cheaper for an underdeveloped na- 
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tion to exploit a technological weak- 
ness than for a more advanced na- 
tion to develop and deploy the 
system that has the weakness. Sec- 
ond, the further information technol- 
ogy develops, the more fragile and 
vulnerable it becomes. Note that 
modern software is now typically so 
complex that it is impossible to thor- 
oughly test it. 

Often cited as the "first informa- 
tion war," Operation DESERT 
STORM created an appetite and fu- 
eled expectations for military forces 
intent on dominance of the informa- 
tion spectrum (as is the objective of 
IW). U.S. forces did just that in 
DESERT STORM, creating an in- 
formation differential that seemed to 
paralyze the enemy. However, it did 
so only after five months of gather- 
ing together a kludge of Free World 
sensing, telecommunications, and 
intelligence systems not designed for 
joint operations, and then tinkering 
with it while the enemy was content 
with inactivity. Coalition ingenuity, 
enemy inactivity, and modern infor- 
mation technology changed an unfa- 
miliar battlefield into one of military 
confidence, precision, and effi- 
ciency. Instead, imagine a conflict 
where missile batteries receive no 
firing solutions, where Tomahawk 
launch platforms receive no target- 
ing instructions, where an aircraft’s 
Situational awareness screens go 
blank, or where a computer virus 
makes a unit’s mission planning 
computers useless. ~ 


The Weapons of IW 


The above viruses are but a few of 
the potential IW weapons. Others 
include traditional weapons which 
might be used to destroy informa- 


tion systems. Still others include 
other types of— 

O) Malicious software. 

O) "Chipping" (manipulating the 


functions on microelectronic cir- 
cuitry). 

© Software "back doors" (which 
allow unauthorized access to 
programs). 

CO) Electromagnetic weapons. 


©) Destructive microbes and chemi- 
cal agents. 
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Van Eck radiation (which allows 
monitoring of radio emissions 
from electronic devices). 
Cryptography. 

Spoofing (faking the identity of a 
legitimate user). 

Video "morphing." 


Psychological operations (for ex- 
ample, by controlled release of 
information). 


O) Attacks on financial institutions, 
disruption of air traffic control, 
and others. 

Many of these "weapons" have been 

popularized in science fiction, and 

are often incorrectly portrayed. 

They exist nonetheless and can po- 

tentially be used for IW. 


More than 12,000 computer vi- 
ruses already exist. Although 
mostly affecting MS/DOS-operated 
personal computers, viruses also ex- 
ist for UNIX machines, "Macs," 
Windows °95, and other operating 
systems. There are virus-creation 
tool kits. There are collections of vi- 
ruses available for downloading 
from the Internet, both in executabie 
and source code form. There are 
computer virus writing tutorials. 
The future promises even more ex- 
citement, as newer generations of 
Macro viruses come into existence. 
The future promises local area net- 
work-aware viruses, multiplatform 
viruses, virus mutator, and even vi- 
ruses in_ high-level computer lan- 
guages. As more and more viruses 
come into existence and gather so- 
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phistication, anti-virus tools become 
less and less capable of dealing with 
them. As other Internet tools be- 
come available, such as Java and 
ActiveX, viruses certainly will 
emerge that exploit the new vulner- 
abilities. 


A Reality Check 


It is likely that the wholesale 
adoption of information technologies 
has only been inevitable. The United 
States is still the world leader in in- 
formation technologies and the lure 
to use those technologies to our 
benefit is compelling. Science fic- 
tion and Hollywood productions 
glamorize the technology, but 
other factors have influenced the 
changes. (The media, for example, 
probably has contributed to expecta- 
tions that wars will be like DESERT 
STORM—executed without exces- 
sive cost, fought with a minimum of 
casualties and collateral damage (at 
least for our side), accomplished 
with quickness and efficiency, sup- 
ported by a number of allies, and 
undertaken with relatively clear ob- 
jectives and a well-defined oppo- 
nent.) 


In any conflict likely to confront 
us in the future, the technology to 
enable this must be assembled ahead 
of time, and it must provide suffi- 
ciently robust and detailed situ- 
ational awareness to deal with an 
enemy that is actually shooting 
back. Such technology is somewhat 
expensive, it is fairly complex, it 
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has numerous vulnerabilities, and it 
has a number of important conse- 
quences: 


©) There is a relatively low entry 
cost for those wishing to partici- 
pate in IW. 


C) The spectrum of potential adver- 
saries increases significantly. It 
is no longer just a few nations 
with large militaries. The list of 
adversaries now includes organ- 
ized crime, terrorists, etc. 

Public opinion and perception 
management become far more 
important. 


Information dominance requires 
large quantities of highly-accu- 
rate and high-precision informa- 
tion, as well as the ability to 
make sense of it all. 


There are no longer any geo- 
graphic sanctuaries, as connec- 
tivity has rendered distance 
meaningless. 


IW mandates careful considera- 
tion of the roles of and relation- 
ships between law enforcement, 
the military and intelligence or- 
ganizations. 
Welcome to the exciting new world 
of IW! 


Endnotes 


1. Many factors have contributed to that 
changing nature of warfare. For the 
United States in 1996, there are several 
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These are that (1) war must not be seen 
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must be clinical (without seemingly need- 
less destruction and loss of life), and (3) it 
must be lead to a quick US. victory. In ad- 
dition, the U.S. military is increasingly be- 
ing called upon to accomplish 
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level. 
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implemented as an add-on. However, the 
vulnerability still exists. 
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information Warfare: 


Malicious Software and 


by David L. Potter 


Do you care about computer vi- 
ruses? Would it matter if the infor- 
mation on your computer’s hard 
drives suddenly and without warn- 
ing disappeared? Would you care if 
a computer virus got into your serv- 
ice records and showed that you had 
been killed while on that exercise 
next weekend or during that deploy- 
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ment next month? Although these 
situations may seem far-fetched, 
both of these situations could easily 
occur by a malicious software code 
attack. 

Most people think of an "attack" 
as something that usually involves 
flying metal that could really kill 
you: builets, tanks, aircraft, that sort 
of thing. Most people do not realize 
that an IW attack could probably do 


35. See also Mary C. Fitzgerald, The 
New Revolution in Russian Military Af- 
fairs, the Royal United Services Institute 
for Defence Studies Whitehall Paper Se- 
ries, 1994. 

12. From translation of "Military Forum" 
column by Zhang Feng and Li Bingyan, 
“Historical Mission of Soldiers Straddling 
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perts on Meeting Challenge of the World 
Military Revolution’," in Beijing Jie- 
fangjunm, 2 January 1996, 2. 

13. Ibid. 

14. Su Enze’s "Military Forum" column, 
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in Beijing Jiefangjun, 11 June 1996, 6. 
15. Thoughts extracted from Colonel Alan 
D. Campen, USAF (Retired), “Information 
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Signal, November 1993, 19-20. 
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probably more. The good news is that 
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are only about 720 or so different fami- 
lies.” Still fewer of these viruses are typi- 
cally found "in the wild.” 

17. “Is the Virus Threat Under Control? 
An Interview with Vesselin Bontchev, 
Fred Cohen and Sara Gordon," Com- 
puter Security Journal, Volume XII, 
Number 1, 1996, 57-66. 

18. A collection of Increasingly Hostile Ap- 
plets, a paper obtained from a Web site 
on the topic of the hostile Java code, in 
Fall 1996. [Applets are very short Java ap- 
plications that run on the Internet.] 

19. Though it is typically portrayed with 
significant technical inaccuracies. 

20. David Alberts, The Unintended Con- 
sequences of Information Age Tech- 
nologies, National Defense University’s 
Institute for National Strategic Studies. 
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as much damage (or more, depend- 
ing on who you listen to) as conven- 
tional weapon systems, although the 
initial effects may not be as bloody. 
Information, and the systems that 
the DoD uses to process, change, 
and distribute that information, have 
become a vital part of the DoD’s in- 
frastructure. You cannot do any- 
thing these days without a computer 
file being changed in some way 


Military Intelligence 


| 
| 
i 
‘ 
Pest 


Spreading of 
malicious code is 
generally nota 
difficult task. 


somewhere, or having a computer 
program direct another computer to 
do something for (or to) you or 
something you have. All of these 
computer resources rely on one 
common element to get the job 
done—software. 


Computer software is contained in 
almost every weapon system devel- 
oped by the DoD. The amount of 
software code that you come into 
daily contact with could vary from a 
few lines of code that might be in 
your digital watch to the several 
million lines required to control a 
modern fly-by-wire aircraft. Soft- 
ware controls almost every aspect of 
everything we do, from the engine 
in your car to managing your bank 
account. Although the computer 
hardware itself is important, it can- 
not do anything until it is told what 
to do by software. 


Everybody has experienced some 
occurrence that they thought could 
be attributed to a "software glitch" 
such as when the computer on your 
desk stops working or your car stalls 
unexpectedly. Who has checked to 
see if perhaps part of the problem 
was faulty software code or a com- 
puter virus (or other malicious code 
segment)? Could you tell the differ- 
ence between faulty code and a virus 
(or other form of malicious software 
code)? 


Malicious Software 


Malicious software has been 
around in one form or another since 
the early 1980s when computers 
first started to appear in the home. 
Today, malicious software code has 


January-March 1997 


| 


The skill level 
required to write 
effective malicious 
code has decreased. 
probably touched every computer 
network in existence. When the sub- 
ject of malicious software code 
comes up, one generally thinks of its 
most common manifestation, the 
computer virus. Most people think 
of a computer virus as a computer 
program that causes their computer 
to crash and delete the information 
from their computers hard disk. 
While this is certainly one possible 
situation, it is not always the only 
one. Take the Microsoft Word Con- 
cept! Macro Virus (also called the 
Winword.concept virus); it does not 
delete any information from your 
computer, but it does cause "disk 
full" or "not available" errors or it 
places the document in a directory 
that you would not normally use, 

making it difficult to find later. 

There are somewhere between 
9,000 and 12,000 computer viruses 
in existence today, depending on 
whose numbers you use. Viruses, 
though, are only one possible type 
of malicious code. Malicious codes 
include— 


C) Nine different types of viruses: 
Bootstrap Sector, File Infector, 
Memory Resident, Non-Memory 
Resident, Multi-Partite, Stealth, 
Polymorphic, Network-Specific, 
and Bounty Hunter viruses. 

1) Worms, programs which can 
move independently from com- 
puter to computer via a network. 
They generally aim at increasing 
the time required to perform a 
particular task, thereby slowing 
down the network or system on 
which it is running. 


QO) Trojan Horses, programs which 
say they do something useful, 
but contain a section of code that 
can be destructive or have other 
hidden capabilities. 


Although the term "virus" is used 
to refer to malicious software code 
in general, the terms "virus," 
"worms," and "Trojan Horse" are 
becoming less meaningful. Because 
malicious code can be developed 
that would perform a_ particular 
function (and possibly perform this 
function on a particular computer or 
computer network), the typical defi- 
nition of the code segments will not 
adequately identify the code segment 
or capability. 


Propagation 


Can malicious software operate on 
a computer running UNIX as well 
as a computer using MS-DOS? 
Quite possibly the answer is yes. Al- 
though some types of computers op- 
erate using different processors 
(e.g., Motorola versus Intel), the 
operating system (including UNIX, 
MS-DOS, MacOS, OS/2) is what 
controls how the hardware really 
works. Although DoD may have 
some nonstandard computers that 
perform dedicated functions without 
an interface to other computers (one 
example of this is the computers that 
control a fly-by-wire aircraft), most 
computer systems are procured as 
off-the-shelf commercially available 
items. The commercial market has 
dictated that some software operate 
on multiple platforms; as an exam- 
ple, DOS applications can run on 
UNIX platforms using the X-Win- 
dows environment. Although this is 
not a guarantee that a virus will be 
capable of infecting both operating 
systems, it is an indication of com- 
patibility. 

The commercial market has dic- 
tated a commonality of hardware 
that allows users with different re- 
quirements to use interchangeable 
systems; computer hard-drive units 
are one of the best examples of this. 
Small Computer System Interface 
(SCSI)-based computer drives can 
be used in any computer. It is this 
commonality that creates the great- 
est opportunity for the successful 
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transmission of a malicious code 
segment. Because the hardware is 
standard, the software that controls 
the hardware and serves as the inter- 
face between the hardware and the 
application (i.e., drivers) relies on 
the same set of commands to access 
the hardware. Because malicious 
code (and viruses in particular) gen- 
erally executes a specific command 
set (such as writing "O"s to the boot 
sector of the drive as one example), 
writing a code segment that has ca- 
pabilities against several operating 
systems is quite possible. 

As malicious code is developed 
for specific applications, it is possi- 
ble that one could be developed that 
would initially infect one platform 
(and operating system) and then mi- 
grate to another platform or applica- 
tion. The ability to do this will 
depend to a large degree on the skill 
of the virus writer, and the desired 
effect of the virus (or code segment) 
on its target. It is quite possible to 
develop a virus that would be capa- 
ble of operation in several OS envi- 
ronments, even though the number 
of existing viruses for DOS systems 
is far greater than any other OS. 

Spreading of malicious code is 
generally not a difficult task. In 
most cases, a commonly used file is 
infected (game programs are a par- 
ticularly good example, but are by 
no means the only type of "carrier" 
file); the popularity of the particular 
file causes it to generally be spread 
to many other users. As the program 
is executed, other files on the com- 
puters hard drive are infected. Other 
documented means of dissemination 
have included shrink-wrapped soft- 
ware obtained from a major soft- 
ware manufacturer; there have been 
several cases of this, and they have 
been traced back to infected files in 
the compiler used in the develop- 
ment of the original software. 

The global connectivity of com- 
puters and computer networks has 
helped to create an environment 
conducive to the transmission of ma- 
licious software. Files are routinely 
transferred from one location to an- 
other within organizations. Searches 
of the Internet are conducted to lo- 
cate particular files or programs— 
programs used for entertainment, to 


enhance systems’ performance, or 
any one of a number of other uses. 
Unfortunately, most organizations 
do not make effective use of anti-vi- 
ral software to screen incoming files 
for the presence of malicious code, 
thereby proliferating the virus. 


Writing Malicious Code 


The skill level required to write 
effective malicious code has de- 
creased in the past few years. Writ- 
ers of malicious code now have 
several tools available to assist in 
the writing of code— 


O A standard Windows-like graphi- 
cal user-interface. 


O Pull-down menus. 


©) Features allowing for the incor- 
poration of capabilities for the 
code to change itself, making de- 
tection much more difficult. 


C) Most of these programs are read- 
ily available on the Internet. 

Virus writing "organizations" ex- 
ist on the Internet; they routinely ex- 
change ideas, technical information, 
code segments, and methods of in- 
fection. Participants generally have 
an intimate knowledge of the vari- 
ous computer operating systems, 
anti-viral software characteristics, 
and a desire to write efficient code. 
The groups do collect and study vi- 
ruses and other code segments, the 
goal being to make them more effi- 
cient and less likely to be detected 
by anti-viral software. 

With one exception, there are no 
confirmed cases where malicious 
code was written to accomplish a 
specific task (the goal of destroying 
data on a hard drive is not consid- 
ered a specific task in this context); 
this one exception was _ the 
Word!|.concept virus. This "virus" 
was written to demonstrate that a 
malicious code segment could be 
propagated without infecting a 
.COM or .EXE file. 


Code Capabilities 


Most current malicious software 
takes the form of computer viruses. 
The most common features of vi- 
ruses are to display a message indi- 
cating that the system has been 
infected, and then cverwrite por- 


tions of the hard drive (destroying 
data in the process). Do malicious 
codes perform other tasks? Yes, al- 
though there have not been many 
documented instances of this occur- 
ring. Take for instance a targeted at- 
tack, such as one that would change 
your status to deceased. A code seg- 
ment could be written that would 
spread, without activating, until it 
reached a particular IP address. 
Once the desired address had been 
infected, the virus would activate 
and search for fields in a database of 
personnel information. When the ap- 
propriate field had been determined, 
the coding would be changed to in- 
dicate that the individual was now 
deceased (for those who think cor- 
recting this problem would be easy, 
think about how the government bu- 
reaucracy works). This particular 
kind of attack would require a sig- 
nificant amount of prior knowledge 
about the targeted system; this infor- 
mation would have to be stored in 
the virus itself, probably making the 
virus itself too large and cumber- 
some to reach its destination unde- 
tected. 


What malicious code develop- 
ments are likely to occur? Code seg- 
ments themselves will likely be 


smaller and more efficient than they 
are currently. It is also probable that 
code segments will be written that 
will target either a particular sys- 
tem, capability, or operating fea- 
ture. Depending on the motivation 
of the particular writer, specific sys- 
tems could be targeted, possibly by 
using keywords or some _ prior 
knowledge of the target system. It is 
also likely that nondestructive code 
segments will be written that would 
perform functions such as system 
monitoring, analysis of system vul- 
nerabilities, or information gather- 
ing. Such code segments could 
report back to a central point, using 
the computer’s own network capa- 
bilities to do so. Because this type of 
code would not operate like current 
virus code, current anti-viral soft- 
ware may not be capable of detect- 
ing it. Detection would be possible, 
but would require some knowledge 
of the vulnerabilities of the weapons 
or information systems, with a code 
segment written into the systems’ 
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operating software—something that 
will require recognition of the threat 
by the material developers. 


impact of Technology 
Technology is progressing at a 
significant rate, both in hardware 
and software. New software devel- 
opments in the commercial sector 
have taken into account the threats 
posed by malicious software code. 
Windows ’95 is one example; it was 
designed with security features that 
would make its vulnerability to ma- 
licious code difficult. It did this by 
structuring the operating system so 
that only trusted code segments 
could perform critical system opera- 
tions. As good as the effort was 
though, a virus capable of attacking 
Windows °95 does exist. This is a 
situation that will persist for quite 
some time. The motivation of the 
malicious code writer is basically 
the challenge of developing some- 
thing thought to be impossible. As 
long as this motivation exists, there 
will always be a threat; it would be 
cost-prohibitive to design software 
completely invulnerable to attack. 
The other factor that will play a 
significant role in this area is the ad- 
vancements in hardware. Hardware 
developments are occurring § in 
which multiple operating states exist 


(the Pentium processor is one exam- 
ple). Malicious code will likely be 
written that will capitalize on these 
background operating states; be- 
cause current anti-viral software 
searches for specific virus operating 
characteristics, working back- 
ground states could offer the advan- 
tage of longer operation without 
detection. Because the development 
of anti-viral software is currently re- 
active rather than proactive, the de- 
velopment of different effective 
countermeasures against this particu- 
lar type of code will depend on how 
long it takes to detect it. 

One final consideration is that cur- 
rent anti-viral software is targeted 
against viruses, and not other 
forms of malicious code. It is im- 
portant to realize that other forms of 
malicious code could be far more 
dangerous to operations than just the 
destruction of data caused by vi- 
ruses—impacted operations could 
include tactical, strategic, and sus- 
taining base, but would most likely 
originate against the private sector 
(targeted areas would likely include 
financial and industrial areas). The 
reason for this is that the potential 
gain could be far greater in these ar- 
eas, at least initially. Targeting these 
areas could also allow for the refine- 
ment of techniques that could then 
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possibly be used against military tar- 
gets. 


Conclusion 


Not all computer problems result 
from malicious software. Operations 
are more likely to be adversely im- 
pacted by defective code than mali- 
cious code (bear in mind that 
software testing generally does not 
look for defective code, only proper 
operation of intended functions). 
Awareness of the threats is impor- 
tant; educating systems users about 
the threat is the key to maintaining 
awareness and vigilance. Use of the 
latest anti-viral software is critical to 
ensuring that this threat does not ad- 
versely impact operations. Adher- 
ence to proper computer security 
programs and goals are essential to 
ensuring that threats are identified 
before they can become operational 
problems. 
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nology Support Division of the Directorate 
for Intelligence and Information Security, 
U.S. Army Communications Electronics 
Command. He is a 1983 graduate of Cali- 
fornia State University with a bachelor of 
science degree in Mechanical Engineer- 
ing. Readers can reach him at (908) 532- 
5873, DSN 992-5873, or via E-mail at 
Potterd @doim6.monmouth.army.mil. 


Automating the Military May Prove a Real Threat 
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by Major Scot W. Merkle 


How is this for a grand sce- 
nario?...One that would make an 
airborne assault with combat equip- 
ment, followed by a twenty-five- 
mile forced march sound enticing. 
You are the operations officer (S3) 
of your battalion and tomorrow you 
are to present your one-hundred- 
plus slide quarterly training brief 
(QTB) presentation, but for some 
unknown reason, all of the automat- 
ion equipment on post is down. You 
hurry home to print it on your own 
personal computer (PC), but your 
system is also down (and you just 
spent the whole weekend with that 
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new income tax software working 
on your return). 


You wonder...How could such a 
catastrophe occur? What could cause 
this to happen? Then you remember 
the movie that you saw this past 
weekend. About ruthless forces 
threatening to use a weapon capable 
of destroying the computer chips 
and memories upon which our lives 
depend. But one man stood in their 
way: "Bond... James Bond!" 


Hollywood shenanigans? Implau- 
sible? Science fiction? The answers 
are yes, no, and maybe. The 007 
saga "Goldeneye" is about attempts 
to prevent the neophyte, but danger- 
ous, Russian Mafia from using an 
orbiting space weapon (called Gold- 
eneye), which can blast uncoopera- 
tive nations with pulses of energy, 
harmless to people but devastating 
to electronic devices and their com- 
ponents. Airplanes would fall from 
the skies, nuclear-power plants 
would race out of control, financial 
records would be erased, and your 
one-hundred-plus QTB slide presen- 
tation would be lost. 


Could this actually happen? The 
fact is, that today, there is technol- 
ogy available that could do just that. 
Fortunately, international treaties 
governing the use of outer space and 
the availability of the simpler, non- 
nuclear-pulse weapons make the 
specifics from the "Goldeneye" sce- 
nario improbable. Then again, the 
military has earned a reputation for 
falsely labeling as fiction advanced 
weapons and units already within its 
arsenals; remember the Pentagon’s 
embarrassment when surprisingly 
accurate models of its supposedly 
super-secret stealth-fighter aircraft 
began appearing at your local toy 
store? 


Real EMP Weapons 


In reality, the existence of Gold- 
eneye-like pulse weapons first be- 
came a fact in the early 1960s. 
While testing hydrogen bombs in 


outer space, hundreds of miles 
above the planet, American and So- 
viet scientists discovered that each 
atomic blast created a pulse of elec- 
tromagnetic energy similar to con- 
ventional radio-made microwaves, 


but with energy so great that they 
erased magnetic memories and 
melted the microscopic junctions in 
transistors on the Earth below. 
These were veritable tidal waves of 
energy, sufficient to cripple sensi- 
tive microelectronics but too weak 
to be seen, heard, or felt by human 
beings. 

During one U.S. test, in July 
1962, a hydrogen bomb was deto- 
nated approximately 650 miles in 
space, roughly where today’s space 
shuttles orbit. Simultaneously, 2100 
miles to the northeast, street lights 
went dark and burglar alarms began 
ringing on the Hawaiian islands. 
The reason was an electromagnetic 
pulse (EMP) produced by the blast.* 

Due to this reaction, in 1963 the 
United States and the Soviet Union 
signed the Atmospheric Test Ban 
Treaty to counter the considerable 
threat posed by EMPs. Since then, 
that threat has grown at a fantastic 
rate, fueled by the rapid progress 
made in compacting ever more 
EMP-sensitive transistors onto the 
computer chips upon which modern 
electronics rely.” Can you imagine 
your neighbor being able to go 
down to the local radio parts store, 
buy a hand-held EMP weapon, and 
use it to wipe out your household 
electronics? All because he is angry 
at you. 

According to a declassified U.S. 
military report, the explosion of a 
bomb about one megaton in size (the 
exact size remains classified) eight 
hundred miles over Omaha, Ne- 
braska, would shower the continen- 
tal United States, southern Canada, 
and northern Mexico with an EMP 
capable of disabling virtually every 
computerized circuit in its path. Ed- 
ward Teller, the father of the hydro- 
gen bomb, succinctly described the 
damaging consequences of such an 
EMP attack in 1982, when he wrote 
in an obscure engineering journal— 

Today there is almost universal 

dependence on electronic comput- 

ers. They are used by first-graders 
as well as research engineers. In- 
dustry, communications, financial 
records, are all at stake here. In 
the event of heavy EMP radiation, 
1 suspect it would be easier to 


enumerate the apparatus that 


would continue to function than 
the apparatus that would stop.* 


Are you now beginning to recon- 
sider that purchase of the latest su- 
perhot mini-tower PC? Relax. It is 
unlikely that a nuclear blast will oc- 
cur in space any time soon. The 
Outer-Space Treaty of 1967, since 
ratified by the members of the 
United Nations, explicitly states that 
treaty partners not place any objects 
carrying nuclear weapons in Earth’s 
orbit—great idea, in principle. The 
trouble is, the treaty does not oblige 
any nation to allow others to inspect 
the cargo they send into space.” So, 
if Iraq obtained nuclear weapons 
and was capable of launching them 
into a space orbit around the Earth 
for detonation over the United States 
(in revenge of Operation DESERT 
STORM), you could kiss your fancy 
E-mail system goodbye. 


The Non-Nuclear 
EMP Threat 


So, to this extent, the plot of 
"Goldeneye" is plausible. Any of 
several nations with nuclear weap- 
ons and the capacity to launch them 
into space—including the United 
States, Russia, China, and even Is- 
rael—could conceivably pulsé us 
back to, shall we say, a simpler time 
when operations orders were done 
orally with a sandtable, instead of 
with the high-speed graphics and 
charts that turn into an encyclopedia 
that few people care to read. Even 
more unsettling, however, is the fact 
that the U.S. Defense Technology 
Plan confirms that development of 
advanced EMP weapons continues 
to this day, and not just by the 
Americans. According to a report 
drafted by conservative members of 
the French National Assembly in 
1992, EMP weapons testing was a 
recommended goal during France’s 
1995 underground nuclear tests.° 


Some really scary parts of the 
EMP story did not make it into 
James Bond’s latest adventure. 
Weapons designers specializing in 
high-energy physics can now create 
electromagnetic pulses without go- 
ing into outer space. One approach 
involves harnessing the force of a 
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conventional explosion. Others are 
simply just modifications of radar, 
which bounces pulses of energy off 
aircraft in flight, vehicles_on the 
ground, and other objects.’ Crank 
up the power and you have an EMP 
weapon, ready to point at the com- 
puters of your favorite enemy. 


This knowledge has set off a new 
arms race. Whether fitted into cruise 
missiles or parked at the side of the 
road in a van, non-nuclear EMP 
weapons have the potential to devas- 
tate the electronic systems of areas 
as large as a city or as small as a se- 
lected building, all without being 
seen, heard, or felt by a single 
soul.” It is a dream come true for 
any and all terrorists, to include 
Saddam Hussein himself! 


Sound far-fetched? It did not in 
1993 to the owners of automobiles 
parked about 300 meters from a 
U.S. Defense Contractor’s EMP 
generator test site at Eglin Air Force 
Base in Florida. Their alternators 
and electronic engine controls were 
accidentally fried by a pulse during 
classified field trials. 


Specific Threat 
to the Military 


So what is the non-nuclear EMP 
threat to our military today? It is, 
put simply, that while we are quite 
enamored of our technological pro- 
gress, we would do well to ensure 


that basic infantry skills, those 
things that have enabled America to 
have the greatest army in the world, 
are not forgotten. It can be readily 
observed that the United States is 
devoting a significant amount of 
time, energy, and hard working tax- 
payer dollars to "push the technol- 
ogy envelope" to prepare for the 
Force XXI battlefield. 


The Army will equip tomorrow’s 
infantry soldier with a totally inte- 
grated fighting system that takes full 
advantage of technological ad- 
vances. Their fighting load modules 
include vests with removable ammu- 
nition pouches enabling them to 
carry the soldier radio, battlefield 
computer, global positioning system 
(GPS), and required antennas. One 
burst of EMP will render this equip- 
ment inoperable, rendering the 21st 
century land warrior ineffective on 
the Force XXI battlespace. He will 
still be able to fight, but without his 
wondrous gadgets and gizmos. 


Conclusion 


Therefore, it seems to me that 
while developing and implementing 
technologies and strategies for the 
Force XXI battlespace, we also need 
to emphasize force modernization in 
developing technologies and strate- 
gies to counter the EMP threat. It is 
even more important that our junior 
leaders and soldiers become and re- 
main exceptionally proficient in ba- 
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sic skills of land navigation, small 
unit tactics, and sandtable operations 
and operations orders. I would not 
discard that Ranger handbook just 
yet. At the battalion level, I recom- 
mend that the battalion intelligence 
officer keep those grease pencils, 
templates, and manual weather fore- 
casting equipment handy because the 
Joint Surveillance and Target Attack 
Radar System, All-Source Analysis 
System, and most other "high tech" 
intelligence connectivity systems 
will not be working. 


In sum, while I advocate taking 
full advantage of any and all tech- 
nologies that will enhance our abil- 
ity to fight and win America’s 
battles, we must not lose sight of 
one essential fact. Gadgets and 
gizmos do not take and hold terrain, 
nor do they fight and win on the bat- 
tlefield—well-trained soldiers do! 
Non-nuclear EMP has the potential 
to reduce the battlefield equation to 
very simple terms. I submit that in 
this scenario, "back to basics" be- 
comes more than a simple cliché. 
Stripped of the technology, the sol- 
dier who is well versed in basic sol- 
diering skills will be victorious. 


One thing is certain: in case of an 
EMP attack, don’t bother calling 
James Bond. Your telephone won't 
be working. 
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The Internet: 


by Chief Warrant Officer Four 
Alan D. Tompkins, USAR 


Is the Internet a useful and pro- 
ductive resource for an _ intelli- 
gence analyst or is it merely an 
interesting world of time wasters 
and diversions? News stories, 
magazine articles and conversa- 
tions about the Internet bombard 
us on a daily basis. Friends tell us 
about the new version of a Web 
browser they are using. They 
pass on interesting uniform re- 
source locator (URL) addressses. 
Students "surf the net" to find in- 
formation needed for school re- 
ports. Exciting as all that may 
seem, should a professional intel- 
ligence analyst working in an en- 
vironment marked by budget 
constraints and limited resources 
devote time and energy to explor- 
ing the Internet? 

As often happens, the answer 
to that question contains some 
good news and some bad news. 
Beyond that, effective use of the 
Internet is not a simple matter. As 
is often said, "the devil is in the 
details." 


The Good News 


The Internet provides access to 
a huge and varied collection of 
open source information (OSI). 
OSI contributes to the analysis 
process by providing an under- 
standing of the broad framework 
of a situation. Dr. Joseph Nye’s 
jigsaw puzzle analogy explains 
the relationship between OSI and 
the classified disciplines. In para- 
phrase, he has noted that---- 

Open source intelligence pro- 

vides the outer pieces of the 

jigsaw puzzle, without which we 

can neither begin or complete the 

puzzle. But they are not sufficient 
of themselves. The precious inner 
pieces of the puzzle, often the 

most difficult and most expensive 

to obtain, come from the tradi- 
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tional intelligence disciplines. 

Open source intelligence is the 

critical foundation for the all- 

source intelligence product, but it 

cannot ever replace the totality of 

the all-source effort. 
The Internet is a network of net- 
works of computers, which in the 
last two years, has exploded in 
size. Estimating the actual num- 
ber of people and organizations 
connected to the Internet is a diffi- 
cult task but probably at least 30 
million individuals and 40,000 net- 
works are connected, and these 
numbers are expanding rapidly. 
Certainly, some of the opinions, 
observations, and publications of 
a group this size can be both in- 
teresting and useful sources of 
OSI. 


The quantity of data available 
on the Internet is enormous. One 
estimate is that the total content 
is from 2 to 10 terabytes. A ter- 
abyte is a million megabytes, or 
one million, million characters. By 
comparison, a typical public li- 
brary with 300,000 books has 
about 3 terabytes of data.” 


The contents of the Internet 
range from newspaper and jour- 
nal archives and scholarly papers 
to messages exchanged between 
rock star fans. Many companies, 
governments, and organizations 
publish information on the In- 
ternet. Thousands of newsgroups 
organized by topic contain mes- 
sages and discussions about al- 
most every aspect of the human 
condition; from pickle recipes to 
heated discussions of cultural and 
political issues. Because publish- 
ing information on the Internet is 
inexpensive when compared with 
traditional print methods, organi- 
zations, military units, and gov- 
ernments increasingly use the 
Internet to provide information to 
their customers, members and 
citizens. 


Resource or. 


Quagmire ?? 


In summary, the Internet can be 
a useful, readily availabie and in- 
expensive resource that can pro- 
vide a significant part of the total 
information required to produce 
all-source intelligence products. 
For areas and topics not normally 
targetted by classified means of 
collection, open sources in gen- 
eral and the Internet in particular 
can provide a broad, continually 
updated view to the all-source 
analyst. 


The Bad News 


It is important to note, however, 
that the Internet is just one source 
of OSI. Thousands of databases 
are available from commercial 
providers such as LEXIS/NEXIS, 
Reuters, and Dialog. These com- 
mercial sources are often better 
organized and indexed than ma- 
terial available on the Internet, but 
they are also more expensive. 


Searching for 
information on the 
Internet requires skill, 
persistence, and 
powerful searching 
tools 


Writing in 1993, Admiral William 
Studeman, then Deputy Director 
of Central Intelligence stated 

We have identified some 8,000 

commercial databases—and the 
vast majority have potential intel- 
ligence value. The number of 
worldwide periodicals has grown 
from 70,000 in 1972 to 116,000 
last year. The explosion of open 
source information is most appar- 
ent in the Commonwealth of 

Independent States [the former 

Soviet Union], where today, there 

are some 1,700 newspapers that 

were not published three years 
ago.° 
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It is also important to understand 
that despite rapid growth in the 
availability of OSI in digital, on- 
line format, probably less than 10 
percent of all OSI is available in 
that format. The remainder exists 
in printed, hard-copy formats: 
books, newspapers, journals and 
reports. 


As mentioned above, the total 
estimated content of the Internet 
is roughiy equivalent to two or 
three typical public libraries each 
containing 300,000 volumes. 
However, the largest OSI reposi- 
tory in the world is the U.S. Li- 
brary of Congress which has 
more than 107 million books, 
newspapers, journals, micro- 
forms, other special format mate- 
rials in 470 languages, and 
approximately 200,000 current 
periodicals, 80,000 of which are 
in foreign languages. 


Unlike a traditional library, the 
contents of the Internet are con- 
stantly changing. Sites appear 
and disappear and the contents 
of individual sites can change 
daily. A University of Colorado 
study published in 1992 when 
content on the Internet was far 
less dynamic, found that the aver- 
age life of a document on the net- 
work was only 44 days. Currently, 
document life is probably much 
shorter. 


Also, unlike libraries or com- 
mercial databases, the Internet is 
not maintained by professional 
Librarians. There is no standard 
subject list like the standard Li- 
brary of Congress subject head- 
ings. Different terms describe 
similar topics on different sites. 
Searching for information on the 
Internet requires skill, persist- 
ence, and powerful searching 
tools. 

The challenge in making effec- 
tive use of the Internet is finding 
the needle in the haystack. OSI 
on the Internet is so diverse, scat- 
tered, and voluminous that it can 
easily overwhelm the analyst. Ef- 
fective use of OSI demands 
skilled analysts following clearly 
defined search plans and using 
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increasingly sophisticated com- 
puterized tools. 


Small wonder that a group of 
senior Marine Corps officers, led 
by the Assistant Commandant of 
the Corps, visited the New York 
Stock Exchange recently to learn 
how brokers absorb, process and 
transmit the vast quantities of per- 
ishable information that are the 
lifeblood of the financial markets. 


So, the bad news about the In- 
ternet is that it contains only a 
portion of the total available OSI 
resources, its contents change 
very rapidly, and it is not very well 
organized or indexed. 


The Details 


Searching the Internet can eas- 
ily be like a trip to the shopping 
mall to buy a pair of shoelaces. 
You start out by knowing what 
you want, but there are distrac- 
tions along the way. First, you 
smell pizza, so you buy a slice. 
Then, there are some interesting 
books on display in the book 
store, so you browse for a while. 
After that, you buy some frozen 
yogurt and a T-shirt with a catchy 
phrase on the back. After an hour 
and a half, you hurry back to work 
with a slightly upset stomach, a 
few little packages, and no shoe- 
laces. 


The Internet has become some- 
thing of an information Nirvana, 
an enormous, multicultural library 
that is open all day, every day, to 
ordinary computer users. Taking 
advantage of this amazing institu- 
tion, however, requires some 
savvy. Users need to know not 
only how to get in the door but 
also which aisle to choose from in 
a maze of thousands that will take 
them to the document they seek. 


Clearly defined and managed 
collection plans are essential. 
Also, a stable, well-understood 
set of searching, storage and re- 
trieval tools is necessary to en- 
sure high analyst productivity. 
Because of the high level of activ- 
ity and growth on the Internet, 
new tools are released on almost 
a an daily basis. It is tempting to 
try each new program that be- 


comes available. If the analyst's 
tools change continuously, more 
effort will be spent in under- 
standing tools than in collecting 
information. 


Major Mats Bjoere of the Swed- 
ish Army has published an excel- 
lent paper that outlines the main 
elements of a well managed and 
organized OSI collection effort.” It 
contains a number of lessons 
learned in running an OSI opera- 
tion. 


Conclusion 


The Internet does contain infor- 
mation useful to the all-source 
analyst. It can provide the critical 
outer pieces of the jigsaw puzzle 
described by Dr. Nye. However, it 
is only one part of the vast world 
of OSI and it can only be ex- 
ploited successfully and efficiently 
by well-trained analysts using a 
proven tool set following clearly 
defined collection plans. 
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Owning the Weather 
Weather Support to Force XXI 


by Richard J. Szymber 


Critical Army thrusts such as Digitize 
the Battlefield, Own the Night and Own 
the Weather are vital to winning the in- 
formation war....Owning the Weather is 
one of the force multipliers that will en- 
sure Land Force Dominance by giving 
the warfighter the information he needs 
to fight under all weather condi- 
tions...We will Own the Night and the 
Weather so we can support day, night, 
all weather operations. 


—General Jimmy Ross, Feb. 1994 
The history and lessons of 
weather and war are enduring. 
Historically, weather has deci- 
sively impacted battlefield suc- 
cess, and warfighters prepared to 
exploit the effects of weather and 
terrain will benefit in any battle. In 
the timeless words of Sun Tzu 
from The Art Of War written over 
2000 years ago: "Know the en- 
emy, know yourself; your victory 
will never be endangered. Know 
the ground, know the weather; 
your victory will then be total." In- 
stead of reacting to the weather 
with a cope-and-avoid mentality, 
Force XXI warriors will anticipate 
and exploit it. 


Owning the Weather 


“Owning the Weather" is about 
understanding, anticipating, and 
exploiting the impacts of weather 
on both friendly and threat capa- 
bilities to gain a warfighting edge 
over enemy forces. Owning the 
Weather (OTW) will soon provide 
Force an effective “all- 
weather" mission capability by 
giving the warfighter the informa- 
tion he needs to fight and operate 
smart weapons and munitions in 
all weather conditions. It will en- 
able commanders and soldiers to 
fully exploit tactics that maximize 
the weather-related advantages 
our forces have over the threat. 

OTW is the use of advance 
knowledge of battlefield environ- 
mental conditions and their ef- 
fects on friendly and threat 
soldiers, systems, operations and 
tactics in order to gain a decisive 


advantage over opponents. It in- 
volves exploiting and improving 
the weather-derived technological 
advantages of our battlefield op- 
erating systems (BOS) over hos- 
tile systems, making adverse 
weather a force multiplier. 

The OTW operational strategy 
for battlefield weather exploitation 
involves three basic steps. First, a 
variety of battlefield sensing sys- 
tems must observe and collect, 
in real time, the actual meteoro- 
logical conditions for the entire 
area of operations, including criti- 
cal, data-denied target areas. 
Then this information must be 
processed, analyzed, and dis- 
seminated rapidly to the user. The 
input of the observational data 
into models is essential for fore- 
casting atmospheric conditions 
and their effects. The final step 
concerns the combat application 
of the observations, forecasts and 
effects, and their transformation 
into usable battlefield weather- 
visualization products. These in- 
clude weather analysis displays 
for the intelligence preparation of 


the battlefield (IPB) and auto- 
mated weather-effects decision 
aids. 


Weather Architecture 


Weather conditions must be ob- 
served before they can be fore- 
cast and ultimately converted into 
weather intelligence. No single 
sensing system can supply all the 
diverse observations required. 
Therefore, a variety of comple- 
mentary space-based, airborne, 
and ground-based sensing sys- 
tems will provide observations at 
the required accuracies, resolu- 
tions, and coverages. The data 
collected from every available 
source is validated and combined 
with appropriate models to build a 
complete, detailed, and accurate 
horizontal and vertical picture of 
the atmosphere and weather over 
the full extent of the battlefield. 


The OTW long-range data col- 
lection concept for the time period 
from 2005 through 2015 appears 
graphically in Figure 1. The Inte- 
grated Meteorological System 
(IMETS) serves as the integration 
(fusion) point for the weather data 
from all sources: 


National Polar-Orbiting Opera- 
tional Environmental Satellite 
System (NPOESS) and the 


LEO SAT 


PROFILER 


Figure 1. OTW Data Collection Concept. 
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U.S. and foreign Geostation- 
ary Operational Environmental 
Satellite (GOES) transmit real- 
time space observations. 


1) Automatic Meteorological Sen- 
sor Systems (AMSSs), and/or 
Improved Remotely Monitored 
Battlefield Sensor System 
(IREMBASS) with meteoro- 
logical sensors placed at key 
locations will send real-time 
surface weather and ground- 
state data over area communi- 
cations. 


O The Field Artillery Meteorologi- 
cal Section’s atmospheric pro- 
filer and Computer-Assisted 
Artillery Meteorology (CAAM) 
model will transmit upper-air 
weather profiles via Mobile 
Subscriber Equipment (MSE). 


Unmanned aerial vehicle 
(UAV) target area weather ob- 
servations will reach the 
IMETS near-real_ time 
through the UAV tactical con- 
trol station. 


IMETS is a tactical, automated, 
mobile, weather-data system de- 
signed to provide timely weather- 
and environmental-effects fore- 
casts and decision-aid informa- 
tion to appropriate command 
elements. For lower echelons 
without direct weather support 


(for example, brigade and below), 
software on command and control 
(C*) systems will allow them to 
request weather information from 
a division IMETS and produce 
weather effects decision aids, us- 
ing weather data passed through 
the Army Battle Command Sys- 
tem (ABCS). IMETS capabilities 
will include---- 


O Satellite, tactical radio and 
MSE communications. 


O A battlescale forecast model 
for high-resolution local wea- 
ther prediction. 


() Automated decision aids for 
weather effects. 

Weather-forecasting decision 
aids, and tools. 

OTW will provide a digitized, 
real-time, dynamic shared picture 
of the battlespace weather, and 
its effects for IPB, mission plan- 
ning and rehearsal, situational 
awareness, synchronized battle 
management, and advanced de- 
cision and execution support. The 
IMETS will collect data from vari- 
Ous sources and disseminate 
timely battlescale weather infor- 
mation to multiple command ele- 
ments via the ABCS and the 
All-Source Analysis System 
(ASAS). Tactical decision aids 
(TDAs) and displays resident on 
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& Polar-Orbiting 
METSATS 


Intelligence staff & — 
MWSS/ASAS-RWS/DISE Mini- MWSS/TFS 
CONUS ak DISE Workstation 
Enroute 
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Figure 2. Weather Intelligence Split-Based Force Projection Ops. 
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computers of the BOSs will use 
this information to provide war- 
fighters with real-time and pre- 
dicted environmental effects on 
operations. The capabilities will 
include user-tailored weather sup- 
port TDAs, critical-value data- 
bases containing information on 
the weather sensitivities of 
friendly and threat systems, and 
automated comparison and as- 
sessment of weather effects on 
both friendly and threat capabili- 
ties. 


Commanders and their plan- 
ners must consider weather ef- 
fects in all phases of operations, 
so that the best course of action 
(COA) can be chosen for each 
mission. Weather support TDAs 
allow commanders to manipulate 
and present real-time and pre- 
dicted weather information, show- 
ing its effects on terrain and 
combat systems. They also allow 
planners to wargame COAs in an- 
ticipation of changes in the 
weather. The Integrated Weather 
Effects Decision Aid (IWEDA) is a 
sophisticated expert system that 
provides these capabilities. It 
automatically identifies unfavor- 
able, marginal, and favorable 
weather-effects information based 
on the operating limitations of 
friendly and threat weapon sys- 
tems. IWEDA is tailorable to spe- 
cific tactical operations and 
missions, providing color-coded 
time-dependent assessments of 
weather effects on mission and 
equipment performance. 


The commander and planners 
require weather information be- 
fore deployment, enroute, and in 
the area of operations to support 
force projection operations. A 
small, lightweight, soldier-pack- 
able first-in weather operations 
system, along with split-based ca- 
pabilities, will provide the ability to 
move quickly with the early-entry 
forces. (See Figure 2.) Com- 
manders and their staffs will be 
able to "pull" in weather intelli- 
gence tactically tailored in the re- 
quired format when needed 
(including while on the move). 
The Air Force Global Weather 
Center (AFGWC) will provide 
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Figure 3. Information War Functions. 


support to split-based operations. 
The AFGWC will work through 
the Global Broadcast Service and 
the TROJAN Special Purpose In- 
tegrated Remote Intelligence Ter- 
minal ll, via the Tactical Forecast 
System (TFS) in conjunction with 
the Deployable Intelligence Sup- 
port Element (DISE). Together 
with the IMETS, the first-in 
weather capability will provide 
units a Manportable Weather 
Support System (MWSS) pack- 
age, able to truly support the level 
and urgency of any contingency. 


Military Intelligence 
Applications 


Weather is one of the essential 
elements of combat intelligence. 
The interaction of weather, ter- 
rain, and the enemy forms the ba- 
sis for the IPB process. The 
commander's primary tool for pre- 
senting and analyzing the effects 
of weather and terrain is IPB. In 
the context of IPB, weather intelli- 
gence is the process of convert- 
ing weather observations and 
forecasts into weather-effects in- 
formation portraying the impacts 
of weather on both our opera- 
tions, troops, and equipment and 
that of the enemy. In the IPB 
process, weather analysis _in- 
cludes— 


O Comparing observed and fore- 
cast conditions against critical 
weather-effects threshold val- 


ues and identifying limitations 
on operations. 

O Evaluating the effects of pre- 
cipitation on mobility and 
countermobility, on trafficabil- 
ity, and on deep-attack weap- 
ons and operations. 


Comparing friendly and threat 
capabilities in varied adverse 
weather conditions. 


OTW automated IPB weather 
analysis products will provide the 
commander and his staff with the 
capacity to immediately assess 
how current and future weather 
conditions affect enemy activities 
and events, and both the friendly 
and threat force’s ability to fight. 
This automated capability will en- 
able the revision of IPB products 
such as the situation template in 
near real-time using the most cur- 
rent information available. All of 
this will enhance our ability to see 
the battlefield in four-dimensional 
time and space, and the com- 
mander’s skill in determining the 
enemy's expected COA as well 
as his own. 


Some critical capabilities for In- 
telligence XXI that OTW will pro- 
vide include-—- 


Reliable target-area weather 
data for precision-strike target- 
ing accuracy and battle dam- 
age assessment. 


0) All-source fusion of environ- 
mental information for model- 


ing current and future weather 
effects on terrain and combat 
operations. 


Reliable communications for 
weather-intelligence dissemi- 
nation. 

A scalable, dynamic view of 
battlespace weather: simula- 
tion and visualization of battle- 
field weather effects for 
real-time and predicted shared 
situational awareness. 

Mobility comparable to that of 
the supported force and an 
ability to maintain the opera- 
tional tempo through en- 
hanced knowledge and 
understanding of weather ef- 
fects. 


information Operations 

The force multipliers that are 
embodied within information war 
can be defined as see the enemy, 
hear and locate the enemy’s C 
Structure, disrupt the C? struc- 
ture by physical destruction, deny 
hostile C“ by jamming, and com- 
municate and out-think the en- 
emy using a robust C“ system 
and assured seamless communi- 
cations. Many capabilities support 
these battlefield functions includ- 
ing those listed in Figure 3. 

Situational awareness and the 
relevant common picture enable 
commanders to perceive changes 
in the environment and then act 
upon those changes to produce a 
desirable end state. Battlefield 
visualization of weather, and its 
effects, is an essential element of 
battle command, and is neces- 
sary for out-thinking the enemy 
and gaining information domi- 
nance. OTW provides the capa- 
bility to anticipate the differential 
impacts of weather on friendly 
and threat capabilities allowing 
commanders to exploit windows 
of opportunity created by the 
weather. 

The OTW process for knowing, 
applying, and integrating the 
weather encompasses-— 

O Battlespace sensing and data 
collection. 

Processing, analysis, forecast- 
ing, and dissemination. 
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Figure 4. Weather (WX) c*w Components. 


O Battlefield visualization and 
decision aids. 


O Combat weather exploitation 
and information operations 
(lO). 

The purpose of OTW IO is to 

guarantee and maximize our abil- 

ity to exploit the weather to our 
advantage while simultaneously 
denying the enemy's ability to use 

Or manipulate the weather to his 

advantage. It is crucial to deny 

the enemy access to meteorologi- 

Cal satellite information in order to 

maximize our advantage. Im- 

proved weather information and 

10, combined with knowledge of 

the limitations of weather on war- 

fighting capabilities, is a powerful 

IW weapon. 

The thrust of OTW IO has three 
parts. (See Figure 4.) These ob- 
jectives are accomplished by pro- 
tecting our weather information 
system (INFOSYS) and attacking 
the enemy's INFOSYS, through 
weather C*W-protect and C*W- 
deny and influence operations, 
respectively. By the C?W method- 
ology of data denial, we can limit 
threat force ability to know and 
forecast the weather conditions in 
the joint task force area of opera- 
tions, thereby increasing our abil- 
ity to win the information war and 
out-maneuver and out-fight the 
enemy. Additionally, the enemy 
can be put at a disadvantage at a 
critical time and place if we could 
covertly modify their picture of the 
weather, thereby influencing them 
to take detrimental COAs. Also, 
possibilities exist for intercepting 
enemy weather data bases and 
transmissions without their know- 
ing. 
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Training 

Soldiers and units will fight as 
well or as poorly as they have 
trained. According to FM 100-5, 
Operations, small-unit training, 
physical conditioning, and disci- 
pline remains the most effective 
way to offset the adverse effects 
of the weather. Training in poor 
weather conditions builds confi- 
dence and teaches soldiers and 
commanders how to adjust to 
weather extremes. 


The OTW training strategy in- 
volves incorporating advanced 
environmental technology and ex- 
ploitation of weather into training, 
combat simulations (virtual, con- 
structive, and live), weapons de- 
velopment, and system testing 
and evaluation. Experimenting 
and training with OTW ccncepts 
and technology in future Ad- 
vanced Warfighting Experiments 
(AWEs) will enable commanders 
and soldiers to develop, test and 
practice tactics, techniques and 
procedures that will truly allow 
them to exploit the weather to 
their benefit and maximize our 
battlefield advantage in lethality, 
survivability and tempo of opera- 
tions. 


Incorporation of real weather 
scenarios and weather-effects in- 
formation in combat models and 
simulations will dramatically in- 
crease the level of realism in the 
AWE environment. Leaders at all 
levels will experience the differ- 
ence that the consideration of 
weather effects has on planning 
and executing operations of all 
types. Exercising these weather 
capabilities is key to getting lead- 
ers accustomed to _ including 


weather in the planning of opera- 
tions at all levels. It will build con- 
fidence in the weather-data 
gathering, processing and plan- 
ning capabilities available to 
them. 


Conclusion 


OTW is a vision for Force XXI 
battlefield weather operations. It 
leverages the power of weather 
information and technology to en- 
hance deployment and sustain- 
ment, and to increase lethality, 
survivability, and the tempo of op- 
erations in war and other military 
operations. OTW is critical to see- 
ing and out-thinking the enemy, 
gaining information dominance 
and winning the information war, 
and to controlling the environment 
(to permit continuous around-the- 
clock operations). It is essential 
for dominating maneuver forces 
and knowing target-area meteoro- 
logical conditions needed to exe- 
cute precision strikes. 

OTW is truly a horizontal tech- 
nology-integration initiative with 
major applications at all echelons 
and across the full spectrum of 
BOSs and functional areas. It is 
an integral part of digitizing the 
battlefield. It provides a “capabil- 
ity solution" to Army modern- 
ization which maximizes the 
Capabilities of existing systems. 
OTW capitalizes on more than 25 
years of shared Army effort and 
investment in meteorological re- 
search and development. It pre- 
sents a_ low-cost, low-risk, 
high-payoff opportunity with a 
large battlefield return on the in- 
vestment. The Army can realize 
the complete OTW capability 
within 10 years, just in time for 
Force XXI. 

OTW is a crucial building block 
in the shaping of Force XXI ac- 
cording to Army Focus 1994. 
Force commanders must 
have the ability to see throughout 
the depth of a dirty battlefield, cut- 
ting through bad weather and the 
fog of war with unprecedented 
detail, certainty, and in near-real 
time. We must own the environ- 
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Editor's Note: With this issue of 
MIPB, we inaugurate a new de- 
partment: CTC Notes. Each issue 
will contain articles by authors 
from one or more of the CTC’s; 
the National Training Center 
(NTC), the Joint Readiness Cen- 
ter (JIRTC), the Battle Command 
Training Program, and the Com- 
bat Maneuver Training Center 
(CMTC). This issue contains ob- 
servations from both JRTC and 
NTC. 


Before JRTC—Effective 
S2 SOPs 


by Lieutenant Colonel 
Michael T. Flynn 


Over the past year at the Joint 
Readiness Training Center, our 
intelligence observer/controller 
(O/C) teams have seen contin- 
ued improvement by brigade 
and battalion S2 sections. After 
observing numerous S2s during 
the last year, our O/Cs identified 
that success lies in developing 
and applying sound standard op- 
erating procedures (SOPs), 
based on doctrine and tested 
tactics, techniques and proce- 
dures (TTP). Experience shows 
that effective S2 SOPs cover six 
areas: 


Intelligence preparation of 
the battlefield (IPB). 
Reconnaissance and surveil- 
lance (R&S) planning. 


Staff integration and synchro- 

nization. 

S2 section operations. 

Asset integration with em- 

phasis on intelligence and 

electronic warfare (IEW) as- 

sets. 

C) Intelligence support to the 
targeting process. 

The following thoughts on 
these six areas are based on the 
doctrinal products that S2s can 
complete at the home station, as 


part of the “homework” phase of 
IPB (see Figure 1). Terrain 
analysis products, order of battle 
laydowns and OPFOR doctrinal 
templates should be completed 
well before deploying to Fort 
Polk, Louisiana. 


Successful S2s prepare these 
in advance. They are thoroughly 
familiar with them before begin- 
ning the orders process at the 
Intermediate Staging Base 
(ISB), or at the home station for 
those units conducting an air- 
borne insertion. 


R&S remains a weak point 
throughout the force. Failures 
can uSually be traced to two root 
causes: units do not follow their 
SOPs for R&S and commanders 
do not demand that R&S mis- 
sions be planned as carefully as 
other combat missions. Those 
commanders who have planned 
and executed R&S missions 
with the same level of detail as 
they did any other combat op- 


eration have achieved great suc- 
cess at the JRTC. However, ina 
majority of cases, R&S opera- 
tions are given short considera- 
tion in the planning process, and 
the results have been obvious 
and disappointing. 

S2s at JRTC are not success- 
fully participating in staff integra- 
tion synchronization of 
battlefield operating systems 
(BOSs). Successful S2s have 
aggressively tapped into the sys- 
tem of systems which a battalion 
or brigade task force (TF) brings 
to the fight. However, the major- 
ity of S2s overlook expertise 
available in their own tactical op- 
erating centers (TOCs). The 
best available source on threat 
BOS capabilities is usually the 
staff BOS representative. 


S2 section operations should 
be driven by SOPs and staff bat- 
tle drills. The goal when assess- 
ing your section operations is to 
measure the ability of your sec- 
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Figure 1. Intelligence Preparation of the Battlefield. 
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tion to conduct its essential 
tasks smoothly, without requiring 
so much key leader input and 
supervision that those leaders 
become distracted the 
planning process. 

Asset integration and _ utiliza- 
tion is a tough job, made all the 
more difficult by not under- 
standing the capabilities of col- 
lection assets or how they are 
best employed. For the MI col- 
lection systems, S2s should talk 
to their supporting MI companies 
and battalions about the sys- 
tems they bring to the field. To 
be successful, an S2 must also 
understand the capabilities of 
key collection assets which do 
not come from the MI side of the 
house. First, any maneuver S2 
who does not understand how 
scouts function, and how difficult 
it is to get “eyes on” a target 
while avoiding detection, owes it 
to their Task Force to spend time 
in the field with the Scout Pla- 


by Captain David H. 
Stapleton and Major 
Thomas M. Smith 


The primary goal of combat in- 
telligence is to piece together 
battlefield information to deter- 
mine enemy intentions. The di- 
rect support (DS) artillery S2 and 
the target acquisition targeting 
technician (131A) operating at 
the brigade fire support element 
can provide critical information in 
this endeavor. At the National 
Training Center, they are not 
currently tasked commensurate 
with their capabilities. 

Maneuver Brigade S2s at the 
National Training Center (NTC) 
frequently fail to take advantage 
of the field artillery battalion as 
an intelligence collection agency. 
Soldiers of the artillery battalion 
can provide key pieces of com- 
bat information based on their 
unique artillery expertise and 
their access to information avail- 
able from the AN/TPQ-36 and 
AN/TPQ-37  Firefinder radars. 
The Q36 and Q37 provide real- 
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toon. S2s must also learn the 
ranges, capabilities and employ- 
ment of all potential collection 
assets within the TF. 


Intelligence support to target- 
ing provides the focus the staff 
needs to bring all fires, lethal 
and non-lethal, to bear against 
the commander's high pay off 
targets (HPTs). Some key con- 
siderations the S2 must keep in 
mind as he prepares for and par- 
ticipates in targeting meetings 
are as follows: 

O Identify high value targets 
(HVTs) before the meeting 
and brief them as part of the 
S2 Intelligence update. 

1) Know what collection assets 
are available, and their limita- 
tions and capabilities. 

O Be prepared to recommend 
HPTs. 


OO Be prepared to brief your 
Event Template and recom- 
mend which collection assets 


Advice for Maneuver S2s from NTC 


time intelligence on enemy indi- 
rect fire systems locations out to 
24 and 50 kilometers respec- 
tively. This article will present 
several key intelligence indica- 
tors that first become available 
at the DS artillery tactical opera- 
tions center. 

The OPFOR at NTC frequently 
employs air-mobile insertions 
during offensive operations. In 


should be used to detects 
HPTs. 

Successful brigade and battal- 
ion S2s at JRTC have all under- 
stood the central role that 
intelligence plays in their unit's 
success. Their ability to visualize 
the enemy and project enemy 
courses of action have been 
clearly presented. The bottom 
line is, strong S2s are willing to 
make tough calls and are able to 
synchronize their efforts with the 
rest of the staff to support the 
commander's plan. 


Lieutenant Colonel Flynn is the Senior 
Observer/Controller for Intelligence at 
JRTC. He has a master’s degree in Mili- 
tary Arts and Science from the School of 
Advanced Military Studies and a mas- 
ter’s degree in Business Administration 
from Golden Gate University. He also 
holds a bachelor’s degree in Manage- 
ment Science from the University of 
Rhode Island. Readers can contact him 
via E-mail flypynmt@polk-emh2.army.mil 
and call (318) 531-0199 and DSN 863- 
0199. 


many cases, the maneuver bri- 
gade lists priority intelligence re- 
quirements (PIR) as "Where and 
when will the dismounted infan- 
try land?" Krasnovian doctrine is 
similar to U.S. doctrine in that ar- 
tillery targets are planned io 
cover primary landing zones 
(LZs). Given that the maneuver 
brigade S2 has templated poten- 
tial LZs, as well as windows of 


Figure 2. Named Areas of Interest for Collection. 
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opportunity for the insertion to 
occur, he can then assign these 
templated LZs (named areas of 
interest or NAIs) to the artillery 
battalion to observe for incoming 
enemy artillery fire. The artillery 
S2 can prepare his radar deploy- 
ment order to ensure that the 
appropriate radar (Q36 or Q37) 
is cueing to detect preparatory 
fires on the landing zone. 
Another common PIR at NTC 
is "When and where will the en- 
emy fire persistent chemicals or 
the Family of Scatterable Mines 
(FASCAM)?" Again, the artillery 
battalion S2 with the attached 
Firefinder radar can answer this 
requirement. Special munitions 
such as FASCAM or persistent 
chemicals must be delivered 
with a large volume of indirect 
fire. Both the Q36 and Q37 will 
provide volumes of fire analysis, 
for example, a large number of 
acquisitions emanating from one 
location. The artillery battalion 
S2 can then determine, based 
on the friendly situation, why the 
enemy would employ a high vol- 
ume of fire in a certain location. 
The Brigade S2 can facilitate 
this mission by tasking NAIs cor- 
responding to templated special 
munitions targets, at the appro- 
priate time, to the artillery S2. 
The OPFOR Commander po- 
sitions his artillery battalions 
within doctrinal distances of his 
forward line of own troops 
(FLOT). If we know the locations 
of either the enemy artillery bat- 
talions or the FLOT, we can cou- 
ple this information with quick 
terrain analysis and deduce, with 
great accuracy, the location of 


the other variable. Again, the 
Firefinder radar can provide the 
location of enemy firing units. In 
almost every battle at the Na- 
tional Training Center, the artil- 
lery battalion S2_ correctly 
identifies regimental and divi- 
sional artillery groups’ locations. 
Unfortunately, in most cases, 
this information serves only to 
assist in planning for counterbat- 
tery targeting and is not passed 
to the brigade. Brigade S2s 
would benefit by tasking the artil- 
lery battalion for this information. 
In Krasnovian operations, both 
defensive and offensive artillery 
fires are delivered in distinct, dis- 
cernible phases. An_ under- 
standing of which phase of fire 
the Krasnovians are firing may 
allow us to determine what ac- 
tion the enemy will take next. 
The DS artillery S2, based on 
analysis of all radar acquisitions, 
can determine the enemy phase 
of fire. Thus, he can determine 
likely enemy intentions. A clear 
example is Phase III Krasnovian 
fires in the offense: fires in sup- 
port of the attack. These fires 
are focused primarily at the in- 
tended point of penetration. 
Phase Ill fires begin when the 
OPFOR begins the direct fire 
battle. The artillery S2, presum- 
ably aware that Phase Ill fires 
have been initiated, may be able 
to quickly discern the enemy's 
intended point of penetration. 


Over-focusing 
Intelligence Collectors 
S2s are constantly being told 
to "focus" their collection assets. 
In an attempt to do so, we have 


begun to over-focus assets by 
assigning more and more NAIs 
that are too small. The trend has 
been “under-employing" our col- 
lectors to their fullest extent 
(specifically their ability to think). 
For example, in Figure 1, the S2 
has closely examined the terrain 
in the brigade sector and over- 
focused the collectors by em- 
ploying a “measle sheet" NAI 
overlay. In the open and unvege- 
tated terrain depicted, one ob- 
server can see nearly all (if not 
all) NAls in the larger enclosed 
area. If the S2 really needs to 
know the enemy’s route as he 
moves through the area be- 
tween the large hill masses to 
the north and south, then that is 
what we need to tell our collec- 
tors to tell us--and assign an 
NAI encompassing the larger 
box. Some collectors may still 
require additional focus, and 
may indeed look at only one of 
the smaller NAlIs, but at least 
consider a collector's ability to 
think and accomplish your in- 
tended result given its location 
on the battlefield. Our bottom 
line is to consider using larger 
NAIs when appropriate. 


Captain Dave Stapleton is the DS Artil- 
lery Battalion S2 Trainer at NTC. He has 
a bachelor of science degree in Biology 
from Pennsylvania State and holds a 
master of science degree in Strategic In- 
telligence from the National Military Intel- 
ligence College. Readers can reach him 
at (619) 380-5524 or DSN 470-5524. 


Major Smith is NTC Brigade S2 Trainer. 
He has a bachelor of science degree in 
Geology from the University of Oregon. 
You can reach him at (619) 380- 
4443/4673, DSN 470-4443/4673, and via 
E-mail at Bronco09 @irwin.army.mil. 


Owning the Weather 


(Continued from page 45) 
ment and the night, operating un- 
restricted in adverse weather . 
General Gordon R. Sullivan, 
former U.S. Army Chief of Staff, 
said---- 
As we leap technologically into 
the 21st century, we will be able 
to see the enemy, day or night, in 


any weather—and go after him 
relentlessly. The technology is 
there, waiting for us to pull it all 
together. Own the night. Own the 
weather. Three minutes from sen- 
sor to shooter. Smart weapons, 
smart munitions. Decisive vic- 
tory! 


That statement really says it all. 


Mr. Szymber is a meteorologist with the 
U.S. Army Research Laboratory (ARL) 
and serves as ARL’s OTW liaison to the 
Intelligence Center. He has a bachelor’s 
degree in Geography from Arizona State 
University and a master’s degree in At- 
mospheric Sciences from the University of 
Arizona. Readers can contact him at (520) 
538-0723/6472, DSN 879-0723/6472, and 
via E-mail at szymber @arl.mil. 
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The Intel XXI Concept Ill: The Seven Intelligence Tasks 


by Captain Neal J. Wegner 


Editor's Note: In the April-June 
1996 issue of MIPB, Captain 
Wegner began his three-part se- 
ries on the Intel XX! concept. In 
this edition, he concludes the se- 
ries, addressing the seven intelli- 
gence tasks neccessary to provide 
the warfighter with intelligence 
support. 


In the July-September 1996 is- 
sue of MIPB, | wrote about the 
Force XXI operational patterns 
and how these are the key to 
supporting the warfighter. Under- 
standing these six operational 
patterns is essential for intelli- 
gence professionals. When we 
better understand how war- 
fighters operate, we can more 
accurately focus our support to 
them. 


This is the approach we took 
when writing the Intel XXI con- 
cept. From our understanding of 
the warfighters’ operational pat- 
terns, we derived seven intelli- 
gence tasks. These represent 
what must be done to provide 
warfighters with dynamic and re- 
sponsive intelligence support 
(see Figure 1). These seven 
tasks are-—- 

Direct. 

Collect. 

Analyze. 
Disseminate. 
Present. 

Attack (electronic). 
Protect. 


We envision that these seven 
tasks will broaden, redefine, and 
possibly supercede those cur- 
rently associated with the intelli- 
gence cycle.' They are neither 
linear nor cyclic, but instead 
must be continuously and dy- 
namically performed in support 
of doctrinal intelligence func- 
tions. 
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Direct 


In Force XXI, intelligence pro- 
fessionals will be required to di- 
rect the full range of intelligence 
and reconnaissance, surveil- 
lance, and target acquisition 
(RSTA) assets. These assets in- 
clude not only organic collectors, 
but also joint, national, and mul- 
tinational as well. Input from all 
battlefield sensors must be man- 
aged and fused to provide a dy- 
namic, accurate picture of the 
battlespace. Consequently, intel- 
ligence operations must go be- 
yond the traditional intelligence 
collection management activities 
and take into account the entire 
intelligence and RSTA domain. It 
is imperative that the senior in- 
telligence officer be directly in- 
volved in planning, coordinating, 
synchronizing and directing the 
entire intelligence and RSTA ef- 
fort. In other words, S2s and 
G2s must act as their com- 
mander’s “chief of reconnais- 
sance.” 


Intelligence analysis 
will support lO by 
focusing on the 
collection of 
intelligence qn 
adversary C'l 
capabilities and 
procedures 


To effectively direct the intelli- 
gence and RSTA systems of the 
future, intelligence personnel 
must be able to dynamically 
plan, coordinate, and synchro- 
nize the intelligence and RSTA 
mission using visual displays, 
artificial intelligence, and auto- 
mated synchronization matrices. 
They must also know the status 
and location of all available intel- 
ligence assets. Intelligence per- 
sonnel must be able to see, in 


real-time, the execution of intelli- 
gence and RSTA operations. 
They must also be able to see 
and manage sensor-to-sensor 
and sensor-to-shooter linkages. 
Operators must know how to 
pass area and target coverage 
horizontally and vertically to 
other organizations. With such 
Capabilities, intelligence ele- 
ments will be able to dynami- 
cally task, retask, and shift the 
focus of intelligence and RSTA 
coverage and thus more effec- 
tively satisfy the reconnaissance 
and intelligence objectives of 
their commanders. 


To dynamically “sync” and 
“resync” operations, command- 
ers and staffs must also have a 
real-time view of the intelligence 
and RSTA operation while it is 
executed. Such current battle 
displays for the commander and 
staff must graphically present 
the intelligence and RSTA objec- 
tives as they are happening, and 
portray them in the context of 
the overall situation. With such 
capabilities, future commanders 
and their staffs will be able 
to more effectively direct and in- 
fluence intelligence and RSTA 
operations and mass effects on 
the critical targets while main- 
taining the operational tempo 
(OPTEMPO). 


Collect 


Intel XX! collection systems 
will enable commanders to see 
their extended battlespace with 
great fidelity. These systems will 
provide commanders with the in- 
telligence needed to understand 
their battlespace and to locate, 
identify and track critical targets. 
The sensor inventory will include 
multispectral-sensor-equipped 
combat vehicles, aircraft (both 
manned and unmanned), and 
soldiers. 
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Principles and 
Themes of 
Force XX] 
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Aspects of the 
Future Battlefield 


Battle 
Dynamics 
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Attack (eletronic) 


Protect 


Figure 1. Intel XXI Tasks in Support of the Force XXI Warfighter. 


The trend of future collection is 
for fewer, more modular and 
tailorable systems. They will be 
accurate, automated, and cover 
full spectra and wide areas. Un- 
manned aerial and ground sen- 
sors, to include robotics and 
microelectronic machines, will 
operate together to provide cov- 
erage in areas inaccessible to 
conventional collection means. 


On the future battlefield, the 
individual solider will continue to 
be a critical component of the 
collection system. Information 
from front-line soldiers, special 
operations forces, long-range 
surveillance units, counterintelli- 
gence teams, interrogators, and 
other specialized human intelli- 
gence (HUMINT) operations, will 
be fused with data from high- 
technology sensors to answer 
the commander's priority intelli- 
gence requests (PIR). As dem- 
onstrated in Haiti and Bosnia, 
Stability and support operations 
will require increased emphasis 
on HUMINT assets and soldiers 
operating on the ground to pro- 
vide the required intelligence. 


Analyze 

Analysts convert battlespace 
information into intelligence and 
understanding to support effec- 
tive decisionmaking. As the ex- 
tended battlespace grows and 
the OPTEMPO increases, Intel 
XXI will provide systems com- 


mon to all echelons for rapid 
processing, analysis, and output 
of intelligence and RSTA infor- 
mation. Analysis——-including the 
processing of intelligence data 
while on the move-—will be nec- 
essary to support our continuous 
operations. Future analysis ca- 
pabilities will support the rapid 
and dynamic creation of the 
commander's picture. In the end, 
analysts must be able to make 
the enemy situation “come alive” 
so that commanders can quickly 
understand and act on what they 
see. The ability to rapidly ana- 
lyze and process data will de- 
mand a system that provides a 
virtual connection between col- 
lectors and warfighters, with effi- 
cient filtering to prevent any 
information overload. 


Intelligence analysis will sup- 
port information operations (IO) 
by focusing on the collection of 
intelligence on adversary com- 
mand, control, communication, 
computers, and intelligence (C1) 
capabilities and procedures. Un- 
derstanding the adversary’s de- 
cisionmaking process also can 
support accurate assessments 
of potential command and con- 
trol (C“) targets and targeting of 
critical nodes in synchronized at- 
tacks. 


The operational value-added 
of such analytic capabilities will 
be more timely, relevant, and ac- 
curate battlefield visualization. It 


will provide the commander with 
the ability to understand threat 
force capabilities, vulnerabilities, 
and intentions in relation to the 
terrain, weather, and operational 
situation. It will rapidly turn infor- 
mation into understanding so 
that commanders can more ef- 
fectively conduct decisive opera- 
tions. Analysis is key to effective 
contingency planning, wargam- 
ing, rehearsal, and execution. It 
therefore supports all phases of 
operations during peacetime and 
conflict. 


Disseminate 


OPTEMPO and force disper- 
sal require that commanders 
have an uninterrupted flow of, or 
access to, intelligence on the 
move. As operational forces dis- 
perse and conduct distributed 
operations, a robust and flexible 
dissemination means becomes 
a Critical requirement. Without it, 
Intel XXI will not be able to pro- 
vide commanders with timely 
visualization of their respective 
battlespaces. 

Variations of “smart push- 
smart pull” technologies will pro- 
vide the required information 
and allow automatic updates 
based on established search cri- 
teria. Automatic processing of 
requests for information (RFIs) 
will speed-up the process of an- 
swering the commander's PIR. If 
information is not immediately 
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available, the requester could 
access the status of ongoing ac- 
tions in response to the request. 
Future technologies will allow 
dispersed processors to access 
available data without overbur- 
dening communications. 


Dissemination is a key ele- 
ment of the intelligence process. 
No matter how much information 
is collected, processed, ana- 
lyzed, and stored, intelligence is 
of no value unless it is available 
to combat commanders when 
they need it. The right intelli- 
gence and targets provided to 
battle Commanders when they 
need them is the value-added of 
effective dissemination. This 
helps sustain the OPTEMPO, 
enhances lethality, and improves 
survivability. 


Present 


The future intelligence system 
under design will present an ac- 
curate and relevant high-fidelity 
intelligence picture of the bat- 
tlespace, integrated with overall 
situation information including 
high-resolution weather and ter- 
rain data. This picture will con- 
vey an immediate understanding 
of the operational impact of the 
current and projected situation, 
including the impact of |O on the 
adversary’s decisionmaking pro- 
cess. The production of this 
presentation is made by an or- 
ganization of highly skilled, well- 
trained intelligence soldiers who 
analyze the threat, weather, and 
terrain within the context of the 
operational situation and the 
commander's intent. 


Advanced 
presentation 
capabilities enable 
sustained 
OPTEMPO, 
enhanced lethality, 
and improved 
survivability. 


The commander and staff's 
understanding of the battlespace 
and the enemy situation is fun- 
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damentally derived from a co- 
herent and timely "picture" of the 
battlespace presented by the S2 
and G2. This intelligence task 
encompasses battlefield visuali- 
zation—the understanding of 
what the available information 
means in terms of the six dimen- 
sions of the battlespace: 


O Width. 

Depth. 

O Height. 

Time. 

O Electromagnetic. 
O Human. 


Additionally, the commander's 
ability to anticipate difficult deci- 
sions, analyze options, and re- 
duce uncertainty directly relates 
to his intelligence staff's assess- 
ment of future enemy actions 
and intentions in time and 
space. The portrayal of those 
actions during the wargaming 
process and the rapid unfolding 
of combat operations, will in- 
clude live and virtual images 
which produce a dynamic and 
coherent picture of the battle- 
field. In addition to displaying the 
current location, size, and type 
of unit, the display will graphi- 
cally depict the currently pro- 
jected capabilities of an entity in 
terms of time and distance. Ulti- 
mately, the commander must un- 
derstand the impact of what is 
presented and use that under- 
standing to make knowledge- 
based decisions. 


Future Intel XX! presentation 
capabilities represent a quantum 
leap in the intelligence system’s 
support to the commander's abil- 
ity to decide, act, resynchronize 
operations and focus his re- 
sources. Advanced presentation 
capabilities enable sustained 
OPTEMPO, enhanced lethality, 
and improved survivability. 


Attack 


The attack intelligence task 
supports the application of lethal 
and nonlethal means to high- 
payoff targets. It also includes 
attacking the adversary’s deci- 
sionmaking process to prevent 


effective C? as well as the tradi- 
tional intelligence targeting ef- 
fort. Commanders require a 
thorough understanding of the 
adversary’s C* structure and his 
decisionmaking process to effec- 
tively attack it. Detailed analysis, 
to include a thorough under- 
standing of the military informa- 
tion environment developed in 
peacetime and updated during 
the all phases of the military op- 
eration, provides the foundation 
for understanding the adver- 
sary’s information systems op- 
erations. This analysis forms the 
basis for developing and execut- 
ing effective C? attack actions to 
destroy, disrupt, deny, or de- 
grade adversary information net- 
works, C? systems, information 
and intelligence sources, and 
decisionmaking processes. 


Sophisticated nonlethal attack 
options to deny, disrupt, inter- 
rupt, interfere, distort or destroy 
information will be planned and 
executed in part by intelligence 
units as a key portion of the 
commander's C? attack strategy. 
Electronic attack (EA) options 
may range from surgically jam- 
ming the frequency spectrum to 
intrusion into C“ systems to ma- 
nipulate data. Command and 
control warfare (Cw) battlefield 
damage assessment (BDA) is 
essential in assessing the ef- 
fects of C* attack and maintain- 
ing information dominance. 
However, devising a means to 
conduct BDA on targets which 
have been nonlethally engaged 
poses significant challenges to 
future intelligence staffs. 


EA is part of an integrated op- 
eration that helps the com- 
mander shape the battlespace, 
thereby enhancing our ability to 
achieve information dominance 
at the decisive moment. Its aim 
is to prevent the enemy from be- 
ing able to react in time to our 
actions. Effective electronic at- 
tack operations will allow friendly 
forces to manage adversary per- 
ceptions, execute deception op- 
erations, and protect friendly 
forces and information. 
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Protect 


Protect actions can be offen- 
sive or defensive in nature. Of- 
fensive protect uses all attack 
means (for example C“W, physi- 
cal) to reduce the adversary’s 
ability to attack friendly C°. It will 
place added emphasis on attack 
of multidisciplined RSTA sys- 
tems and intelligence capabili- 
ties as the “eyes," "ears," and 
"brain" of the adversary attack 
capability. Defensive protect re- 
duces friendly vulnerabilities to 
adversary attack by employing 
physical and electronic protec- 
tion. Protective measures must 
be incorporated into Army sys- 
tems as they are planned, de- 
signed, and developed. Failure 
to do so increases the risk to our 
forces. Our ability to thoroughly 
understand and graphically de- 
pict the IO battlespace is the ba- 
sis for effective protect planning 
and execution. Protective ac- 
tions allow commanders to ef- 
fectively command and control 
their forces while optimizing their 
survivability and OPTEMPO. 


Conclusion 


In this series of articles, we 
began with an overview of Force 
XX! principles and the com- 
manders’ requirements. Recent 
operations in Haiti and Bosnia, 
among others, have given us a 
preview of the challenges that lie 
ahead and the wide range of 
missions our 21st century Army 
could face. We discussed how 
we must design, equip, and train 
the Intel XXI force to meet the 


commanders’ needs in a re- 
source-constrained environment 
with nontraditional missions and 
proliferating technologies and 
weapons. Our 21st century in- 
telligence force must be flexible, 
tailorable, rapidly deployable, 
and capable of joint and coalition 
operations. 


As we said earlier, the second 
part of this series covered six of 
the Force XXI warfighters’ op- 
erational patterns. (There is a 
seventh pattern, prepare, which 
we did not discuss in that arti- 
cle.) We considered these pat- 
terns in our development of the 
Intel XXI concept . 


The 21st century intelligence 
force will provide commanders 
with a knowledge-based, predic- 
tion-oriented capability that can 
meet their information and intelli- 
gence requirements. Central to 
this concept are quality soldiers, 
leaders, and civilians. Intel XXI 
represents a force that will-—— 


O) Produce timely presentations 
of their battlespaces for com- 
manders, enabling an accu- 
rate understanding of the 
operational environment, ad- 
versary, terrain, and weather. 


Provide intelligence person- 
nel with the resources neces- 
sary to conduct, coordinate, 
and synchronize intelligence 
operations in concert with 
supported operations. 

C) Equip the force with tailor- 
able, multispectral collection 
Capabilities to deal with 


emerging threats and tech- 
nologies. 


Synchronize and leverage 
national intelligence and col- 
lection resources in support 
of operational decisionmak- 
ing. 

Support operations on the 
move using broadcast and 
smart "push-pull" technolo- 
gies. 


Provide Force XXI with an ef- 
fective weather capability by 
giving soldiers the informa- 
tion they need to fight and 
operate in all weather condi- 
tions. 


Support lethal and nonlethal 

attack targeting and execu- 

tion through the synchroniza- 

tion of intelligence in 1O and 

C*W, seizing the advantages 

of information dominance. 
Figure 1 displays the Intel XXI 
concept. The tasks are shown in 
conjunction with the operational 
patterns and the Force XX! prin- 
ciples and themes. 


Endnote 


1. The current doctrinal intelligence cy- 
cle is plan and direct, collect, process, 
produce, and disseminate. A discussion 
of this five-step process in intelligence 
operations is in FM 34-1, Intelligence 
and Electronic Warfare Operations, 
dated 27 September 1994, 2-15 
throught 2-17. 


Captain Neal J. Wegner is currently an 
action officer in Concepts Dvision, Direc- 
torate of Combat Developments at the 
U.S. Army Intelligence Center and Fort 
Huachuca. Readers can contact him via 
E-mail at wegnern@huachuca-emh1. 
amy.mil and telephone (520) 538-2258/ 
7213 or DSN 879-2258/7213 . 


Evolution of FM 34-40 to IEW Support to C2W 


by Major Robert A. Peterson 


Intelligence and electronic war- 
fare (IEW) provides command- 
ers with the ability to visualize 
the expanded battlespace in 
C*W and to identify where and 
when they gain information 
dominance over an adversary. 
Through the Intelligence battle- 
field operating system (BOS) 
and other BOSs, information is 
collected and protected while the 
C“W se- 


curity (OPSEC), psychological 
operations (PSYOP), deception, 
physical destruction, and elec- 
tronic warfare (EW)----influence, 
disrupt, or stop adversary infor- 
mation flow. 


Support for Information 
Dominance 


The requirement for informa- 
tion and intelligence products on 
adversary capabilities and vul- 
nerabilities to support informa- 


tion dominance is a basic intelli- 
gence function. Most of the intel- 
ligence tasks required to support 
C“W are already known and 
practiced, but requires 
greater detail on adversary Cl; 
decision makers, and their deci- 
sion cycles. IEW capabilities 
must keep pace with evolving 
communications and information 
technology to ensure our con- 
tinuing support to the com- 
mander. 
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Figure 2. Understanding the Adversary. 


The U.S. Army has historically 
trained and executed OPSEC, 
PSYOP, deception, EW, and 
physical destruction missions. 
To some extent, units synchro- 
nized some or all of these mis- 
sions, and in turn, they were 
with intelligence. 

C*W requires the synchroniza- 
tion of all its elements and intelli- 
gence with maneuver to make 
information a successful combat 
multiplier. 


Due to the elusive nature of 
the target——information, informa- 
tion communications systems, 
and sensors----intelligence ana- 
lysts, whether they are all source 
or single source, require accu- 
rate and detailed data with which 
to develop their information and 
intelligence products. In order to 
support intelligence ana- 
lysts must be diligent in peace- 
time to develop and maintain the 
requisite databases, estimates, 
and information or intelligence 
product sources to support the 
wide range of contingencies. As 
witnessed in Operations DE- 
SERT SHIELD and DESERT 
STORM, the deployment phase 
is not the time to find that you do 
not have the information avail- 
able to support the commander. 
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For information and communi- 
cations infrastructures, the diffi- 
culty in collecting, analyzing, 
and disseminating intelli- 
gence to support IO and its sub- 
set, cw, requires careful asset 
and requirement ae ae to 
ensure satisfaction of the C“W 
intelligence requirements. The 
intelligence effort against infor- 
mation and communications in- 
frastructures also needs to raise 
in priority to satisfy detailed c*w 
planning and execution require- 
ments. 


The New FM 34-40 


The publication in August 
1997 of a new FM 34-40, intelli- 
gence and Electronic Warfare 
(IEW) Support to Command 
and Control Warfare (c? W), 
continues the momentum of the 
U.S. Army Intelligence Center 
and Fort Huachuca (USAIC&FH) 
in evaluating the impact of IO at 
the operational and tactical lev- 
els. The evolution of FM 34-40, 
Electronic Warfare Operations 
(November 1987), tc IEW Sup- 
port to C“W, indicates the re- 
quirement to synchronize the 
five elements of CW. Units 
have to synchronize OPSEC, 
PSYOP, military deception, 


physical destruction, and EW in 
an environment where informa- 
tion systems and communica- 
tions technology continues to 
make rapid advances. The man- 
ual ties together IEW with c*w 
in the following areas: 


O Information operations and 
c*w terminology. 
G2 and EW officer roles in 
the C°W staff. 
IEW in the planning 
process. 
Intelligence support to Cw. 
Tactical HUMINT, imagery in- 
telligence, measurement and 
signatures intelligence, and 
signals intelligence and elec- 
tronic warfare considerations 
in 
O The ysis agencies for 
Army |O and C“W 

The new publication follows on 
the heels of FM 100-6, Informa- 
tion Operations (August 1996), 
and Joint Publication 3-13.1, 
Joint Doctrine for Command 
and Control Warfare (February 
1996). The soon-to-be-published 
FM 101-5, Staff Organization 
and Operations also provides 
insight into c*w by introducing a 
new operations order C*W an- 
nex that incorporates OPSEC, 
PSYOP, military deception, and 
EW. Physical destruction, the 
fifth C°W element, remains in 
the fire support annex with offen- 
sive EW (for example; : Ja mming). 
It is critical that the C“W annex 
and the fire support annex with 
its C°W physical destruction ele- 
ment be cross-checked and the 
tasks deconflicted. 
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Major Peterson is the Executive Officer, 
305th MI Battalion at Fort Huachuca, Ari- 
zona. He served as an instructor for the 
MI Officer Basic and Advanced Courses 
and the 35G assignment-specific training 
course. Major Peterson has also served 
with the 741st MI Battalion, 751st MI Bat- 
talion at Field Station, Korea; and the 
504th MI Brigade. He holds an adminis- 
trative science master’s degree in Infor- 
mation Technology Management from 
Johns Hopkins University and a bache- 
lor’s degree in Computer Science from 
Texas A&M University. Readers can con- 
tact him via E-mail 102415.2325@ com- 
puserve.com, (520) 533-6839, and DSN 
821-6839. 
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Foundation Reading List 


Company grade officers are required 
to read ten books as indicated below: 


C) General History (read 1): 
— Weigley, Russell F., The Ameri- 


can Way of War: A History of 
U. S. Military Strategy and Pol- 
icy (Bloomington: Indiana Uni- 
versity Press, 1977). 

Heller, Charles E. and Stofft, Wil- 
liam A., Eds. America’s First 
Battles 1776-1965 (Lawrence: 
University Press of Kansas, 
1986). 


[] Sustainment (read 1): 


Creveld, Martin Van, Supplying 
War: Logistics from Wallen- 
stein to Patton (New York: 
Cambridge University Press, 
1979). 

Huston, James A., The Sinews 
of War: Army Logistics 1775- 
1953, Army Historical Series 
(Washington, DC: Office of the 
Chief of Military History (CMH), 
U.S. Army, 1966), CMH Pub 
30-4. 


CL) Technology (read 1): 


Brodie, Bernard and Fawn M., 
From Crossbow to H-Bomb 
(Bloomington: Indiana University 
Press, 1973). 

Creveld, Martin Van, Technol- 
ogy in War: From 2000 B.C. to 
the Present (New York: Free 
Press, 1988). 


CL) Training (read 1) 


Collins, Jr., Arthur S., Common 
Sense Training: A Working 
Philosophy for Leaders (No- 
vato, CA: Presidio Press, 1979). 


CL) Command and Leadership 
(read 2): 


Rommel, Erwin, Attacks (Vi- 
enna, VA: Athena Press, 1979). 
McDonough, James R., Platoon 
Leader (Novato, CA: Presidio 
Press, 1985). 

MacDonald, Charles B., Com- 
pany Commander (New York: 
Bantam, 1984). 


() Nature of War, Tactics, and 
Warfighting (read 3): 


— Swinton, Ernest D., The Defense 


of Duffers Drift (Garden Park, 
NY: Avery Publishing Group, 
1986). 

MacDonald, Charles B., A Time 
for Trumpets: The Untold 
Story of the Battle of the Bulge 
(New York: Bantam, 1985). 


Recommended Reading List 
for Company Grade Officers 


— Keegan, John, The Face of Bat- 


tle (New York: Penguin, 1983). 
Ryan, Cornelius, A Bridge Too 
Far (New York: Pocket Books, 
1984). 

Ryan, Cornelius, The Longest 
Day (New York: Pocket Books, 
1984). 

Sajer, Guy, The Forgotten Sol- 
dier (Elmsford, NY: Pergamon 
Press, 1967). 


CL) Low Intensity Conflict 
(read 1): 


— Race, Jeffrey, War Cornes to 


Long An: Revolutionury Con- 
flict in a Vietnamese Province 
(Berkeley: University of California 
Press, 1972). 

Downs, Frederick, The Killing 
Zone: My Life in the Vietnam 
War (New York: Berkley Publish- 
ing Group, 1987). 

Fall, Bernard, Street Without 
Joy (New York: Schocken 
Books, 1972). 


Suggested Reading List 


[) Classical 
— Blumenson, Martin, The Patton 


Papers, Volumes 1 and 2 
(Houghton and Mifflin Company. 
1972 and 1974). 

Catton, Bruce A., A Stillness at 
Appomattox (Garden City, New 
York: Doubleday and Company, 
1953). 

Cosmas, Graham A., The United 
States Army in the Spanish- 
American War (University of 
Missouri Press, 1971). 

Dupuy, R. E. and Trever, Brave 
Men and Great Captains (Hero 
Books, 1984). 

Fehrenback, T.R., This Kind of 
War: A Study in Unprepared- 
ness (New York: MacMillan, 
1963). 

Grant, Ulysses S. Personal 
Memoirs, 2 Volumes, 1894, 
(Reprint, 2-volumes-in-1] (New 
York, NY: AMS Press, Incorpo- 
rated, 1978). 

Lewis, Lloyd, Sherman: Fight- 
ing Prophet (New York: Har- 
court, Brace and Company, 
1932). 

Marshall, Samuel Lyman At- 
wood, Ambush: The Battle of 
Dau Tieng (Nashville, Tennes- 
see Battery Press, 1983). 
Marshall, Samuel Lyman At- 
wood, Men Against Fire: The 
Problem of Battle Command in 
Future War, 1947 [Reprint] 


(Gloucester, Massachusetts: Pe- 
ter Smith, 1978). 

Shaara, Michael, Killer Angels 
(New York: Ballantine Books, 
1976). 

Solzhenitsyn, Alexander, August 
1914 (New York: Farrar, Strauss 
and Giroux, 1972). 


Ethical 


— Barnett, Corelli, The Sword- 


bearers: Supreme Command 
in the First World War (Indiana 
University Press, 1975). 
Forester, C. S., The General, 
1936 [Reprint] (Nautical and 
Aviation Books, 1982). 

Goulden, Joseph C., Korea: The 
Untold Story of War (New York 
Times Book, 1982). 

Halberstam, David, One Very 
Hot Day (New York: Warner 
Books, 1984). 

Hemingway, Ernest, For Whom 
the Bell Tolls (New York: Scrib- 
ner, 1940). 

Karsten, Peter, Law, Soldiers, 
and Combat (Westport, Con- 
necticut: Greenwood Press, 
1978). 

Larteguy, Jean, The Centurions 
(E. P. Dutton and Company, 
1962). 

Marshall, S. L., The Armed 
Forces Officer (U.S. Army, DA 
Pamphlet 600-2, same title). 
Peers, William R., The My Lai 
Inquiry (New York: Norton, 
1979). 


Contemporary 


— Ambrose, Stephen E., Eisen- 


hower: The President (New 
York: Simon and Schuster. 
1984). 

Blair, Clay, Korea, The Forgot- 
ten War (Times Books, 1987). 
Hapgood, David and Richardson, 
David, Monte Cassino (St. Mar- 
tin’s Press, 1984). 

Harvard Nuclear Study Group, 
Living With Nuclear Weapons 
(Harvard Press, 1983). 

James, D. Clayton, The Years of 
MacArthur: Triumph and Dis- 
aster 1945-1964, Volume 3 
(Houghton and Mifflin Company, 
1985). 

Terry, Wallace, Bloods: An Oral 
History of the Vietnam War By 
Black Veterans (Random 
House, 1984). 

Wood, W. J., Leaders and Bat- 
tles: The Art of Military Leader- 
ship (Presidio Press, 1984). 
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NOTES 


PROPONENT 


Officer Issues— 
implementation of 
CPT-PME 


On 31 July 1996, Headquarters, 
Training and Doctrine Command 
directed the revision of Ml 
OAC class schedules to support 
the implementation of Captain- 
Professional Military Education 
(CPT-PME). CPT-PME provides 
a professional development step 
for all officers earlier in their ca- 
reers. 


This change begins the transi- 
tion from the current TDY-and- 
return home Combined Arms 
and Services Staff School 
(CAS?) schooling for officers. Ef- 
fective early in calendar year 
1997, OAC graduates will attend 
CAS” at Fort Leavenworth, Kan- 
sas, immediately following OAC 
graduation in a TDY-and-return- 
to-Fort Huachuca status. The MI 
Branch Captains’ Assignment 
Officer will continue to schedule 
officers for additional skill train- 
ing (AST) courses (for areas of 
concentration: 35C Imagery In- 
telligence Officer, 35E Counter- 
intelligence Officer, and 35G 
Signals _Intelligence/Electronic 
Warfare Officer), either before or 
after CAS® (based on the offi- 
cer’s projected assignment and 
course seat availability). 

CPT-PME alleviates the situ- 
ations in which officers cannot 
attend CAS® during a tour, usu- 
ally due to mission requirements 


MI CORPS 


and officer shortages in units. 
Those MIOAC graduates who 
have not yet attended CAS® 
must still do so at the earliest 
possible time. The OCMI POC is 
Captain D. A. Dannewitz; read- 
ers can reach him at (520) 533- 
1180, DSN 821-1180, E-mail 
dannewitzd @ huachuca-emh1 
army.mil. 


Warrant Officer 
Accession Update 

The OCMI has forwarded the 
warrant officer accession goals 

for the upcoming year to U.S. 

Total Army Personnel Com- 

mand. Key elements of the ac- 

cession plan are--- 

0 A significant increase in the 
number of accessions in 
MOS 350D Imagery Intelli- 
gence Technician. 

O The closure of MOS 352D 
Emitter/Location _Identifica- 
tion Technician and 352H 
Morse Intercept Technician 
accessions for one year. 

O Accessing applicants for 
MOS 351E _ interrogation 
Technician and 352G Voice 
Intercept Technician by spe- 
cific language. Current prior- 
ity is for applicants with 
proficiency in Arabic, Korean, 
Persian-Farsi, and Chinese 
Mandarin. Personnel with 
other languages may still ap- 
ply, but they may have to 
agree to retrain into one of 


the languages listed if se- 
lected for warrant officer ac- 
cession. 

O Continued high accession 
opportunities to fill projected 
shortages in MOS 350B, the 
All-Source Intelligence Tech- 
nician, and 351B, Counterin- 
telligence Technician. 

The basic requirements to ap- 
ply are listed in AR 135-100, Ap- 
pointment of Commissioned 
and Warrant Officers of the 
Army. Specific requirements for 
each MOS are listed in DA Cir- 
cular 601-94-1, Warrant Officer 
Procurement Program. This 
will be updated and sent to the 
field in the second quarter, fiscal 
year 1997. Accession boards for 
MI applicants are normally 
scheduled for the third weeks of 
January, March, July, and Sep- 
tember. 


Applicants should forward their 
packets to the U.S. Army Re- 
cruiting Command at least 45 
days prior to the convening date 
of the board. Those interested in 
applying should discuss the pro- 
cedure with a warrant officer in 
the applicant's career field or 
contact the OCMI POC Chief 
Warrant Officer Five Rex A. Wil- 
liams, Mi Warrant Officer Profes- 
sional Development Manager, 
(520) 533-1183, DSN 821-1183, 
and E-mail address williamr@ 
pentagon-hqdadss.army. mil. 


HALL OF FAME 


by Second Lieutenant 
Stephen P. Merchant, Jr. 


Lieutenant Colonel 
Mercedes O. Cubria, 
(Deceased) 

Lieutenant Colonel Mercedes O. 
Cubria (1903-1980) was_in- 
ducted into the Military Intelli- 
gence Corps Hall of Fame in 
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1988 following a long and pro- 
ductive career with various as- 
signments in Panama, Germany, 
France, Japan and England. 
During her 20-year career, she 
supported both MI and hurnani- 
tarian assistance. 

Lieutenant Colonel Cubria was 
born in Guantanamo, Cuba, to 


parents of Spanish and Cuban 
descent. At the age of 13 she 
came to the United States, and 
in 1943, enlisted in the Women’s 
Auxiliary Corps (WAC) to help 
the war effort. 


In 1943 she was commis- 
sioned as a second lieutenant 
and sent to Oxford, England, for 
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codes and ciphers training. Fol- 
lowing her graduation, she be- 
came the security officer for the 
385th Signal Company and then 
the 322d Signal Company for 
the remainder of World War Il. 
Lieutenant Colonel Cubria was 
the first Army WAC officer to 
serve in the Caribbean Area— 
as a captain, she was assigned 


Photo provided by Frank de Varona 


to the Headquarters of United 
States Army Caribbean, Quarry 
Heights, Panama Canal Zone. 

After being awarded the 
Bronze Star for meritorious 
achievement in ground opera- 
tions against the enemy, she be- 
came ill in 1953 and left military 
service. 


In 1962, the Army needed per- 
sonnel with cultural expertise of 
the Caribbean area. Major Cu- 
bria was a logical choice and 
was recalled to active duty. Her 
principal job was to interview 
thousands of Cuban refugees 
and to prepare detailed reports 
for MI and the Central Intelli- 
gence Agency. Major Cubria 
spent what spare time she had 
in assisting hundreds of refu- 
gees in finding work, housing, 
and education. 


For her actions during the cri- 
sis in Cuba, Major Cubria was 
awarded the Legion of Merit and 
promoted to Lieutenant Colonel 
in 1968. Upon her second retire- 
ment in 1973, she was awarded 
the Legion of Merit with First 
Oak Leaf Cluster. 


Lieutenant Colonel Cubria has 
served as a role model to mil- 
lions of immigrants who have 
come to the United States in 
search of a better life. She is 
part of a great tradition of His- 
panic Americans who have con- 
tributed to the defense of the 
United States and to humanity in 
general. 


Second Lieutenant Merchant is currently 
working in the OCMI prior to attending 
the MI Officer Basic Course. Readers 
can contact him at (520) 533-1180, or 
DSN 821-1180. 


RESERVE 


COMPONENT 


New USAR MI Unit 
Structure 


This is the fourth in a series of 
articles on the military intelli- 
gence (MI) Proponent-spon- 
sored Mi Reserve Component 
(RC) Force Design Update 
(FDU). The focus of this piece 
will be the U.S. Army Reserve 
(USAR) MI unit force that is cur- 
rently in carrier status, sched- 
uled to formally activate in fiscal 
year 98. The new USAR struc- 
ture is built to answer the Active 
Component’s (AC) requirement 
for wartime intelligence augmen- 
tation at the corps and theater 
level. Elements formerly aligned 
with the Army National Guard’s 
combat divisions and brigades 
have been deactivated in the 
USAR. In the future, the Guard 
will “own" the MI structure that 
supports its tactical combat 
forces. 

The new USAR units will be of 
a cellular or modular construct, 
designed to mobilize down to the 
team level via derivative unit 
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Figure 1. The USAR Major Regional Contingency-East. 
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identification code (UIC). The 
USAR MI force will afford the AC 
the capability to go to a higher 
operating tempo with a more ro- 
bust capability; literally providing 
the second and third shifts criti- 
cal to sustained operations. 


The whole structure will move 
to a nearly pure MI military occu- 
pational specialty structure. Per- 
sonnel will be assigned to MI 
functional teams. Training will fo- 
cus to the team level. Equipment 
will be downplayed. If required 
for peacetime training, the re- 
servists will, in main part, be as- 
signed with existing AC 
intelligence and electronic war- 
fare equipment. This was one 
primary factor in the stationing 
plan. In short, the USAR’s con- 
tribution will be agile, available 
on short notice, adaptable and 
flexible. Mobilizing to the team 
level puts the RC contribution 
into theater early in the fight. 

The redesigned USAR force 
falls into two major regional con- 
tingency (MRC)-focused groups 
aligned against the requirements 
of the U.S. Army Intelligence 
and Security Command (IN- 
SCOM) Force Projection Bri- 
gades (FPBs), the AC Corps 
and the theater. Each Mi FPB 
has a supporting RC MI Group. 

The 505th MI Group (East), 
Fort Gillem, Georgia, mobilizes 
to the 513th Ml Brigade (FPB-E). 
The 513th supports four geo- 
graphic commanders in chief 
(CINCs); U.S. Central Com- 
mand, U.S. Atlantic Command, 
U.S. European Command, and 
U.S. Southern Command. MRC- 
East theater and corps require- 
ments are answered by a single 
USAR corps support battalion 
(East Windsor, Connecticut) and 
two theater support battalions 
(Fort Meade, MD and Fort Gor- 
don, Georgia). The language re- 
quirements for MRC-E are 
answered, in part, by three 
USAR linguist battalions located 
in Chicago Illinois, Charlotte, 
North Carolina, and Allison Park, 
Pennsylvania. The 505th is also 
has two technical intelligence 
(TECHINT) companies stationed 
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Figure 2. The USAR Major Regional Contingency-West. 


at Fort Devens, Massachusetts, 
an imagery analysis battalion on 
Staten Island, New York, and an 
aerial exploitation company in 
Orlando, Florida. See Figure 1. 
The 259th MI Group (West) in 
Phoenix, Arizona, has a mobili- 
zation responsibility to the 501st 
MI Brigade (FPB-W). Particulars 
regarding the 501st’s responsi- 
bilities in the Pacific region are 
still evolving. MRC-W theater 
and corps requirements are cap- 
tured in a single theater support 
battalion (Oakland, California) 
and a single corps support bat- 
talion (Pasadena, Texas). The 
MRC-W language shortfalls are 
provided, in part, by two USAR 
linguist battalions in Bell, Califor- 
nia, and Austin, Texas. The 
259th also has a small imagery 
analysis company. See Figure 2. 


The peacetime command and 
control (C“) of these units cur- 
rently runs through the Regional 
Support Command (RSC) in 
which the unit resides. The next 
level of C? is the U.S. Army Re- 
serve Command (USARC). 


The close RC to AC relation- 
ship inherent in this structure de- 
rives from the original concept in 
which each individual element of 
the new structure exists because 
of a specific AC requirement for 


wartime RC augmentation. The 
AC’s corps and theater require- 
ment literally defines the size 
and composition of the new 
USAR MI force. This require- 
ment trace will answer most of 
the RC corps and theater sup- 
port battalion’s questions regard- 
ing Mission Essential Task Lists, 
annual training sites, contribu- 
tory support missions, training 
focus, and mobilization coordi- 
nation contacts. The success of 
this structural initiative hangs, in 
large part, on the ability of the 
AC and RC to marry a specific 
AC requirement to an identified 
RC Mi augmentation element. 


Knowlton Award 


The first presentation of the 
coveted Knowlton award to a 
commissioned USAR officer was 
made to Colonel Michael Capit- 
man. Colonel Capitman most re- 
cently served in the senior Army 
Guard and Reserve MI position 
as Reserve Components’ Advi- 
sor to the Army’s Deputy Chief 
of Staff for Intelligence. His ca- 
reer spans almost 30 years of 
active, reserve and AGR Ml 
service beginning in Vietnam 
with the 1st Infantry Division. He 
has commanded at the USAR 
unit level and served in varied 
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staff positions at U.S. Forces 
Command, INSCOM, and the 
Pentagon. Colonel Capitman is 
largely responsible for the 


USAR’s assumption of the con- 
tributory support mission which 
will have reservists working real 
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READER 


intelligence missions in support 
of the CINCs. 


Colonel John Craig is the USAR POC 
and Chief of the Reserve Forces Office. 
Readers can contact him at (520) 533- 
1176, DSN 821-1176, and via E-mail at 
craigj @ huachuca-emh1.army. mil. 


Major Steve Ponder is the ARNG POC; 
his telephone number is DSN 821-1177 
and his E-mail addresses are pon- 
ders @aol.com and ponders @ huachuca- 
emht.army.mil. Their fax number is 
821-1762 and the mailing address is 
Commander, USAIC&FH, ATTN: ATZS- 
RA, Fort Huachuca, AZ 85613-6000. 


Strategy and Tactics of the Sal- 
vadoran FMLN Guerrilla: Last Battle 
of the Cold War, Blueprint for Future 
Conflicts by José Angel, Moroni Bra- 
camonte, and David E. Spencer (West- 
port, Connecticut: Praeger Publishers, 
1995), 216 pages, $59.95 


This book is an outstanding reference 
tool for the MI _ professional who 
wants to understand guerrilla warfare as 
it is practiced today. This book is appli- 
cable beyond Latin America because the 
situation in El Salvador was watched 
closely by guerrilla organizations around 
the world who learned new tactics, tech- 
niques, and procedures (TTP) from the 
FMLN. Tactics from the FMLN continue 
to surface around the world including in 
Mexico, Guatemala, and Somalia. In 
fact, the Somali military chief responsible 
for the downing and damaging of three 
U.S. helicopters on 3 October 1993 
claims to have learned the techniques 
from the FMLN. The reader should know 
that soldiers from Task Force Ranger 
dispute this claim. 


The authors describe the FMLN’s 
strategy for a prolonged popular war and 
various attempts at its implementation. 
They also describe in detail the make-up 
of the FMLN’s five war fronts and their 
support structures. Offensive tactics are 
illustrated, with several examples of op- 
erations conducted throughout the war, 
including both ambushes and night op- 
erations. They devote an entire chapter 
to urban tactics complete with drawings 
of FMLN urban defensive operations. 
The chapter on defensive tactics dis- 
cusses air defense operations, and in- 
cludes anti-airlanding operations and an 
FMLN-developed antiaircraft sight for 
small arms weapons. It further describes 
FMLN-produced mines and their em- 
ployment and descriptions of FMLN se- 
curity procedures for setting up guerrilla 
camps. 

An item of particular interest to the MI 
officer is the description of a communica- 
tions system employed by the FMLN 
called the "strategic bridge." Using this 
system, messages from a headquarters 
are sent in plain text via land line to an 
observation post (OP), located up to 
three kilometers away. The OP then en- 
codes the message and transmits it via 
radio. Salvadoran units often located the 
site of the radio transmission and at- 
tacked it with air-mobile forces, only to 
find just an OP. Meanwhile, the head- 
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quarters, with ample warning, displaced 
to a safe location. 

This book is valuable for under- 
standing the tactics of guerrilla forces 
worldwide, particularly in Latin America. 
Its topic and timeliness make it a good 
update for previous readers of Che 
Guevara’s On Guerrilla Warfare. 


Captain Christopher J. Courtney 
Fort Huachuca, Arizona 


Cyberwar: Security, Strategy and 
Conflict in the Information Age by 
Alan D. Campen, Douglas H. Dearth, 
and R. Thomas Goodden (Fairfax, Vir- 
ginia: AFCEA International Press, 1996), 
298 pages, $24.95. 


Whoever controls access to information 
will have the power in tomorrow’s soci- 
ety. The world is currently on the brink of 
the"Information Age,” a time when infor- 
mation technology will further advance 
beyond imagining. Cyberwar: Security, 
Strategy and Conflict in the Informa- 
tion Age is an anthology that describes 
the evolution of information and the ca- 
pabilities and limitations of information in 
tomorrow’s world. 


Cyberwar shows how the history of 
information, from ancient times through 
the 20th century, has led to the informa- 
tion age of today. As class systems such 
as nomads, farmers, and hunter-gather- 
ers evolved, communication facilitated 
group structure. Communication aided 
organization and helped societies trans- 
fer ideas, stories, and information to suc- 
ceeding generations through the writings 
of scribes. In the Middle Ages, the Ro- 
man Catholic Church started the first era 
of information. The Church provided the 
catalyst for the spread of information, not 
only because it promoted individual de- 
velopment, but also because it funded, 
through tithes, the development of tech- 
nology. Also, its scribes used written 
transcripts to consolidate ideas and tech- 
nological advancements, thus spreading 
information. Eventually, the printing 
press provided society with the means to 
record information in many documents, 
which furthered the spread of informa- 
tion. In the 20th century, the recent de- 
velopment of the Internet has surpassed 
the technology of the telephone and tele- 
graph. This digital revolution has further 
widened the spectrum of information ca- 
pabilities, nearly beyond bounds. 


Cyberwar suggests that businesses 
must become aware of the vast capabili- 


ties that the digital revolution has to of- 
fer. The speed of information transfer 
provides businesses a near-real-time ca- 
pability to access information. The In- 
ternet is providing businesses with the 
ability to access a sea of information at 
the press of a few keys. 


As in the business world, Cyberwar 
shows how new developments in infor- 
mation technology are providing U.S. 
military forces with a superb intelligence 
infrastructure. If U.S. forces are able to 
defeat potential threats in advance of 
physical engagement, not only do they 
neutralize the enemy without casualties, 
but they also limit costs. Not only does a 
strong information warfare (IW) capabil- 
ity prevent the high costs of troop de- 
ployment, it also lessens the need for a 
large inventory of backup weapons. 
Evolving information capabilities also 
provide U.S. forces a timely strategy for 
managing logistics and inventory re- 
quirements. Also, technology has pro- 
vided U.S. forces with increasingly better 
intelligence. With such developments as 
the All-Source Analysis System, un- 
manned aerial vehicles (UAVs), and the 
Joint Surveillance Target Attack Radar 
System (Joint STARS), information and 
electronic warfare capabilities will in- 
crease. Intelligence analysts project that 
by 2005, U.S. forces will be able to iden- 
tify 75 percent more of important threat 
targets on the battlefield than they did in 
Operation DESERT STORM. 


Cyberwar suggests IW strategies, 
such as neutralizing an enemy from the 
center of his infrastructure. If threat com- 
manders cannot receive information 
from higher headquarters, they cannot 
effectively manage their forward units. 


With increased technological capacity 
comes increased technological depend- 
ence and a need for precautions. In the 
future, a nation without an IW capability 
will be a nation without a military capabil- 
ity. To ensure a potent IW strategy, how- 
ever, the Cyberwar authors suggest that 
information users be aware of the limita- 
tions of cyberspace, the battlefield for fu- 
ture conflicts. These suggestions are just 
a few of those of which an information- 
based society should be aware. First, us- 
ers should make multiple copies of 
information to prevent information war- 
fare attacks, such as viruses and “in- 
fobombs” that target specific computers 
or bits of information. Second, users 
should use encryption and passwords to 
prevent hackers and potential threats 
from accessing classified or private infor- 
mation. Third, users should be aware of 
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the media’s ability to distribute news 
globally in real-time, news that signifi- 
cantly impacts how adversary leaders 
perceive the United States. Thus, Cy- 
berwar suggests the implications of 
“software,” the ability of television to 
“shape a nation’s will.” Fourth, users 
should know about the impacts of propa- 
ganda through subliminal messages and 
digital manipulation. For example, the 
image of Forrest Gump shaking hands 
with several U.S. presidents suggests 
the ability to vastly distort information. 
Fifth, the United States must be aware 
that as information becomes more avail- 
able, the possibilities for less advanced 
nations to harm the United States 
through IW increase. Sixth, users should 
continually troubleshoot their information 
systems to identify vulnerabilities. Fi- 
nally, our legal system should impose in- 
creasingly severe legal liabilities for 
information attacks to further dissuade 
potential IW perpetuators. Clearly, an IW 
defense may be even more important 
than an IW offense. 

Cyberwar, while illustrating the evo- 
lution of information, provides key insight 
on the capabilities and potential threats 
in the cyberspace world. This anthology 
provides informative accounts from sev- 
eral individuals with distinguished intelli- 
gence careers, such as U.S. Air Force 
Colonel (Retired) Alan D. Campen, 
Douglas H. Dearth, and Dr. R. Thomas 
Goodden. Furthermore, the authors con- 
tribute well-written, easy to understand 
chapters of which today’s information us- 
ers need to be aware, especially since 
information availability will only increase. 
Cyberwar estimates that in 2015, there 
will be 5,000 times more information in 
the world than there was in 1994. The 
authors clearly show the importance of 
preparing for and understanding such a 
world. 


2LT James B. Osborne, Jr. 
Fort Huachuca, Arizona 


Great Battles and Leaders of the Sec- 
ond World War: An lilustrated History, 
Introduced by John Keegan (Boston and 
New York: Houghton Mifflin Company, 
1995): 328 pages, $40 


Much has been written and will continue 
to be written about the horrors of World 
War Il. John Keegan introduces Great 
Battles and Leaders of the Second 
World War: An Illustrated History to a 
new generation of readers. This collec- 
tion of historical narrative presents an in- 
tensely personal accounting of events 
from behind the scenes, as recorded by 
Winston Churchill in his “epic six-volume 
history of the pivotal event of our cen- 
tury." More than 417 black-and-white 
photographs and 23 situation maps, 
many of which have never before been 
published, graphically recreate key epi- 
sodes as Churchill recalled them. 

Churchill contacted “key players," 
seeking their recollections and papers 
and soliciting their comments on his im- 
pressions. He also assembied a team of 
advisors to confirm dates, times, places, 
and personalities; he began his writings 
in 1946 and completed them in 1953. 


Churchill concluded that The World 
Crisis, his five-volume history of World 
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War I, and The Second Worid War jour- 


nals, together formed— 


an account of “another Thirty Years 
War" and an expression of his “life- 
effort" on which he was “content to 
be judged.” 

Unlike Roosevelt, Stalin, and Hitler— 
who did not leave any first-hand narra- 
tive of their involvement in World War 
il—Winston Churchill's “unique and 
acutely revealing" chronicle of events, 
meetings, debates, and disagreements 
with "a world of people" heralds the thin 
line he balanced with friends and foe 
alike. It is evident from this book that 
Winston Churchill was fascinated with 
military operations, following their pro- 
gress closely, and that he employed TTP 
intended to defeat Hitler and Mussolini. 

Winston Churchill poignantly wrote 
that he— 

never criticized any measure of war 
or policy after the event unless [he] 
had before expressed publicly or for- 
mally [his] opinion or warning about 
it. 


His life script as he lived it and exempli- 
fied in how he recorded it, portrays then 
and now a man of character, conviction, 
and foresight. 

This account of Winston Churchill's is 
a comprehensive and intimately per- 
sonal point of view from a legendary 
statesman. The book starts with the at- 
tack on Poland in 1939 and continues 
through ail the battles, up to the cam- 
paign in Italy in 1944, and the dropping 
of the Atomic Bomb in 1945. In this 
book, too, are Churchill's frank opinions 
of himself and other prime ministers, 
heads of state, generals, ambassadors, 
and diplomats. 

| highly recommend this book to all 
history buffs. The lessons learned in the 
accounting of World War Il as it evolved 
and from actual notes and perspective of 
a primary leader are rare. 


JoNell M. Elkins 
Fort Huachuca, Arizona 


The Lessons of Modern War, Volume 
\V: The Gulf War, by Anthony Cordes- 
man and Abraham H. Wagner (Boulder, 
Colorado: Westview Press, 1996): 
$98.00 hardback $23.95 paperback. 


This is possibly the most comprehensive 
critical analysis of Operations DESERT 
SHIELD and DESERT STORM in print. 
The continuation of Anthony Cordes- 
man’s series is worthwhile reading de- 
spite some basic research flaws that 
detract from the credibility of the book. 
Mr. Cordesman is a former Defense De- 
partment staff member and an expert in 
Middle-Eastern affairs. 


Volumes One through Three address 
the Arab-lsraeli Wars, the Iran-iraq War, 
and the conflicts occurring in the Falk- 
land Islands and Afghanistan. The books 
give a history of the conflict and a com- 
prehensive “lessons learned" evaluation 
covering almost every battlefield operat- 
ing system, major pieces of equipment, 
and other relevant issues. 

In Volume Four, Cordesman covers 
lessons of the Gulf War. He addresses 
strategic, tactical, technical and human 


issues. This overview introduces specific 
sections, including a historical framework 
of the conflict; forces engaged; com- 
mand, control, communications and 
computers; intelligence; the air and 
ground campaigns; naval warfare; mis- 
siles and proliferation; and strategic im- 
plications. This in-depth overview covers 
each conflict from formulation of strategy 
to the performance of specific weapons 
systems. 


| liked this book. However, there are 
errors in Cordesman’s research that de- 
tracted from the work's true value. Cor- 
desman incorrectly writes that the corps 
MI brigades and divisional MI battalions 
were thrown together just in time to pro- 
vide support for the war, and that they 
were inadequate at all levels. He is 
equally incorrect when he refers to then 
BG John Stewart as the Chief of Staff of 
the Army who took over the J2 position 
at Army Forces Central Command (AR- 
CENT). These errors showed a lack in 
attention to detail that left me wondering 
where else similar mistakes were made. 


| found these and a couple of other 
“slips” secondary as Cordesman con- 
ducts an extended and critical review of 
the problems in battle damage assess- 
ment, imagery dissemination and the 
performance of Joint STARS and the 
Pioneer UAV. He accurately points out 
the contributions made by these systems 
and conversely, their shortcomings indi- 
cating the need for improvements or new 
systems. This section is worthwhile read- 
ing for every intelligence professional as 
it highlights the good and the bad of key 
processes and systems. 


Cordesman then takes the reader on 
a day-by-day account of the war that ap- 
pears accurate. New light is shed on the 
contributions of SIGINT in determining 
the movement and actions of the Repub- 
lican Guard units. This is something that 
| have not seen discussed in any pre- 
vious work. His description of Iraqi plans, 
intentions, and the reasons behind their 
tactical decisions is simply the best of 
any book covering the Guif War. 


A critique that starts with land war- 
fare systems and doctrine follows. This 
section is equally well written and will in- 
terest anyone wondering how well the 
M-1A1 Abrams tank, AH-64 Apache heli- 
copter, and other systems performed. 
Naval and amphibious systems also get 
the same treatment. Air Force readers 
are most likely to be unhappy with the 
book as Cordesman really questions air- 
power effectiveness, supporting his 
statements with multiple sources includ- 
ing the Air Force’s own study on the con- 
flict. 

The book is well footnoted and a 
comprehensive set of primary sources 
was used. While the reader will probably 
not agree with all of Cordesman’s analy- 
sis, he does bring new points and criti- 
cisms to the field. It is refreshing to see a 
critical analysis and comprehensive his- 
tory like this in print, compared to the 
less well-researched books that pre- 
ceded it. Professionals from all branches 
and Services will benefit from reading 
this book. 


CPT James C. Laughrey 
Bolling Air Force Base, Washington D.C. 
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ian and military deaths in World 
Wars | and Il, and the prospects 
of thermonuclear annihilation dur- 
ing the Cold War era. 


It is equally difficult, however, to 
foresee the end of total war in a 
world increasingly dominated by 
technology. In the future, it might 
be possible for technologically so- 
phisticated societies to truly wage 
war against the very fabric of the 
opponent's society---and to do so 
digitally. For generations now, we 
have witnessed indiscriminate at- 
tacks against civilian populations 
by military forces. The world likely 
will not be spared the genocide in 
Rwanda, the senseless waste in 
Liberia, or the religio-ideological 
destruction of Afghanistan. In the 
future, it may be increasingly diffi- 
cult to detect the attacker-—-and 
indeed perhaps from what quarter 
and for what purpose. One could 
envision a politico-military future 
in which irregular warfare might 
be possible on an unprecedented 
scale. The targets (ours or 
their's) need not be physical infra- 
structure, but a nation’s financial, 
automated distribution, and com- 
munications systems. 


A primary characteristic of the 
nation-state era has been state 
monopoly of the means of vio- 
lence. We surely are witness- 
ing—in both Third-Wave/First- 


World and_ First-Wave/Third- 
World societies—a trend away 
from state monopoly of lethal vio- 
lence. In a future characterized by 
cyberwar, technology offers the 
prospect of non-state possession 
in abundance of the "non-lethal" 
means of violence. 
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Letters 


(Continued from page 7) 


tice when the S2 is fully involved 
and risking his or her own neck by 
flying cross-FLOT. It shows you 
have enough confidence in your 
own analysis to risk your own life, 
as well as the unit’s aircraft and pi- 
lots. 

Flying in the ATAC keeps the 
S2 fully apprised of the situation, 
better then any other intelligence 


Officer in the division or corps. 
You are there to make those criti- 
cal assessments as combat infor- 
mation flows in. You can relay 
critical data to the G2 and save 
"the weeds" for later. The S2 non- 
commissioned officer in charge 
back at the command post is fully 
capable of monitoring the opera- 
tions and intelligence nets and 
passing critical information to you 
in the ATAC. 


Finally, having the S2 fly in the 
ATAC with the commander or S3 
and the fire support officer fuses 
the staff team. You develop a rou- 
tine in training and reduce reac- 
tion time during actual operations. 
Remember, the S2 should be "AL- 
WAYS OUT FRONT" and in this 
case "ABOVE" as well. 


Major Stephen K. Iwicki 
Washington, D.C. 
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629th Battalion 


Maryland National Guard 


Oriental blue is the primary branch 
color of the Military Intelligence 
Corps. The upper half of the shield 
alludes to the state flag of Maryland 
and identifies the home area of the 
battalion. The panther embodies 
the established nickname of the 
unit, "Prowler" and is a predator 
celebrated for its stealth and pa- 
tience on the hunt. He is an appro- 
priate symbol for a tactical-level 
intelligence unit. The lightning 
flashes refer to the speed of opera- 
tion and the dominant role of com- 
bat electronic warfare on _ the 
battlefield. 


The 629th MI Battalion of the Maryland 
Army National Guard is currently the only 
fully-manned Combat Electronic Warfare 
Intelligence (CEW!) battalion in the Army 
National Guard. Composed of a headquar- 
ters and headquarters service company, a 
signals intelligence (SIGINT) collection 
company, and an interrogation and surveillance company, the battalion provides multidisciplined combat intelli- 
gence support to the Commander, 29th Infantry Division (Light). 

The 29th (“Blue and Gray”) Division was reactivated in the Fall of 1985 as one of five light infantry divisions 
in the Total Army force structure. The 629th was formed in October 1985, as part of the divisional troops. 

The battalion traces its lineage back to the 629th Tank Destroyer Battalion of the World War Il-era 29th In- 
fantry Division that stormed Omaha Beach on D-Day. That battalion’s insignia, the panther (or “Night Prowler’) 
forms the basis of the insignia displayed above. The lightning bolt clasped in the fangs of the beast signifies 
the battalion’s SIGINT mission, while the motto “Stalk the Prey” is emblematic of the MI mission to continu- 
ously seek, find, and never lose the enemy. The colors of the backing shield include the blue of the MI Corps. 

Since receiving federal recognition on 3 October 1988, the battalion has established a reputation as the pre- 
mier Military Intelligence (CEWl) unit in the Reserve Component, with a decade’s worth of accomplishments in 
training arenas and in support of the on-going “real world” needs of the wider intelligence community. 

Members of the 629th responded to the call to Operation DESERT SHIELD, providing timely and much- 
needed support to the 82d Airborne Division and the XVIII Airborne Corps (Rear) efforts in the Continental 
United States. Members of the command support the National Guard’s counternarcotics efforts on a continuing 
basis, and have supported the efforts of Joint Task Force Six in the American Southwest. The command has 
been involved in a wide variety of training, and joint exercises such as Ulchi Focus Lens, Atlantic Trail, Refor- 
ger, and others. 

The 629th MI Battalion is headquartered at Laurel Armory, Laurel, Maryland, in a state-of-the-art facility built 
for the battalion and officially opened in April 1994. Laurel Armory is also the site of the first of the National 
Guard’s new Distance Learning Network (DLN) centers, featuring the latest in technology in a computer local 
area network to deliver military occupational specialty courseware, video teleconferencing and training (VTT), 
and college instruction to National Guardsmen and to the local community. 

The 629th MI Battalion (CEWl) is fully-manned and well equipped to answer the nation’s call. It continues to 
provide a viable, vital dimension to the warfighting capabilities of the 29th Light Infantry Division and to the 
larger missions of America’s Army. 


“ 
: 
1 
| 


Commander BULK RATE 


U.S. Army Intelligence Center and Fort Huachuca U.S. POSTAGE PAID 
: ATTN: ATZS-TDL-B (12) SIERRA VISTA, AZ 
Fort Huachuca, AZ 85613-6000 PERMIT NO. 300 


Headquarters, Department of the Army. 
% This publication is approved for public release. Distribution is unlimited. 


4 
4 
| 
7 
| | 
3 
| 
Ss 4 
ay) 
) 
| | 
we 2 
| 
PIN 075206000 


4 
ig 
< 
veg 


